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Abstract

Backed bythe EuropeanCommission, aonsor-
tium of partners from Europeanindustry, financial
institutions, and academia has embarked on a research
project to develoghe fundamentals ofecure elec-
tronic commece. The goal of the ACTS Project
SEMPER (Secure Electronic Marketplace for
Europe) is to providéhe first openand comprehen-
sive solution forsecurecommece overthe Intanet
and other publicinfarmation networksSEMPER’s
flexible open architecture is based on a model of elec-
tronic commeee which comprehends ausinesssce-
nario as a sequence of transfersd fair exchanges of
“business items”, which are payments, data, or
rights.

This is reflected in the architectur&he exchange
and transferayer handles transferand fair exchanges
of items. Thecommece layer providesmethods for
downloading certifiedcommece sevices andthe nec-
essarytrust management. Theommee sevices
implement the terms of business of a seller using
exchange and transfer layergees.

A prototype of thisarchitectureimplemented in
the Java progamming languagewill be trialed for
sales of multimedia courseware(EUROCOM, Ath-
ens, GR), on-lineconsultancy and subscriptions
(FOGRA, Minchen, D) as well asail-order retail-
ing (Otto-Versand, Hamburg, D). Will integate the
payment systems SHEprovided byIBM), Chipper
(provided byKPN Research and ecasti/ (provided
by DigiCash). The prototype uses distinguished
user-inteface for trustworthy user in-and output
which enables to use SEMPER on secure hardware.

the

Introduction

Awide range of businesses are rapidigving to
explore the huge potential oktworkedinformation
systems,especially with thelnternet-based WWW
(World-Wide Web). Although thelnternet has its
roots inacademia and istill dominated byfree-of-
charge information, dramatic changa®e expected in
the near future.

The goal of the 9-million ECU projec6GEM-
PER (Secure Electronic Marketplace for Europe) [1,
2], is to provide the first openand comprehensive
solution for secure commerce ovéne Internet and
other public information networks.

The members of th&EEMPER consortium are
Cryptomathic (DK), DigiCash (NL), EUROCOM
EXPERTISE (GR), Europay International (B),
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FOGRA Feschungsgesellschaft Drugb), GMD —
German NationalResearchCenter for Information
Technology(D), IBM (CH, F), INTRACOM (GR),
KPN Research(NL), Otto-Vesand (D), r® security
enginegng (CH), CNET (F), SINTEF (N), SSL
(GB), Stichting Mathematisch Centrum / C\(WL),
Universities of Dortmundkreiburg, and Saarbriicken
(D). Banksys(B), Banque Générale duuxembourg
(L) andTelekurs(CH) are associatedith SEMPER.
IBM Zurich Research Laboratory provides the techni-
cal leadership for the project.

I.A. Roles and Services in the Marketplace

Like in a physical marketplace, the maiorpose
of an electronic marketplace is taring potential
sellersandbuyerstogether:
Sellersoffer their goodsand buyers order these
goods; together this is @vo-party negotiation
sometimes ending with agreement.
Both sellerand buyer might needcertaincertifi-
cates For instance, a buyenight only want to
buy from sellers thaare accreditedwith a well-
known payment systerprovider inorder to use
a certain payment instrument. A buyer may only
trust a seller if a consumer organisation has de-
claredthem trustworthy. A sellemight be al-
lowed to deliver certaigoodsonly to residents
of the European Union.
Sellers deliver their goodsand buyers make
paymentstogether this is &wo-party (fair) ex-
change.
Buyers or sellers might be dissatisfied withat
has happened dar, i.e., severalexceptionhan-
dlersanddispute handlersvhich may involve an
arbiter are necessary.
Many servicegequirethat buyerandseller have
some relations already established, e.g., to banks
or government agencies. Thisquiresregistra-
tion, certification, and inmost casesalso direc-
tory authorities
In all these actions, the parties have spes#itu-
rity requirementsnamely integrity, confidentiality,
and availability. Confidentiality includesnonymity,
which is often a requirement for browsiogtalogues
or for low-value purchases. Examples of typical
scenarios of electronic commerce are:
Mail-order Retailing A retailer accepts electronic
orders angpaymentspased ordigital or conven-
tional catalogues, and delivers physical goods.
On-line Purchaseof Information and Subscrip-
tions: Like mail-orderretailing, but with digital,



SEMPER - Secure Electronic Marketplace

maybe copyright-protected gootisat are deliv-
ered on-line.

e ElectronicMall: An organisationoffers services
for several service providersanging fromdirec-
tory services(“index”) over contenthosting to
billing services.

« Contract SigningTwo or more partiegxchange
signed copies of the sarst@atement
Naturally, an open system falectronic com-

merce cannot berestricted to these scenarios. It

should be easily configurabland extensible to a

broad range of different scenarios.

I.B. Whatis New in SEMPER?

SEMPER is the firsproject that aims at the
completepicture ofsecure electronic commerce, not
just on specific pieces (like electronic payments),
specific scenarios (like electronic on-lipeirchases)
or specific productand protocols (An overview can
be found at #ttp://www.semper.org/sirere).

SEMPER provides anopen architecture which
enables the integration of any proto@sid product
providing thenecessargervices.Therefore, applica-
tions are not restricted to specific proprietangch-
nology or specific protocols.

Special attention igaid to customer anonymity
and privacy. SEMPERdevelops arintegated ano-
nymity management scheme extendiing existing
concepts for anonymous communicatemnd creden-
tials.

II. Model for Electronic Commerce

The architecturedescribed inthis paper isbased
on a generic model for two-party electrordgom-
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merce.This model describethe flow of control as
well as actions, and decisions for any commerce serv-
ice. The mainidea ofthe model for electronicom-
merce isdescribingbusinessscenarios in terms of
sequences ofransfers and exchangesof data with
decisionsbased orthe success of these actiofsee
Figure 1). Thismodel issimilar to thedialoguesof
interactive EDI.

[I.A. Atomic Actions: Exchanges

The interactive actionbetweentwo players are
transfersandexchangesn atransfer, one partysends
a package obusiness items to one or moother
parties. The sending partandefine certain security
requirements, such as confidentialianonymity, or
non-+epudiation of origin.

A fair exchangeis a simultaneougxchange of
packages obusiness items among two parties. The
parties have thassurancehat their packages are sent
if and only if the peerentity sendtheir package as
expected.Either both packages areexchanged or
none. If nofairness guarantee igequired, we can
model such an exchange by two transfers.

Business items which can be exchanged include
» credentials such as access rights,

» statements such assigned documentsgertifi-
cates, or program and video data, and

» moneysuch as credit-card, cash, or bdrdnsfer
payments.

Figure 2 gives aroverview of the possible ex-
changes of thesprimitive types.Transfers are in-
cluded as exchanges of “something” for “nothing.”

=

| t

Order

T

Offer

Contract

If not satisfied, %ST specific exception / dispu ﬂ hz1:d/er ‘

Pay/Recelpt Ser\/lce

If not satisfied, [ra%e specific ex}e %t/on / dispu % h%d/er |

Figure 1

Electronic Commerce is a Sequence of Transfers and Exchanges.

Note that the protocol might enable other sequences aseagll after "Contract" "Payment with-

out Receipt" might also be enabled.
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Transfer / Money Credential Information
Exchangeof -
for |
Nothing (i.e., Payment Certificate Information
transfer etc. transfer
Transfer)
Money Fair money | Fair payment| Fair purchase
exchange with receipt
Credential Fair contract | Fair conditional
Same as signing access
Information . . Fair
. in upper ...| ... right half information
exchange
Figure 2  Transfers and exchanges of primitive types.

[I.B. Electronic Commerce: Sequence of

Exchanges

The transfersand exchangesare fixed in our

model given thedatatypes and security

attributes.

Any businessscenario ismodeled as a sequence of

exchangeswith user-interactiorand local

decisions

between successive exchanges (see Figure 1).
In the course of arongoing businessfter each
transfer or exchange, the parties are either
« satisfied,andthus willing to proceedwith a cer-
tain number of other transfers or exchanges, or
« dissatisfiedin which case aexceptioror dispute
is raised which might end up atr@al court if all

else fails,
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depending onthe success of the previous ex-
change, thétems received, angbossibly user-input.

After each round, a decision as
proceed is made.
1. The SEMPER A

The SEMPERarchitecture(F

to whether and how to

rchitecture

igure 4) is struc-

tured in layers. The lowest layer deals wibhv-level
security primitivesand other supporting services
whereas the highest layer deals with commerce issues

only:
» The supportingservicesare
graphic services, communi

the usual crypto-
cation, archiving of

data (keys, non-repudiationtokens, audit trail),

Client Serwver
Trusted www HITP
'3 - :
‘ User-Inerface I Brow ser Connection HTTP-Server
—
[ HTTP
| Local HTP-Sever
SEM PER Library SEM PER Library
o =
I L 001
J I; % I; Secure JI; % J
Connection
| |UserInerfacelf [TCP Comm. | 4 » |TCP Comm. i ¢ |
Modue M odule Modue

Figure 3

Commerce Library.
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" Mail-Order |
Commerce Layer _-J AT ED
Rt FEREEe. Feeees Service Block
:Orderj 1 Offer j i Pay j
Exchange
Manager
E xchange and
Transfer Layer
Payment Credential Statement
Service Block Service Block Service Block
Supporting Preferences Archive Communication J| Cryptographic [ Trusted User-
Services Layer Service Block Service Block Service Block Service Block Interface
Figure 4  Architecture cSBEMPER

setting preferences, and the trusted user interface.
¢ The exchange layesupportsfair exchange and
transfer services.

e The commerce layer offers high-level services for
businessscenarioslike “mail-order retailing,”
“on-line  purchase of information,” or
“registration withservice provider.” It is config-
urable by downloading new services extending
existing ones.

I1I.LA. Commerce Services

The commerce layer implements the flowooh-
trol of our model using thetransferand exchange
service forinteractions with the peegndthe sup-
porting services for user-interactioand persistent
storage. It also performs theust management and
accesscontrol necessary fordownloading certified
commerce services.

The Commece Layer provides serviceshat di-
rectly implement protocols of businesgenarios,
e.g., howspecific merchants or types aferchants
handle customer registratiomnd ofering, ordering,
payment,anddelivery of goods. It implements the
flow of control, i.e., theenabled sequences of ex-
changes, of the electronaommercemodel. A set of
client and server commerce serviceghs electronic
equivalent ofthe “terms of business” for the seller.
The commerce layedoesnot only ofer entire such
protocols, but also building blocks that may be of
more generaluse, in particular services tonanage
and fill out standardized order forms.

Since one cannot fix the set sérvices in ad-
vance, thecommerce layer includes services for se-
cure downloading of serviceghis allowscustomers
to participate in businesscenarios theyever en-
counteredbefore. Sincearbitrary terms of business
may be implemented in a nes@mmerce service, a

ganizations who issueertificates on fairommerce

services. Thesecure downloading process together

with trust managementind accesscontrol then en-

sure that

» eachmerchant fixeghe terms of business in ad-
vance, in a non-reputable way,

» that each merchant keeps to its own tedusng
the whole business, and

» that services which haveot beenevaluated by a
trusted authority cannot do any harm.

[ll.B. Exchange Services

The Exchangeand Transfer Layer provides serv-
ices for handlingand packaging businesgéems as
well as transfer and fair exchange of packages. It im-
plements thesxchanges othe electroniccommerce
model. The basic itemare electronicpayments cre-
dentials, and generatatements whicincludesdigi-
tal signatures and data. These items can be bundled in
tree-like packagesalled containers The security at-
tributesstored in eaclinternalnode ofthis tree de-
termine the level of security which is required for the
transfer or exchange of the corresponding subtree.

Eachtype of items ismanaged by a separate
managemhich provides unified servicemtegrating
existing implementations. The paymenanager for
example provides three generic services for handling
account-baseg@which includescredit-card payments)
and cash-like payments together with the negotiation
of the means of payment. Several paynmsstems
of each ofthese classesan beinstalled. During a
payment, the payer and the payee’s paymaariager
then automatically negotiate which payment system
shall be used based on the preferences of the users.

[lI.C. Supporting Services

The Suppding Servicesprovide user preference

downloaded service need not be secure at all. Security management, persistent object storag@mmunica-
of the implemented services can only be ensured by a tion, cryptoservices,and other supportingservices

separateevaluation, e.g., bytrusted consumer or-
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IV. The SEMPER Trials

IV.A. Basis

The SEMPER trials are based on iWerld Wide
Web. Thearchitecture is implemented by library,
as depicted in Figure 4 and described in detafbén-
tion Ill. Service providers using SEMPER only need
to implement the actual business terfasabled se-
guences oftransfersand exchanges) by configuring
so-called commerce servicfisigure 3). The integra-
tion into the World#/ide Web is done bynterfacing
with standard browsers and servers.

In order to supporsecurehuman-computer inter-
action, the SEMPER clienprovides a trustediser
interface for security critical user in- and output, such
as acknowledging a payment.

The first version of the SEMPERbrary sup-
ports onlysecure transfer servicgse., no fair ex-
changes).

IV.B. EUROCOM: Courseware

EUROCOM is a consulting compamffering mul-

timedia courseware inthe area of telecommunica-
tions. The EUROCOM trial implementsn-line

purchases of multimedia courses.

IV.C. FOGRA: Consultancy and
Subscriptions

FOGRA is aresearchorganisation of theGerman
printing and publishing industry. Theydistribute
information to their members on a subscription basis
andsell consultancy to non-members. The FOGRA
trial uses SEMPER for on-line purchase gqmdcess-

ing of subscriptions as well as sales of consultancy.

IV.D. Otto Versand: Mail Order

Otto Versand is one of the largesatil-order retailers
world wide. Currently, over6000 articlescan be
browsedand ordered onthe World-Wide Web. The
Otto trial starts with on-lineordering of goods and
may beextended tocon-line orderingand delivery of
tickets and other credentials.
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