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ABSTRACT
A contractis a non-repudiableagreementon a given contracttext, i.e., a contract

can be usedto prove agreementbetweenits signatoriesto any verifier. A contract
signingschemeis usedto fairly computeacontractsothat,evenif oneof thesignatories
misbehaves,eitherbothor noneof thesignatoriesobtaina contract.

Optimistic contractsigning protocolsusea third party to ensurefairness,but in
sucha way that thethird party is not actively involved in thefault-lesscase.Sinceno
satisfactoryprotocolswithout any third party exist, this seemsto be the bestonecan
hopefor.

We prove tight lower boundson the messageandroundcomplexity of optimistic
contractsigningon synchronousandasynchronousnetworks,andpresentnew andef-
ficientprotocolsbasedondigital signatureswhichachieve provablyoptimalefficiency.

Furthermore,we investigatewhatcanbegainedif thethird partyparticipatesin the
contractverification.
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Optimal Efficiency of Optimistic Contract Signing 3

1 Intr oduction

A contract is a non-repudiableagreementon a given text [Blum 81]. A contractsigning
schemeincludesat leastthreeplayersandtwo protocols:Two signatoriesparticipatein a
contractsigningprotocol“ � ����� ” which fairly computesa contract.This contractcanthen
beusedasinput to a contractverificationprotocol“ ���
	�� ” to convinceany verifiersuchas
a courtthatthesignatoriesreachedagreementon thegiventext.

Note thatunlike cryptographiccontractsigningprotocols[Blum 81], our notion does
not tolerateuncertaintyabouttheoutcome.In theend,theusermusthave a definitive an-
swerwhethera valid contractwasproducedor not. Furthermore,we achievedeterministic
fairnessif theunderlyingdigital signatureschemeis secure.

In all practicalschemes,contractsigning involves an additionalplayer, called third
party. This party is (at leastto someextent) trustedto behave correctly, thusplaying the
role of a notaryin paper-basedcontractsigning.A well-known protocolfor contractsign-
ing by exchangingsignaturesvia a third partyworksasfollows(seealsoScheme4): Both
signatoriessendtheir signaturesto the third party. The third party thenverifiesandfor-
wardsthem. At the end,both signatoriesendup having two signatureson the contract
which may be sentto any verifier for verification. In this andsimilar protocols,the third
partyhasto beinvolvedin all executionsof thecontractsigningprotocol.

In order to minimize this involvementwhile guaranteeingfairness,the conceptof so
called“optimistic” protocolshasbeenintroduced[AsSW97, BGMR 90]1. Thebasicidea
of optimisticschemes2 is that thethird party is not neededin thefault-lesscase:After the
executionof the optimistic signingprotocol, two correctsignatoriesalwaysendup with
a valid contract.Only if oneof the signatoriesmisbehaves,the third party is involvedto
decideon thevalidity of thecontract.

1.1 RelatedWork

Theterm“contractsigning”wasfirst introducedin [Blum 81]. In [EvYa80], it wasshown
that no deterministiccontractsigning scheme(called “public-key agreementsystem”in
[EvYa80]) without third partyexistsif theverifier is state-lessandonly thetwo signatories
participatein thecontractsigningprotocol.

Contract signingwithout third party: Early researchfocusedon probabilisticcontract
signingschemesbasedon gradual exchange of signatures [Blum 81, Blu2 83, EvGL 85,
Gold 83] (see[Damg95] for recentresults):Bothsignatoriesexchangesignatures“bit-by-
bit.” If onesignatorystopsprematurely, both signatorieshave aboutthe samefraction of
thepeer’ssignature,whichmeansthey cancompletethecontractoffline by investingabout
thesameamountof work.

As pointedout in [BGMR 90], this approachis not satisfactoryin real life: Consider,
for example,ahousesellingcontract.If theprotocolstopsprematurely, thesellercannotbe
surewhetherthebuyerwill investsomeyearsto completethecontractor not, i.e.,whether
the sellerstill owns the houseandcanlook for anotherbuyer or not. Thus,the seller is
actuallyforcedto takea high risk, or to completethecontract.

Contract signingwith third party: Simpleschemesfor contractsigninguseanonline
third party,i.e,onethatis actively involvedin eachrun.

Optimisticcontractsigningwith third party: Thefirst somewhat3 optimisticschemehas
beendescribedin [Even83]. Thefirst optimisticschemein our senseis basedon gradual
increaseof privilege [BGMR 90]: In 
 messageexchanges,the probability with which a
contractis valid is graduallyincreasedfrom 0 to 1. If theprotocolstopsprematurely, each

1Thispaperincludesthefirst author’s notesoncontractsigningthatwerereferredto in [AsSW 97].
2Seealso[BüPf 89,BüPf 90] for optimisticprotocolsfor paymentfor receiptor goods,or [Mica 97, ZhGo97]

for recentoptimisticprotocolsfor certifiedmail, i.e.,a fair exchangeof amessagefor asignatureona receipt.
3It assumesthatverificationis a three-partyprotocol,i.e., thatthecontractis notvalid on its own but only if a

third partycalled“centerof cancellation”doesnotobject.
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Optimal Efficiency of Optimistic Contract Signing 4

signatorycaninvokeathird partycalled“judge.” Thethird partywill wait until theprotocol
would have terminated(i.e., we arein a synchronousmodel).After this timeout,thethird
partypicksa randomvalue � in theinterval � �
����� , or retrievesit in casethethird partywas
invoked for this contractbefore. If the probability givenby the last messagereceivedby
the invoking party is at least � , the contractis consideredvalid andan affidavit is issued
andsentto bothsignatories.Otherwisethecontractis consideredinvalid. By construction,
if the protocol is prematurelystopped,oneparty might be “privileged”, i.e., hasa slight
advantagewhen invoking the judge: If the third party choosesa � that lies betweenthe
probabilitiesof the two signatories,only oneof themcanfinalize thecontract.Thus,if a
correctplayer � invokesthethird partyandgetstheanswerthatthecontractis invalid, she
cannotbesurethatthesamewouldhappenif � invokesthethird party,i.e.,thatthecontract
is indeednot signed.In theworstcase,� might have a valid contract(i.e., probability1)
andhenceknows that if � complains,it will succeedonly with theprobability contained
in the last messagesentby � . The probability that suchan uncertainsituationarisesis
non-negligible, but linearly small in the numberof messagesexchanged[BGMR 90]. In
the house-sellingexamplementionedabove, sucha non-negligible error would probably
not beacceptablefor theseller.

Recentresearchconcentratedon optimistic contractsigningschemesthat avoid such
uncertainsituations,andguaranteea definitedecisionwithin limited time: [AsSW97] de-
scribesa synchronouscontractsigningprotocolwith four messages.This wasimproved
in [AsSW397] to a four-messageprotocolfor asynchronousnetworks. Comparedto this
earlier work, the focus of this paperis on proving boundson the message-and time-
complexity of optimisticcontractsigningprotocolsfor differentmodels4.

CommitProtocols: Comparedto commit-protocols[SiKS 97] for atomicity of dis-
tributed transactions,contractsigningaimsat a non-repudiableagreementwhile assum-
ing a byzantinefailuremodel,i.e.,evenif mostsignatoriesaremalicious,contractsigning
guaranteesacorrectoutcomefor correctsignatorieswhereascommit-protocoldo not.

AgreementProtocols: Contractsigningachievesmorethanjust agreement[PeSL80]:
besidesreachingagreement,theplayersalsowantto beableto prove it afterwards.

Remark:Fair exchangeof signatures5 andfair contract signingaredifferentproblems
sincecontractsigningdoesnotrequireacontractto beatext andtwo signatures.Obviously,
contractsigningcanalwaysbeimplementedbasedon fair exchangeof signatures,but not
all contractsigningschemesexchangesignatures.They only guaranteenon-repudiationof
theagreementon acontract.

1.2 Our Results

We presentnew andefficientoptimisticcontractsigningschemesandprovethattheir effi-
ciency with respectto messagesor time is optimal if thesignatoriesarecorrectandagree
onthecontract.Furthermore,weprovesomeboundsandlimitationsonoptimisticcontract
signing in general. All our schemesarebasedon an arbitrarydigital signaturescheme.
Tables1 and2 giveadetailedsummaryof our results:Wepresentamessage-(3 messages)
anda round-optimal(2 rounds)synchronousoptimistic contractsigningschemeaswell
asa time-optimal(time 3) asynchronousscheme.We prove the optimality of thesenew
schemesaswell astheoptimalityof theschemedescribedin [AsSW397] by proving tight
boundsonmessageandtimecomplexity of synchronousandasynchronousoptimisticcon-
tract signing. Furthermore,we show that eachmessage/time-optimalprotocol is optimal
with respectto time/messagesgiventhe message/timelimitation. In Theorem4 we show
thatno asynchronousoptimisticcontractsigningschemewith state-lessthird partyexists.

Finally, we comparetheefficiency of the optimisticprotocolswith theefficiency of a
well-knownasynchronousnon-optimisticscheme(4 messagesin time2) undertheassump-

4For similar researchonauthenticationprotocolssee[Gong295].
5Eachplayer � receivesadigital signature�������! #"%$ if andonly if theothersignatory& receives �����(') #"%$ , too.
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Optimal Efficiency of Optimistic Contract Signing 5

Model Our Results
C * Op +-,/.10324,/.10 Optimal Proof
s sl + 3 3 Scheme1 Theorem1
s sl + 2 4 Scheme2 Theorem1
a sl + Impossible Theorem4
a sk (+) 4 4 See[AsSW397] Theorem2
a sk (+) 3 6 Scheme3 Theorem3
a sk – 2 4 Scheme4 Theorem5
s d, sk (+) 1 2 Scheme5 Theorem6
a d, sk (+) 3 3 Scheme6 Theorem7

Legend:
C CommunicationModel: “s” for synchronous,“a” for asynchronous.
* Propertiesof thethird party: “sl” for state-less,“sk” for state-keeping,“d” if the

third partyis requiredto participatein verification.
Op “+” standsfor optimisticprotocols(Def. 5), “(+)” standsfor optimisticon agree-

ment(Def. 6), and“–” standsfor non-optimisticprotocols(Def. 3).
+-,/.10 Time for the outputof a contractif the signatoriesagree(underlinedfiguresare

provablyoptimal,which is provenin thementionedTheorem).
24,/.10 Numberof messagesin caseof agreement.

Table 1: ProvablyOptimalSchemesBy Model.

Theorem Model Result
No. C * Opt +-,/.10 25,/.60
1 s sk (+) 798
1 s sk (+) 7:8<; =>8
1 s sk (+) 7@?
2 a sk (+) 7BA
3 a sk (+) 7:8
3 a sk (+) =C8<D 79E
4 a sl (+) Doesnot exist
5 a sk - 7BA
5 a sk - 7@?
6 s d, sk (+) 7:?
7 a d, sk (+) 798
7 a d, sk (+) 7:8<; =>8

Table 2: OurTheoremsandWhatThey Prove(Legend:SeeTable1).
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Optimal Efficiency of Optimistic Contract Signing 6

tion thatbothsignatoriesagreeanddonotmisbehave. Thisshowsthatoptimisticprotocols
achievesimilarefficiency without interactingwith a third party.

After theseresultsfor optimistic contractsigning,we investigatewhat changesresult
from allowing the third party to participatein theverificationprotocol. We show that the
optimisticschemefrom[Even83] with 1 roundand2messagesisoptimalonasynchronous
network whereasonanasynchronousnetwork, oneneedsthreemessagesin threerounds.

2 Definitions

2.1 Network Modelsand Protocol Complexity

Wedistinguishbetweenthe“standard”synchronousandasynchronousnetworkmodels[Lync96,
Tel 91]. On synchronousnetworks,messagesareguaranteedto be deliveredwithin a so-
called“round”, i.e., a recipientof a messagecandecidewhethera messagewassentor
not. This cannotbe decidedon asynchronousnetworks sincemessagesmay be delayed
andreorderedarbitrarily. For machines,weassumeabyzantinefailuremodel,i.e.,a faulty
machinemaysendarbitrarymessagesbut mustnotbeableto preventdeliveryof messages
betweentwo correctmachines.Thetime-complexity of asynchronousprotocolis thenum-
berof roundsrequiredfor its execution.Thetime-complexity of anasynchronousprotocol
is the time requiredfor its executionif transmissionof eachmessagerequirestime � and
local computationsrequireno time.

We assumethat the network is reliable, i.e., that all messagessentbetweencorrect
machinesareeventuallydelivered.In asynchronousnetworksthereis no notionof global
time,no time-limit on thetimeneededfor messagetransmission,andthereis noguarantee
thatmessagesaredeliveredin thesameorderthey weresent.

For both network types,we assumethat eachalgorithm receives its messagesfrom
otheralgorithmsandits local inputs,thendoesa computationon themandoutputsat most
onelocaloutputandonemessagefor eachotheralgorithm.

Thetime-complexity sketchedaboveis formalizedby definingalogicaltime[Lync96]:

Definition 1 (Time Complexity)
Thetime complexity of a protocolis definedto bethehighestclock assignmentat theend
of theprotocolobtainedby thefollowing rules:

1. Eachmachineparticipatingin the protocolhasa time assignmentFHG#IKJML>NHO and
a modeassignmentIKP�Q�JRLCS���T �VU �XWYT
Z!T ��[ T]\ . In ��T �VU -mode,messagescanonly
besent.In WYT
Z�T ��[ T -mode,messagescanonly bereceived. Initially, F�G#IKJ_^�=B� and
2a`cb]de^f=gWYT
Z�T ��[ T is assigned.

2. The FHG#IKJ assignmentof analgorithmis increasedwheneveraneventhappens.
Unlike Lamport’s time-stamps[Lamp78], an event here is definedas “changing
from receive-modeto send-mode”.Consecutive sendor receive operationsaswell
aschangesfrom sendto receivemodedo not changethelocal clock.

3. TheassignedFHG#IhJ of thelocalclockof thesenderis assignedto everymessagesent.
4. Whenever a time-stamphigher than the local FHG#IhJ assignmenthasbeenassigned

to a receivedmessage,the local FHG#IhJ assignmentis setto the time assignedto the
receivedmessage.

i
For synchronouscommunication,wemaketheadditionalassumptionsthatthereis aglobal
notionof roundsandeachmessagesentin round j by ancorrectplayeris deliveredasinput
to round jlkm� . This enablesa receiver to decidewhethera messagehasbeensentor
not. We assumethatmessageswhich do not arrive in their designatedroundareignored.
Note that in the synchronousmodel, the time-complexity definedby Definition 1 equals
theminimumnumberof roundsneededfor theprotocol.
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Optimal Efficiency of Optimistic Contract Signing 7

2.2 Contract Signing

Wenow giveaformaldefinitionof contractsigninganddescribetherequirementswewant
to achieve.

Definition 2 (Contract Signing Scheme)
A contractsigningschemefor amessagespacen andasetof transactionidentifiers oqpXrts
is a triple uv�w�x�%�zy|{ of probabilisticinteractivealgorithms(suchasprobabilisticinteractive
Turing Machines)where y is state-less,i.e., hasno memorybetweensubsequentprotocol
runs.Thealgorithms� and � arecalledsignatories,andy is calledverifier. Thealgorithms
cancarryout two interactiveprotocols:

ContractSigning(Protocol“ � ���]� ”): Eachsignatory}~L�Sx�w�x��\ obtainsa local input
u�� ���]� �1�|����FHG�QY{ , where � ���]� indicatesthat the “ � ���]� ”-protocol shall be executed,
�|��L�n is thecontracttext } wantsto sign,and FHG�QRL�oqpXrts is thecommonunique6

transactionidentifierwhich is usedto distinguishin- andoutputsaswell asmessages
from differentprotocol runsandwhich signalsthat both inputsbelongtogether. At
theend,eachof � and � returnsa local output,which cantake the following values:
u�� ���]� T U �c�_�VFHG�QY{ containinga contracttext � or u�WVT)�)T
Zc�VT U �xF�G�Q
{ .

Verification(Protocol“ ���
	�� ” ): This is the contractverification protocol betweenthe
verifier y andoneof thesignatories� or � 7. Thesignatory, say � , obtainsa local input
u����
	����xF�G�QY{ . � doesnotmakea localoutput.Theverifier y outputseither u�� ���]� T U ���_�
FHG�QY{ or u�WYT]�)T
Zc�YT U ��FHG�QV{ .i

Intuitively, anoutput uz� ���]� T U ���_�xF�G�Q�{ of the“ � ���]� ”-protocolmeansthattheusercannow
safelyactupontheassumptionthata contract“ � ” hasbeensigned,i.e., thata subsequent
verificationwill succeed.If theprotocoloutputs u�WYT]�)T
Zc�YT U ��FHG�QV{ , theusercansafelyas-
sumethatno contractwassigned,i.e., theothersignatorywill not beableto passverifica-
tion.

We now definethesecurityrequirementsfor contractsigningdependingon theunder-
lying network. Sinceonasynchronousnetworks,nobodycandecidewhethertheinputwill
eventuallyarriveor not, terminationcannotbeguaranteedin general.Therefore,we allow
the userto “switch” the modelmanually: After a local input u#�
���YT��]�q��FHG�QY{ , the protocol
stopswaiting for pendingmessagesandis requiredto terminatewith a correctoutput. In
practice,�
���YT��)� canbeproducedby a local time-outor by aninteractionwith theuser.

Definition 3 (Fair Contract Signing)
A contractsigningscheme(Def. 2) is calledfair if it fulfills thefollowing requirements:

CorrectExecution: Consideran executionof “ � ���]� ” by two correctsignatories� and
� on input uz� ���]� ���|�|�1F�G�Q
{ to � and uz� ���]� ���|�e�1FHG�QY{ to � with a uniqueandfresh
FHG�Q�LCoqpXrts and �l�|�-�l�>L�� . Then,the“ � ���]� ”-protocol outputs u�� ����� T U �!�|���)F�G�Q
{
if f � � =C� � or else uvWYT)�]T
Zc�YT U ��FHG�QY{ to bothsignatoriesif noneinputs �
���YT��)� .

Unforgeabilityof Contracts: If acorrectsignatory, say� , didnotreceiveaninput uz� ���]� ���_�
FHG�QY{ sofar, acorrectverifier y will not output uz� ���]� T U �c�_�VF�G�QY{ .

Verifiability of Valid Contracts: If a correctsignatory, say � , output uz� ���]� T U �1�_��F�G�Q
{
andlaterexecutes“ ���
	!� ” on input uz���Y	�����FHG�QY{ thenany correctverifier y will output
u�� ���]� T U �c�_�VFHG�QY{ .

No Surpriseswith Invalid Contracts: If acorrectsignatory, say� , output uvWYT)�)T
Z��YT U �xF�G�QY{
thenno correctverifierwill output u�� ���]� T U �!�_�VF�G�QY{ for any � .

6The partiesmust have agreedupon this beforestartinga contractsigning protocol. A commonmethod
to guaranteeuniquenessis to usea pair of two locally uniquenumbersas the global transactionidentifier. In
practice,a separateagreementon a ����� may not be necessarysincecontractsigning will be part of a larger
commerceprotocol.

7Here,we restrictour modelfor themomentto two-partyverification:Three-partyverificationbetween� or& , � , anda third partyis consideredin Section7.
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Optimal Efficiency of Optimistic Contract Signing 8

Terminationon SynchronousNetwork: A correctsignatory, say� , will eitheroutput u�WVT)�)T
Zc�VT U �xF�G�Q
{
or u�� ���]� T U �c� � �)F�G�Q
{ aftera fixednumberof rounds.

Terminationon AsynchronousNetwork: Oninput uv�Y���YT��)���!FHG�QY{ , acorrectsignatory, say
� , will eitheroutput u�� ���]� T U �c�|�|�)F�G�Q
{ or u�WVT)�)T
Zc�VT U �)FHG�QY{ afterafixedtime.i

Therequirementon “Verifiability of Valid Contracts”modelsthata contractthatwasever
declared� ���]� T U by a correctsignatorycannotbe invalidatedagain.This meansthatone
can safely buy a new housewith the money if the protocol output � ���]� T U . Similarly,
the requirementon “No Surpriseswith Invalid Contracts”modelsthat a contractwhich
wasever declaredWVT)�)T
Zc�VT U cannotbedeclared� ����� T U afterwards.This meansthatone
cansafely look for anotherbuyer for the old houseif onethinks no contractwassigned.
The “Unforgeability” requirementmodelsthatno valid contractcanbeproducedwithout
participationof a correctsignatory.

Sinceit wasmentionedin the literature[Even83], we now definea weaker notion of
contractsigningschemeswhich enablesmoreefficient but lesspracticalprotocolswhich
we will latercomparewith ourmorerestrictednotionof a contractsigningscheme:

Definition 4 (Contract Signing Schemewith Thr ee-Party Verification)
A contractsigningschemewith three-partyverificationis a contractsigningscheme(Def-
inition 2) wherethedefinitionof theverificationprotocolis changedasfollows:

Verification(Protocol“ ���
	�� ” ): This is the contractverification protocol betweenthe
verifier y , the third party * , andone of the signatories� or � . The signatory, say
� , obtainsa local input uz���
	�����FHG�QY{ . � doesnot make a local output. The verifier y
outputseither u�� ���]� T U �c�_�VFHG�QY{ or uvWYT)�)TYZc�YT U ��FHG�QY{ .i
This changedmodelenablesthe third party to participatein the verificationprotocol

whichenablesusto revokesentpartsof acontract:Thebasicmechanismusedfor revoking
asignatureworksasfollows: Oncea partysignedits partof acontractfor a givencontract
signingexecutionidentifiedby FHG�Q , thethird partymaytagthisexecutionasbeingrevoked
if oneof thesignatoriesmisbehaves.If somebodypresentsacontractcontainingthis FHG�Q to
a verifier, theverifier asksthethird party if this executionhasbeenrevokedor not. If the
contractis correctandtheexecutionhasnot beenrevoked,theverifier decideson � ���]� T U
andelseon WYT]�)T
Zc�YT U .

Recall,however, thatwe maintainthe“Termination”-Requirement,i.e., for honestpar-
ties,revocationsmustnot makeany differenceafterthe“ � ���]� ”–protocolterminated.

2.3 Optimistic Contract Signing

To guaranteefairness,“optimistic contractsigning” includesan additionalthird party *
which is assumedto becorrectin orderto guaranteefairness.We try to limit the involve-
mentof this third partyby distinguishingtwo phasesof the“ � ���]� ”-protocol:

Theoptimisticphasetriesto produceacontractwithoutcontactingthethirdparty. Since
a contractrequiresinputsfrom bothsignatories,this protocolmaynot terminateon asyn-
chronousnetworksif apeeris not correct.

Theerror recoveryphaseis startedif anexception,suchasawrongor missingmessage
or the input of �
���YT��)� , occurs. In this phase,the third party is asked to guaranteea fair
decisionin a limited time. In our schemes,this phaseis implementedby a sub-protocol
called“ WYT
��	)� [ T ”.
Definition 5 (Optimistic Contract Signing)
A fair contractsigningscheme(Def. 3) is calledoptimisticif f anadditionalcorrectplayer
* participatesin the“ � ���]� ”-protocolsothatoneof thefollowing requirementsis fulfilled:

SEMPER Document 434SR011/Draft/04/20/98/SEMPER internal



Optimal Efficiency of Optimistic Contract Signing 9

Optimisticon SynchronousNetwork: If bothsignatoriesarecorrect,thethird partydoes
notsendor receivemessagesin the“ � ����� ”-protocol.

Optimisticon AsynchronousNetwork: If both signatoriesare correctand do not input
u#�
���YT��]����FHG�QY{ , thethirdpartydoesnotsendor receivemessagesin the“ � ���]� ”-protocol.i

Therequirementthat �
���YT��)� mustnot be input on asynchronousnetworksmodelsthata
userhasto be patientin order to enablethe protocol to terminatewithout involving the
third party: If auserinputs �
���YT��)� immediately, theprotocolmayalwaysinvolvethethird
party.

A weakernotionof optimisticcontractsigningrequiresoptimisticexecutiononly if the
signatoriesinput identicalcontracttexts:

Definition 6 (Optimistic on Agreement)
A fair contractsigningscheme(Def. 3) is calledoptimisticon agreementif f anadditional
correctplayer * participatesin the “ � ���]� ” -protocolso thatoneof the following require-
mentsis fulfilled:

Optimisticon SynchronousNetwork: If bothsignatoriesarecorrectandbothinput u�� ����� �
�_�YFHG�QY{ with a freshandunique FHG�Q anda ��LM� , thethird partydoesnot sendor re-
ceivemessagesin the“ � ���]� ”-protocol.

Optimisticon AsynchronousNetwork: If bothsignatoriesarecorrectandbothinput u�� ���]� �
�_�YFHG�QY{ with a freshandunique FHG�Q anda �~L3� anddo not input uv�
���YT��)���xF�G�QY{ , the
third partydoesnot sendor receivemessagesin the“ � ���]� ”-protocol.i

2.4 Notations and Assumptions

All ourschemesarebasedonasecuredigital signaturescheme[GoMR 88, RSA78] where ¢¡/£�¤ uv2�{ denotes} ’s signatureundermessage2 . Eachpartycansignmessages,andcan
verify messagessignedby others. All our protocolsanddefinitionsare formulatedas if
thesedigital signatureswould provide error-freeauthentication.Furthermore,we assume
tacitly thatsequencenumbers,namesof participants,andthe FHG�Q areincludedintoall signed
messagesandthatthesignaturescontainedin messagesareverifieduponreceipt.Corrupted
or unexpectedmessagesarejust ignored.

All schemesaredescribedby meansof the messageflows in the optimistic case,de-
tailed descriptionsof all protocolsas well asfiguresof the statesand transitionsof the
machinesfor signatoriesandthird party.Theverifier is notdepictedasastate-machinebut
only describedin thetext: It is state-lessandhasonly onestate.In orderto avoid unneces-
sarily complicateddescriptions,we assumethat thepartiesinvolvedarea priori fixed. For
synchronousprotocols,we furthermoreassumethatall partiesagreeon thestartinground
of a protocolwhich is includedin all messages.

In ourfigures,¥A ¦�§-¨D©¥B depictsthatamachineis in stateª andreceivesmessagecalled« . It sendsmessagecalled ¬ and changesto state ­ . Dashedarrows denoteexception
handlingby meansof executing“ WYT
��	V� [ T ”. If the messagenameis bold, the message
is exchangedwith thethird party. Subscriptsin messagenamesusuallydenotethetime at
whichthey aresent(e.g.,2a® wouldbeamessagefrom round3). Bold statesarefinal states.
If a message« is not receivedon a synchronousnetwork, this is modeledby receiving the
messagē « .
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Optimal Efficiency of Optimistic Contract Signing 10

3 A Message-OptimalSynchronousScheme

Our message-optimaloptimistic scheme8 for synchronousnetworks requiresthreemes-
sagesin theoptimisticcaseusingastate-lessthird party. Its optimisticbehavior is depicted
in Figure1. Theindividualmachinesof theplayersaredepictedin Figures2, 4, and3.

Scheme1 (Message-OptimalSynchronous)
This schemeconsistsof the triple uv�w�x�%�zy|{ and * of interactive probabilisticmachines
which areableto executetheprotocolsdefinedasfollows:

ContractSigning(Protocol“ � ���]� ”; Figure1): Oninput uz� ���]� ��� � �]F�G�QY{ , thesignatory
� initiatestheprotocolby sendingthesigned9 message2±°l^�=  ¢¡/£�² u�� � { with contract
� � to the respondingsignatory � . � receivesthe input uz� ���]� ��� � �xF�G�QY{ andmessage
2 ° andverifieswhetherthereceivedcontracttext �|� is identicalto theinput contract
text �|� . If not, theplayersdisagreeaboutthecontractand � returns uvWYT)�)T
Z��YT U �xF�G�QY{ .
Else, it signsthe received messageandsendsit as 2a³´^�=  ¢¡�£)µ u�2 ° { to � . Player �
thensignsthe receivedmessageagain,sendsit as 2a®¶^f=  ¢¡/£]² uv2R³x{ backandoutputs
u�� ���]� T U ���_�!F�G�Q
{ . Onreceiptof message2R® , � outputsu�� ���]� T U ���_��FHG�QY{ aswell. After
a successfulexecutionof this optimisticprotocol, � and � store 2R® underthe FHG�Q for
laterusein averificationprotocol.

If � doesnot receivemessage2 ³ it waitsuntil Round5, and,if 2R· wasnot received,it
outputsuvWYT)�)T
Z��YT U �xF�G�QY{ . If � didnotreceivemessage2 ® , it maybethat � nevertheless
wasable to computea valid contract 2a® after receiving 2R³ . Thereforeit startsthe
“ WYT
��	V� [ T ”-protocol to invokethethird partyto guaranteefairness.

RecoveryfromExceptions(Sub-Protocol“ WYTY��	V� [ T ” ): � sendsamessage2¹¸]^�=  ¢¡/£Yµ uv2 ³ {
containing2�° and 2 ³ to thethird party * . Thethird partycheckswhetherbothplayers
agreedandthenforwards2 ³ in 2R·%^�=±2 ³ to � whichmightstill wait for it. Thisguar-
anteesthat � receivesavalid contract2 ® ^f=  X¡�£ ² uv2 ³ { andoutputsuz� ���]� T U �-� � �xF�G�QY{ .
Furthermore* sendsanaffidavit on 2 ³ in 2Rº· ^f=  ¢¡/£�» uv2 ³ { to � and � outputsu�� ����� T U �
�_�]F�G�QY{ . After the“ WVT
��	V� [ T ”-protocol, � keeps2 ® and � keeps2Rº· to beusedin later
verificationprotocolexecutions.

Verificationof a Contract (Protocol“ ���
	!� ”): On input u����
	!����F�G�Q�{ , a signatorylooks
up 2 ® or 2aº· andsendsit to theverifier. Theverifier verifiesit andoutputs u�� ����� T U �
�_�)F�G�Q
{ if thissucceedsand uvWYT)�)T
Z��YT U �xF�G�QY{ else.i

Lemma 1 (Security of Scheme1)
Scheme1 is a synchronousfair optimisticcontractsigningscheme. ¼
Proof of Lemma1: The schemeadheresto Definition 2 by construction.We now show
thateachof therequirementsdescribedin Definitions3 and5 arefulfilled:

CorrectExecution: If bothcorrectplayers� and � input u�� ���]� �Y�_��F�G�Q
{ with identical
FHG�Q and � , thenboth receive a valid contract 2a® andoutput u�� ���]� T U ���_��FHG�QY{ . If the
contractsor FHG�Q ’s differ, � outputsu�WVT)�)T
Zc�VT U �xF�G�Q � { afterreceiving 2�° and � outputs
uvWYT)�)T
Z��YT U �xF�G�Q � { afternot receiving 2R· in Round5.

Unforgeabilityof Contracts: In order to convince a correctverifier y for a given FHG�Q ,
oneneedscorrectmessages2a® or 2aº· for this FHG�Q . Since 2R® aswell as 2aº· contain
signaturesfrom bothparticipants,a correctsignatoryinput uz� ���]� ���_��FHG�Q
{ .

8Themessageflows aresimilar to theoptimisticprotocolin [Mica 97] which providescertifiedmail instead
of contractsigning.

9Notethatin ourprotocols,thecontractandthecontentsof mostmessagesarefixedafterthefirst messagesent
by asignatory. Therefore,eachplayercansavesignaturesby includingcommitmentsto randomauthenticators½�¾
into theinitial messagewhicharethenreleasedinsteadof signingmessages[AsSW97].
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Signatory � Signatory �
2±°¿ ¿ ¿ ¿ ¿ÁÀ

notok: WYT)�)T
Z��YT U
2a³ÂÂÂÂÂ Ã

not ok andno 2 · :
WVT)�)T
Zc�VT U
else � ���]� T U . 2 ®¿ ¿ ¿ ¿ ¿ÁÀ

notok: “ WYTY��	V� [ T ”
else � ���]� T U .

Figure1: OptimisticBehavior of theMessage-OptimalSynchronousScheme1.

Start
sign/m1 m2 /m3SA signed

¬m2

RA

m5/signed

rejected

¬m5/rejected

show/m3 or m5

Figure2: Signatory� of Scheme1.

m1/m2SB1

rejected

SB2

¬m3/m4

RB

¬m1

m3/signed signed

m'5/signed

rejected

¬m'5/rejected

show/m3 or m'5

sign/Start

Figure3: Signatory� of Scheme1.

m4/(m5, m'5)

Start

Figure4: Third Party * of Scheme1.
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Verifiability of Valid Contracts: If � outputs uz� ���]� T U �Á�_�ÄFHG�QY{ then it received 2 ³ (or
2R· containing2 ³ ) whichwill beacceptedby theverifierasacorrectcontract2 ® after
beingsignedby � . � outputsuz� ���]� T U �!�_�VF�G�Q
{ only if it received 2 ® or 2aº· which are
accepted,too.

No Surpriseswith Invalid Contracts: Let us first assumethat a correctsignatory � re-
turned WYT)�]T
Zc�YT U on input u�� ���]� �-�_��FHG�QY{ whereas� is able to convince the verifier.
This requiresthat � knows 2a® or 2Rº· for the given F�G�Q and � . Since � returned
WYT)�]T
Zc�YT U , it did not receive 2R³ until Round5 and it did not send 2R® . Therefore,
only 2Rº· could leadto successfulverification. However, if the third partywascorrect,
it will notacceptrecoveryrequestsfrom � afterRound4. Furthermore,in Round4, no
recovery wasstartedsince � did not receive 2R· in Round5. Thus � did not receive
2Rº· in Round5. Now let usassumesecondlythat � invokes“ WYT
�!	V� [ T ”. This would
not causeproblemssincein this case,� needs2 ³ . Thusthecontractwill bevalidated
anyway: Either � receives 2 ® or it will start“ WYT
��	V� [ T ”, too.

Terminationon SynchronousNetwork: Theschemerequiresatmost5 rounds(3 in “ � ���]� ”
and2 in “ WYT
�!	V� [ T ”) to terminate.

Optimisticon SynchronousNetwork: If two correctsignatoriesinput uz� ���]� �x�_�!FHG�QY{ , sig-
natory � outputsu�� ����� T U ���_��FHG�QY{ afterround2 whereasplayer � outputsuz� ���]� T U ���_�
FHG�QY{ afterround3. If they disagree,i.e.,inputdifferentcontracts,� outputsu�WYT]�)T
Zc�YT U ��FHG�QY{
after Round 5 and � after Round 1 without contactingthe third party by starting
“ WYT
��	V� [ T ”.

We now show thatno optimistic contractsigningschemewith only two messagesexists.
This provesthat thenumberof messagesof Scheme1 is optimal. Furthermore,we show
that it cannotbedonewith threemessagesin two rounds.Thus,thenumberof roundsof
Scheme1 is optimal,too,giventherestrictionto 3 messages.

Theorem1 (Optimality of Scheme1)
In the synchronousmodelwith state-keepingthird party, thereexists no contractsigning
schemewhichis optimisticonagreementwith a“ � ���]� ”–protocolwith lessthan3messages
in caseof agreementanda protocolwhich needs3 messagesneedsat least3 rounds. ¼
Proofof Theorem1: Let usassumethatthereexistsanoptimisticcontractsigningscheme
which requiresthreemessagesin two roundsin caseof agreement.In theoptimisticphase,
oneplayer, say � , sendstwo messages2�° � in Round1 and 2 ³�� in Round2.

Let usfirst assumethat � sendsits singlemessage2R� in Round1. Sincetwo correct
playerswho input identicalcontracts�|�M=Å�|� mustnotcontactthethird partythismeans
that the single message2a� from � needsto be sufficient to enable � to convince the
verifier. Now assumethatanincorrect � receivesthevalid contract2R� but sendsnothing.
Then � mustbeableto obtaina valid contractsincethecontract2a� sentto � cannotbe
invalidatedagain(verificationis a protocolbetween� andthe state-lessverifier y only).
Therefore,player � needsto be able to start recovery without any input from � and a
dishonest� mustnot beableto preventthis. Thiswould enable� to forgea contract.

If we now assume,on theotherhand,that � sends2 � in Round2, 2 � and 2 ³¢� must
be valid contracts,i.e., sufficient for “ ���
	!� ”. If � now omits sending2 � , it will endup
with a valid contract. Therefore � mustbe enabledto run “ WYT
�!	V� [ T ” if � did not send
its only message.The resultingrecovery without any messagefrom � , however, again
contradictstheunforgeabilityrequirement.Thusno protocolwith 3 messagesin 2 rounds
exist.

If a two-messageschemeexists,addinganemptymessagewould producea 3 message
schemein 2 roundswhich doesnot exist.
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Signatory � Signatory �
2 ° � 2 ° �ÂÂÂÂÂ Ã¿ ¿ ¿ ¿ ¿ÁÀ

not ok andno 2¹¸ :
WVT)�)T
Zc�VT U

not ok andno 2¹¸ :
WYT]�)T
Zc�YT U .

2 ³¢� 2 ³¢�ÂÂÂÂÂ Ã¿ ¿ ¿ ¿ ¿ÁÀ
if ok: � ���]� T U
else:“ WVT
��	V� [ T ”.

if ok: � ���]� T U
else:“ WYTY��	V� [ T ”.

Figure5: OptimisticBehavior of theRound-OptimalSynchronousScheme2.

4 A Round-Optimal SynchronousScheme

We now describethe round-optimalScheme2 for synchronousnetworks and prove its
securityin Lemma2. It requiresonly two roundsbut four messages.Sinceany three-
message“ � ���]� ”-protocol needsat leastthreerounds(Theorem1), thereexists no one-
roundprotocolat all andno 2-roundprotocolwith only threemessages.So the scheme
describedis optimalwith respectto roundsandgiventhelimitation to two roundsalsowith
respectto the numberof messages.The optimistic behavior of the schemeis depictedin
Figure5. Theplayersaredepictedin Figures6 and7.

Scheme2 (Round-Optimal Synchronous)
This schemeconsistsof the triple uv�w�x�%�zy|{ and * of interactive probabilisticmachines
which areableto executetheprotocolsdefinedasfollows:

ContractSigning(Protocol“ � ���]� ”; Figure5): On input uz� ���]� �6� � �%FHG�QY{ a signatory,
say � , sendsmessage2�° � ^f=  X¡�£�² uH� � { in thefirst round.If it doesnot receivea mes-
sage2�° � with � � =C� � , it waitsfor recoverymessage2¹¸ andoutputsu�WVT)�)T
Zc�VT U �xF�G�QV{
if 2¹¸ is notreceivedin Round4. If amessage2�° � with � � =C� � is received,is sends
2R³¢�M^f=  X¡�£ ² u�2 ° ���!2 ° �|{ in thesecondroundandwaits for 2R³¢� . If 2R³¢� with a cor-
rect contracttext �|��=Æ�|� is received, it outputs uz� ���]� T U �|�|�1FHG�QY{ . Else, it starts
“ WYT
��	V� [ T ”.

RecoveryfromExceptions(Sub-Protocol“ WYTY��	V� [ T ” ): A signatory, say� , sends2 ®�� ^�=
2R³¢� to the third partywhich verifiesits consistency andsignsan affidavit. This affi-
davit is sentas 2 ¸ ^f=  ¢¡/£ » u�2a³��Ç{ to bothparties.If thepartiesreceive anaffidavit in
Round4, they output u�� ���]� T U �!�_�]FHG�QY{ . Else,they output uvWYT)�)T
Z��YT U �xF�G�QY{ .

Verificationof a Contract (Protocol“ ���
	!� ”): On input u����
	!���
FHG�QY{ , a signatory, say � ,
looks up uv2R³¢�|��2a³��l{ or 2 ¸ andsendsit to the verifier y . The verifier checksthat
the signaturesare correct. If thesechecksfail, it outputs uvWYT)�)TYZc�YT U ��FHG�QY{ and else
u�� ���]� T U �c�_�VFHG�QY{ .i

Lemma 2 (Security of Scheme2)
Scheme2 is a synchronousfair optimisticcontractsigningscheme. ¼
Proof of Lemma2: The schemeadheresto Definition 2 by construction.We now show
thatit fulfills therequirementsstatedin Definitions3 and5:

CorrectExecution: If both playersbehave correctlyand input identical FHG�Q ’s andcon-
tracts, eachsignatory, say � , receives 2 ° � and 2R³¢� . Thus, the protocol outputs
u�� ���]� T U �V�_�ÁFHG�QY{ on both machines.If the signatoriesdisagree,bothwill receive in-
consistentmessagesin Round1 andwill wait for recovery until Round4. Sinceno
recoverymessage2a¸ will bereceived,they will output uvWYT)�)T
Z��YT U �xF�G�QY{ .
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signed

¬m1B/

m4/signed

rejected

m1B /m2Astart sign /m1A m2B /signedSA1 SA2

¬m2B/m3A

RA1 show/m4 or m2B

SA3
¬m4/rejected

m4/signed

Figure6: Signatory, e.g., � , of Scheme2.

m3A/m4

Start
m3B/m4

Figure7: Third Party * of Scheme2.

Unforgeabilityof Contracts: In order to convince a correctverifier, a signatory, say � ,
needsuv2 ³¢� ��2 ³�� { or 2¹¸ . Since uv2 ³¢� ��2 ³�� { aswell as 2a¸ containsignaturesfrom
bothsignatories,a correctsignatoryinput u�� ���]� �-�_��FHG�QY{ .

Verifiability of Valid Contracts: A signatory, say � , only outputs uz� ���]� T U �]�_�
F�G�Q�{ after
receiving 2 ¸ or aftersending2a³�� andreceiving 2a³�� . Thus,they areableto convince
theverifier.

No Surpriseswith Invalid Contracts: If a signatory, say � , decidesWVT)�)T
Zc�VT U , this sig-
natorydid not start“ WYT
��	)� [ T ” anddid not receive 2¹¸ in Round4 which meansthat
� also did not receive 2 ¸ . In order to convince a verifier, � thereforeneeds2a³�� .
However, since� output WYT)�)T
Z��YT U , it did not send2R³¢� .

Terminationon SynchronousNetwork: At most4 roundsarerequiredfor termination.

Optimisticon SynchronousNetwork: If twocorrectsignatoriesinput u�� ����� ���_��FHG�Q
{ , they
output u�� ����� T U �-�_�ÁF�G�Q
{ after round2 without contactingthe third party. If they dis-
agree,they output u�WVT)�)T
Zc�VT U �xF�G�Q
{ afterround4 withoutcontactingthethird party.

5 A Time-Optimal AsynchronousScheme

We now describea new time-optimalasynchronouscontractsigningscheme.It terminates
in time3 andrequiressix messagesin theoptimisticcase.In Theorem3 weprovethatthis
is time-optimal.Its optimisticbehavior is sketchedin Figure8, themachinesaredepicted
in Figures9 and10. Notethatthethird partyis state-keeping:Oncea contractis accepted
(i.e., 2Rº· or 2Rº º· wassent),the third partyentersits � ���]� T U statewhich disablesaborting
theprotocol.A state-lessthird partywouldbemoreconvenient,but weprovein Theorem4
thatthis is not possible.

A message-optimalschemehasbeenproposedin [AsSW397]. It describesan asyn-
chronousschemewhichrequiresfour consecutivemessagesandtimefour. Thisismessage-
optimal in theoptimisticcasesince,aswe will prove, thereis no asynchronousoptimistic
contractsigningschemewith only threemessages(Theorem2).
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Signatory � Signatory �
if �
���YT��)� :

“ WVT
��	V� [ TVÈ ”.
2 ° � 2 ° �ÂÂÂÂÂ Ã¿ ¿ ¿ ¿ ¿ÁÀ if �
���YT!�)� :

“ WYTY��	V� [ T)È ”.
if �|�>É=C�l�

“ WVT
��	V� [ T È ”
if 2a· : WVT)�)T
Zc�VT U .

if �|�@É=Å�|�
“ WYTY��	V� [ T È ”.

if 2R· : WYT)�]T
Zc�YT U .

if �
���YT��)� :
“ WVT
��	V� [ T È ”.

2 ³¢� 2 ³¢�ÂÂÂÂÂ Ã¿ ¿ ¿ ¿ ¿ÁÀ if �
���YT!�)� :
“ WYTY��	V� [ T È ”.

if �
���YT��)� :
“ WVT
��	V� [ T]Ê ”.

2 ®¢� 2 ®¢�ÂÂÂÂÂ Ã¿ ¿ ¿ ¿ ¿ÁÀ if �
���YT!�)� :
“ WYTY��	V� [ T�Ê ”.

� ���]� T U � ���]� T U

Figure8: OptimisticBehavior of theTime-OptimalAsynchronousScheme3.

Scheme3 (Time-Optimal Asynchronous)
This schemeconsistsof the triple uv�w�x�%�zy|{ and * of interactive probabilisticmachines
which areableto executetheprotocolsdefinedasfollows:

ContractSigning(Protocol“ � ���]� ”; Figure8): On input u�� ���]� �!� � �]FHG�QY{ thesignatory,
say � , sendsits signedcontractin message2±° � ^f=  ¢¡/£ ² u�� � { . If � receives 2±° �
with anidenticalcontract,it sends2 ³�� ^f=  ¢¡/£]² uv2±° � �¢2�° � { . If a message2 ³�� from
� is received, � sends2 ®¢� ^�=  X¡�£ ² u�2 ³�� �X2 ³¢� { . After receiving 2 ®�� , the signatory
outputs u�� ���]� T U �Á�_��F�G�QY{ . If 2 ³�� is received before 2�° � sincethe messageshave
beenreorderedby the asynchronousnetwork, both 2R³�� and 2R®¢� aresent. If 2R®��
is receivedbefore 2a³�� , 2a®�� is sentand uz� ���]� T U ���_�xF�G�Q�{ is output. If a 2 ° � with a
differentcontractis received before 2a³�� or if u#�
���YT!�)�
�xF�G�Q
{ occursbefore 2R³�� has
beensent,“ WVT
��	V� [ T È ” is startedby sending2 ¸ �¹^f=  ¢¡/£ ² uv2 ° �Ç{ , if it occursafter 2R³¢�
hasbeensentbut before 2a®�� , “ WYT
��	)� [ T È ” is startedby sending2Rº¸ � ^f=  ¢¡/£ ² uv2R³���{ ,
else“ WYT
�!	V� [ T]Ê ” is startedby sending2aº º¸ � ^�=  ¢¡/£�² uv2 ®¢� { . Messages2 ³�� or 2 ®��
from acheatingplayer � containingdifferentcontracts� � É=C� � areignored.

RecoveryfromExceptions(Sub-Protocol“ WYTY��	V� [ T)È ” ): Thisprotocolis usedin asitua-
tion wherethestatusof acontractmaynotbeclear. If thesignatorysends2 ¸ � to abort
theprotocol,thethird partyeitherresendsa previouslysentdecision2 · , 2Rº· or 2aº º· or
elseanabortacknowledgment2 · ^�=  ¢¡/£ » u�2 ¸ �%{ andchangesto the �!Ë
	�W)�YT U -statefor
theabortingsignatory. If thesignatorysends2Rº¸ , thethird partyeitherresendsa previ-
ousdecision2 · , 2aº· , or 2aº º· or elsesignsanaffidavit 2aº· ^�=  ¢¡�£ » u�2aº¸ { . After receiving
2 · , the signatoryoutputs u�WYT]�)T
Zc�YT U ��FHG�QV{ . After receiving 2 º· or 2 º º· , the signatory
outputs u�� ���]� T U ���_�VFHG�QY{ .

RecoveryfromExceptions(Sub-Protocol“ WYTY��	V� [ T�Ê ” ): Thisrecoverysub-protocolisused
to completethecontractif it is clearthatthesignatoriesagreedonthecontracttext. One
signatory, say � , sendsits message2Rº º¸ � to thethird party. Thethird party theneither
resendsa previous decision 2Rº· or 2Rº º· or elseproducesan affidavit and sendsit as
2 º º· ^f=  ¢¡/£ » u�2 º º¸ � { to � who outputs u�� ����� T U �V�_��F�G�Q
{ . This recovery by � overrides
theeffectsof apreviousabortmessage2 ¸ � sentby anincorrectplayer � .

Verificationof a Contract (Protocol“ ���
	!� ”): After the input u����
	��q��FHG�QY{ , a signatory,
say � , looks up u�2 ®�� �X2 ®¢� { , 2Rº· , or 2aº º· andsendsit to the verifier y . The verifier
verifiesthemessages.If thesechecksfail, it outputsu�WVT)�)T
Zc�VT U �xF�G�Q
{ andelse u�� ����� T U �
�_�)F�G�Q
{ .i
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Figure9: Signatory, e.g.,� , of Scheme3 (statesÌ1³¢� or ÌÁ®¢� maybebypassedif messages
arereordered).
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Figure10: Third Party * of Scheme3.

Lemma 3 (Security of Scheme3)
Scheme3 is an asynchronousfair contractsigningschemewhich is optimistic on agree-
ment. ¼
Proof of Lemma3: Scheme3 adheresto Definition 2 by construction.We now show that
it alsofulfills therequirementsstatedin Definitions3 and6.

CorrectExecution: If both signatories� and � start with identical inputs u�� ���]� �Á� � �
FHG�QY{ and u�� ���]� �c�|�e�]F�G�QY{ anddonot input �
���VT��)� thenbothwill eventuallyreceiveall
messagesandwill output uz� ���]� T U �x�_��F�G�QY{ . If they disagree,bothwill abortby sending
2 ¸ andwill finally output u�WYT]�)T
Zc�YT U ��FHG�QY{ .

Unforgeabilityof Contracts: Assumethat a correctverifier outputs u�� ����� T U �6�_�ÍF�G�QY{ .
This meansthat he received at leastmessages2�° � �X2±° � (maybeincludedin 2Rº· or
2Rº º· ) containingidenticalcontractswhich aresignedby � and � , respectively. Thus,
all correctpartieshave input uz� ���]� ���_�qF�G�QY{ sinceotherwisethey would not have sent
2 ° � and 2 ° � at all.

Verifiability of Valid Contracts: A signatory, say � only outputs u�� ���]� T U �)�_��FHG�QY{ after
receiving 2 ®�� or 2aº· or 2aº º· containingidenticalcontractsin messages2±° � and 2±° � .
Thus,it is ableto convinceaverifier in all cases.

No Surpriseswith Invalid Contracts: Let usassumethat u�WVT)�)T
Zc�VT U �]FHG�QY{ wasoutputby
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acorrectsignatory, say � , afterreceiving 2a· andacorrectverifierinvokedby � outputs
u�� ���]� T U �V�_��FHG�QY{ . Theneither uv2 ®¢� �¢2 ®�� { , 2Rº· or 2Rº º· mustbe known by � . Let us
first assumethat uv2 ®�� �¢2 ®�� { wasshown to theverifierthen � sentboth 2 ®�� and 2a¸ �
or 2Rº¸ � , i.e., � wasincorrect. Let us now assumethat 2aº· wasshown to the verifier
then * sentboth 2R· and 2Rº· , i.e., the third partywasincorrect.Let usfinally assume
that 2Rº º· wasshown to theverifier. Since2R· aswell as 2Rº º· wereproducedby thethird
party, themachine* wasin oneof theabortedstatesandthus � musthave senteither
2a¸ � or 2 º º¸ � . Since � received 2R· , it did not send2 º º¸ � . Togetherthis impliesthat �
sent2 ¸ � . This contradictstheassumptionthat 2Rº º· wasshown to theverifier a correct
� whichsends2 ¸ � doesnot send2a³�� which is partof 2aº º· .

Terminationon AsynchronousNetwork: If theuserinputs�Y���YT��)� , a“ WYT
��	V� [ T ”-protocol
is started.In this protocol,theothersignatoryis not involvedanymore.Sincethethird
partyis assumedto becorrect,it will answer. Thus,the“ WYT
�!	V� [ T ”-protocol terminates
with a definitiveansweraftertime 2, i.e.,afixedtimeaftertheinput of �Y���YT��)� .

Optimisticon Agreement:If two correctsignatoriesdonot input �
���YT��)� andinput iden-
ticalcontracts,they bothreceivetheoutputsuz� ���]� T U ���_��FHG�QY{ fromthe“ � ����� ”-protocol
aftertime 3 withoutcontactingthethird party.

We now prove in Theorem2 thatasynchronouscontractsigningwith only 3 messagesis
impossible.Thenwe prove theoptimality of Scheme3 in Theorem3. Sincethis scheme
still needsastate-keepingthird party,wewill show in Theorem4 thatonecannotdobetter,
i.e., thatrecoverywith a state-lessthird partyis not possiblein theasynchronouscase.

Theorem2 (Message-Optimalityof Schemein [AsSW3 97])
Thereexistsno asynchronousoptimisticcontractsigningschemewith a “ � ���]� ”–protocol
with lessthanfour messagesin caseof agreement. ¼
In orderto prove this theorem,we first show thatrecoverycannotinvolvebothsignatories
in theasynchronouscase:

Lemma 4 (AsynchronousRecovery is 2-Party)
Theoutcomeof therecoveryphaseonasynchronousnetworksis determinedonly by inputs
from thethird partyandthesignatorystartingit. ¼
Proof of Lemma4: If thethird party is invokedby a correctplayer, therecovery phaseis
requiredto terminatein orderto guaranteeterminationof the“ � ���]� ” -protocol.However, if
thethird partyaskedtheothersignatory, thethird partycannotdecidewhetherthemessage
would eventuallybe answeredor not. Thus, if this signatoryis not correct,“ WVT
��	V� [ T ”
wouldnot terminate.

Proof of Theorem2: Let us assumethat � sendstwo messages,say 2 ° and 2a® , in the
optimisticphasewhereas� sendsonly onemessage,say 2R³ . Then uv2 ° �¢2a³��X2R®x{ mustbe
sufficientto convincetheverifier. If � sends2 ° and 2a® withouthaving received 2a³ , � can
convincea verifier without sending2R³ . Therefore,� is requiredto beableto recover to
� ����� T U withoutcontacting� (Lemma4) whichcontradictstheunforgeabilityrequirement.
Thus, 2 ® is sentafter 2 ³ hasbeenreceived. If we now assumethat � sends2 ³ before
receiving 2�° , � could convincea verifier without sendingany messageand � would be
requiredto be able to recover to � ���]� T U without contacting� (Lemma4) which again
contradictstheunforgeabilityrequirement.

Therefore,the messagesaresentin the order 2±°���2 ³ �Y2 ® (similar to Scheme1 de-
picted in Figure1). Sincethe protocol is optimistic, at least u�2�°c�X2 ³ { shown by � and
uv2±°��¢2 ³ �X2 ® { shown by � aresufficient to convincetheverifier. Now considertheexcep-
tions:Let usassumethat * did notdecidefor this F�G�Q before.If � now doesnotreceive 2a® ,
the third partyhasto decidelocally (Lemma4) on � ���]� T U since � may have obtaineda
valid contract uv2 ° �X2R³x{ . Thus � mayobtainavalid contractfrom thethird partyevenif �
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mA

m'A mB

mA, m'A

mB

m'A mB

mA mA, m'A

mB

Figure11: Proofof Theorem3: Saving aDashedMessageby Shoving it Up or Down.

only sent2 ° . Therefore,� mustbeableto startrecoverywith thethird partyaftersending
2±° , too. In this case,the third party is requiredto decidelocally whetherthe contractis
valid or not givenonly 2±° from � . For unforgeabilityfor � , it hasto decideon WYT)�)TYZc�YT U
basedon 2±° only. If � now asksfor recoverywith 2±° and 2 ³ , * hasto decidelocally. If
it decideson � ���]� T U sincea dishonest� mayhave startedrecovery after receiving valid
contract uv2±°��¢2 ³ �X2 ® { , the “no surprises”requirementfor a correct � would not be ful-
filled. If * decideson WYT)�]T
Zc�YT U , a correctplayer � maybesurprisedsince � mayhave
obtainedavalid contract.

Thisenablesusto provetheoptimalityof Scheme3:

Theorem3 (Optimality of Scheme3)
Thereexistsno asynchronousoptimisticcontractsigningschemewith a “ � ���]� ”–protocol
in lessthantime3 in caseof agreementandaprotocolin time3 needsat least6 messages.
¼
Proof of Theorem3: If we assumethat a 2-time 4-messageoptimistic “ � ����� ”-protocol
exists, then this can be usedto constructa 3-time 3-messageprotocol: Sincethe two-
party signingprotocolhas4 messageslabeledwith two subsequenttimes,two messages
uv2±° � �¢2�° � { arelabeledwith time 1 andtwo messagesuv2 ³¢� �X2 ³�� { arelabeledwith time
2 whereeachtwo messageslabeledwith the sametime areindependentfrom eachother.
Therefore,oneplayer, say � , cansend2�° � togetherwith 2 ³�� and 2 ³�� canbesentafter
receiving thesetwo messages.The result is a three-messageprotocolwith the messages
2Rº° � ^f=B2�° � , 2Rº³�� ^f=�uv2±° � �!2 ³�� { , and 2Rº®¢� ^f=B2 ³�� which doesnot exist accordingto
Theorem2.

If weassumethata5-messageprotocolin time3 exists,wecanconstructanequivalent
protocolwith 3-messagesin time 3 by shoving a messageup or down (seeFigure11): If
5 messagesaresentin time 3, thereexistsa time + for which only onemessage2a� sent
by onesignatory, say � , exists. Furthermore,two messages2aº� and 2R� arelabeledwith
time +zº which is either +Çk�� or +|ÎÅ� . If two messagesarelabeledwith time +�kÏ� then
themessages2 � and 2aº� canbesenttogetherat time + . This is possiblesince � doesnot
receive a messageat time + which guaranteesthat the contentsof 2aº� have alreadybeen
fixed when 2 � wassent. For � , receiving 2 º� earliermustnot make a differencesince
thenetwork mayhavereorderedthemessagesanyhow. If, on theotherhand,two messages
2Rº� and 2 � arelabeledwith time +�Îa� thenthemessages2Rº� and 2 � canbesenttogether
at time + . This is possiblesince � doesnot senda messageat time + which implies that
2Rº� is not neededby � to computea message.This constructionenablesto changetwo
subsequenttimeswith two andonemessagesinto two subsequenttimeswith onemessage
each.Two applicationsof thisconstructionresultin thedesired3-messageprotocolin time
3 which contradictsTheorem2.

Finally, we show thatthestate-keepingthird partyin Scheme3 cannotbeavoided:

Theorem4 (Asynchronous * KeepsState)
Thereis noasynchronouscontractsigningschemewith state-lessthird partywhich is opti-
mistic on agreement.¼
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Sig. � * Sig. �
2 ° �¿ ¿ ¿ ¿ ¿ÁÀ

2 ° �ÂÂÂÂÂ Ã
if �
���YT��)� : 2 ® . if �
���YT!�)� : 2 ® .

if � � =C� � : 2 ³ .
if � � É=C� � or 2 ® : 2Rº³ .

2 ³ or 2Rº³ÂÂÂÂÂ Ã
2 ³ or 2aº³¿ ¿ ¿ ¿ ¿ÁÀ

if 2 ³ :
� ���]� T U

if 2Rº³ :
WVT)�)T
Zc�VT U .

if 2 ³ :
� ���]� T U

if 2aº³ :
WYT]�)T
Zc�YT U .

Figure12: Behavior of theOptimalAsynchronousScheme4 with In-Line Third Party.

Proofof Theorem4: Assumethereis anasynchronousoptimisticcontractsigningscheme.
Thenbymeansof theconstructionin theproofof Theorem3, thereis anequivalent“ � ���]� ”-
protocolwhich hasonly messages,say 2 ° ��ÐxÐ�Ð��¢2aÑ , in a row where � sends2 ° and 2RÑ
(if not,prependinganemptymessagehelps).Furthermore,we assumethatin “ WYT
��	V� [ T ”,
the third party gets all messagesthe invoker has sentor received so far, i.e., a prefix
uv2±°��xÐ�ÐxÐ��X2�Ò!{ of uv2±°!��Ð�ÐxÐ��X2 Ñ { . Sincewe arein anasynchronousmodel,thethird party’s
decisioncannotdependon thenon-invokingsignatory(Lemma4). Sincethethird party is
assumedto bestate-less,thedecisionis actuallya setof functionsÓÕÔKu�{ on u�2�°c��ÐxÐ�Ð��¢2RÒ�{
to S�� ���]� T U �XWYT)�]T
Zc�YT U \ for eachÖ for whicha requestis allowed.

Considera run with correct� and � wherebothinput identicalcontractsand � inputs
�
���VT��)� beforethelastmessage2 Ñ from � hasbeenreceived.Since� mayhavereceived
avalid contract,thethird partymustdecideÓ×ÔKu�2�°c��ÐxÐ�Ð��¢2RÒ!{6^f=Ø� ���]� T U for Öh=>
ÙÎg� to
fulfill the“No Surprises”-requirement.

Now assumethat Ó×ÔKu�2 ° ��Ð�ÐxÐ��¢2 Ò {M=Ú� ���]� T U for some ÖÛ7Ü? . If we now con-
siderthecasethat theotherplayergetsa �Y���YT��)� aftersending2 Ò�Ý1° , a recovery request
must be allowed since the other player will eventually receive 2 Ò�Ý1° which would en-
able it to recover to � ����� T U . For consistency reasons,we have Ó×ÔKu�2 ° �xÐ�ÐxÐ��X2 Ò�Ý1° {�^f=
Ó×ÔKu�2 ° �xÐ�ÐxÐ��X2 Ò { = � ����� T U . Thus,inductively we get Ó×ÔKuv2 ° {¶=Þ� ����� T U which contra-
dictstheunforgeabilityrequirement.

6 An Optimal AsynchronousNon-Optimistic Scheme

All protocolsup to now were optimistic, i.e., the third party was only invoked in case
of failures. We now prove the messageand time optimality of an asynchronousversion
of a well-known synchronousfair exchangeprotocolbasedon a third party storingand
forwardingthecontractsignatures.

This protocolneedsfour messagesin time 2 andworkson asynchronousnetworks. Its
behavior is depictedin Figure12. Themachinesfor the individual playersaredepictedin
Figures13 and14.

Scheme4 (Time-Optimal Non-Optimistic Protocol)
This schemeconsistsof the triple uv�w�x�%�zy|{ and * of interactive probabilisticmachines
which areableto executetheprotocolsdefinedasfollows:

ContractSigning(Protocol“ � ���]� ”; Figure12): On input u�� ���]� �Á�_�%FHG�QY{ , eachsigna-
tory, say � , sendsa signedmessage2 ° �4^�=  ¢¡/£ ² u��|�Ç{ containingthecontracttext �|�
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Start
sign/m1A m2 /signedSA signed

rejected

wakeup/m3
show/m2

m'2 /rejected

Figure13: Signatories,e.g., � , of Scheme4.

Start
sign/m1A m2 /signedSA signed

rejected

wakeup/m3
show/m2

m'2 /rejected

Figure14: Third Party * of Scheme4.

to thethird party. If an input u#�
���YT!�)�
�xF�G�Q
{ is made,a message2a®Õ^�=  ¢¡�£ ² u�ß « ÖVd�à�á�{
is sent. The third party waits for 2 ° � and 2 ° � andverifieswhether �l�â=��|� and
FHG�QV�M=âF�G�QV� . If thisis thecase,thethirdpartysendsthemessage2R³!^f=  X¡�£ » uv2 ° ���¢2 ° �l{
to bothsignatories.If thechecksfail or �
���YT��]� is receivedbeforebothmessageshave
beenreceived,thethird partysends2aº³ ^f=  ¢¡�£ » u�WYT]�)T
Zc�YT U { .

Verificationof a Contract (Protocol“ ���
	!� ”): On input uz���Y	����6FHG�QY{ , signatory � looks
up 2 ³ andsendsit to theverifier. Theverifiercheckswhetherthemessageis valid and
outputs u�� ���]� T U ���_�VFHG�QY{ if this succeedsand uvWYT)�]T
Zc�YT U ��FHG�QY{ else.i

We now provethesecurityof this scheme:

Lemma 5 (Security of Scheme4)
Scheme4 is anasynchronousfair contractsigningschemeif themachine* is correct. ¼
Proof of Lemma5: The schemeadheresto Definition 2 by construction.We now show
thateachof therequirementsdescribedin Definition3 arefulfilled:

CorrectExecution: If bothcorrectplayers� and � input u�� ���]� �Y�_��F�G�Q
{ with identical
FHG�Q and � and do not input �
���YT��]� , then both receive a valid contract 2 ³ . If the
contractsor FHG�Q ’s differ, � and � output u�WVT)�)T
Zc�VT U �xF�G�Q
{ afterreceiving 2Rº³ .

Unforgeabilityof Contracts: In orderto convinceacorrectverifier y for agiven FHG�Q , one
needs2R³Õ^�=  ¢¡/£ » u�2 ° �|��2 ° �|{ including this FHG�Q . A correctsignatory, say � , will not
send2 ° � without theinput uz� ���]� ���_�)F�G�Q
{ .

Verifiability of Valid Contracts: If � outputsu�� ���]� T U ���_�]F�G�Q
{ thenit received 2a³ which
will beacceptedby theverifierasa correctcontract.

No Surpriseswith Invalid Contracts: Let us assumethat a correctsignatory � returned
WYT)�]T
Zc�YT U on input uz� ���]� �-�_��FHG�Q
{ whereas� is ableto convincetheverifier. Then �
received 2R³ whereas� received 2Rº³ . This implies that * sent 2R³ and 2aº³ with the
sameFHG�Q whichcontradictstheassumptionthatthe * is correct.
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Terminationon AsynchronousNetwork: If theuserhasinput u#�
���YT!�)�q�VF�G�QY{ , thescheme
requiresatmosttime2 to output � ����� T U or WYT)�)T
Z��YT U .

We now provetheoptimalityof Scheme4 in thecasewheretheparticipantsagree.

Theorem5 (Optimality of Scheme4)
There exists no asynchronousnon-optimisticcontractsigning schemewith a “ � ���]� ”–
protocolwith lessthanfour messagesor lessthantwo roundsin caseof agreement.¼
Notethatthistheoremalsoprovesthatthemessagecomplexity (in thefault-lesscase)of the
schemein [AsSW397] cannotbeimproveduponby allowing thethird partyto participate
in the“ � ����� ”-protocol in caseof agreement.
Proof of Theorem5: If we assumethata three-messageprotocolwith third partyexists,
thenthefollowing prerequisiteshold: If thethird partysendsmessageswithout having re-
ceivedany messagebefore,thesemessagesareindependentof thecontractto besignedand
canbeomitted. If the third partydoesnot sendandreceive any messages,theprotocolis
optimistic,anda three-messageoptimisticprotocolwherethethird partydoesnot partici-
patein theverificationdoesnotexist (Theorem2). If thethirdpartyonly receivesmessages,
thesemessagesdo not changethe outputsof the signatoriesor the resultof a subsequent
verificationbecause* doesnot participatein “ ���Y	�� ” andcanbe omitted. Therefore,the
third party first receivessomemessagesand thensendssome. Any protocolwhereone
of the signatoriessendsno messagescontradictsthe unforgeability requirementsincethe
outcomewill beindependentof thecontractinputby thisparticipant.If, on theotherhand,
a signatorydoesnot receive any messages,the outputof this signatoryis independentof
thecontractinput by theothersignatorywhich contradictsour requirements,too.

Thuseachof the threeplayerssendandreceive onemessageeach,andthereareonly
threemessages.Therefore,thesemessagesare sent in a circle where * doesnot send
the initial messageand doesnot receive the last message,i.e., ( � , � , * , � ) or ( � , * ,
� , � ). In both cases,� must output � ���]� T U after receiving its only message.By the
verifiability requirement,� will then also producean output � ����� T U at the verifier by
showing this message.Moreover � maystartrecovery beforeanyonegot a messagefrom
� , thusafter � received a �Y���YT��)� , � and * mustbe able to decideandrecover locally
(similar to Lemma4). If this recoveryleadsto anoutput � ���]� T U to � , it will contradictthe
unforgeabilityrequirementfor � , because* makesthisdecisionwithoutany input from � .
If they recover to WYT)�]T
Zc�YT U , it contradictsthe“No Surprises”-requirementfor � because
� hasalreadyreceiveda valid contract.

To prove thatno protocol in time 1 exists,we assumethereweresucha protocol. In
this protocol, the messagesfrom the third party cannotdependon the contract,whereas
the messagesto the third party will not changethe outcomeof a subsequentverification
sincewe do not allow 3-partyverification.Therefore,thesemessagescanbeomitted.The
resultingprotocolwouldbeatwo-messageprotocol,andwehavealreadyshown thatthose
do not exist.

7 An Optimal SynchronousSchemewith Thr ee-Party Ver-
ification

Wewill now giveaprecisedescriptionof thesynchronouscontractsigningschemesketched
in [Even83] andprove its correctnessandits optimality. The schemerequirestwo mes-
sagesin only one round. The underlyingidea is that both sendtheir contractand “no
answer”meansagreement.Theoptimisticbehavior is depictedin Figure15. Thebehavior
of thesignatoriesis depictedin Figure16. Thethird partyis depictedin Figure17.
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Signatory ã Signatory äå±æzç å±æzèééééé êë ë ë ë ëÁì
ok: íVî�ï�ð
ñ]ò
else:“ óVñ
í�ôVõ�öVñ ”

ok: íVî�ï]ðYñ]ò
else:“ óYñYí�ôVõ�öYñ ”

Figure15: OptimisticBehavior of theMessage-OptimalSynchronousScheme5 basedon
SignatureRevocation.

Start
sign/m1A

m1B /signed

SA

signed
*/(m1A, m1B)

¬ m1B  / m2A

RA
m5 /signed

rejected
m'5 /rejected

m'3 /rejected m3 /signed
m3A / m4A

Figure16: Signatory, e.g., ã , of Scheme5.

Scheme5 (Schemefr om [Even83])
This schemeconsistsof thetriple ÷�ãwø�ä%øzù�ú anda third party û of interactive probabilistic
machineswhich areableto executetheprotocolsdefinedasfollows:

ContractSigning(Protocol“ íVî�ï]ð ”; Figure15): On input ÷�íVî�ï�ð�ø�ü ç øVý�þ�ÿ
ú , eachsigna-
tory, say ã , sendsits contractå æXç��������	��
 ÷Hü ç ú to theothersignatoryin thefirst round.
If a signatoryreceives å±æXè with thesamecontractfrom thepeer, it outputs ÷�íVî�ï�ð
ñ]òYø
ü_ø)ý�þ�ÿ
ú . Else,it starts“ óYñ
í�ô)õ�öYñ ”.

RecoveryfromExceptions(Sub-Protocol“ óYñYí�ôVõ�öYñ ” ): Onesignatory, sayplayerã , starts
“ óYñ
í�ôVõ!öYñ ” in Round2: ã sendsa messageå�� ç
�������	� 
 ÷ å æXç ú to thethird party.

If the third party receivesmessageså � ç and å � è from both playersin Round2 it
forwardsthem as å�� ��������� ÷ å±æXç ø å�æXè ú or å��� �������	��� ÷vóYñ�öVô��Yñ!ú to both players
dependingon whetherthecontainedcontractswereidenticalor not. Both playersthen
output ÷zíVî�ï]ð
ñ]òYø-ü_ø�ýHþ�ÿ
ú if they received å�� and ÷�óYñ��)ñ����Yñ�òYø�ýHþ�ÿYú if they received å��� .
If the third party receivesonly onerecovery request,saymessageå�� ç from ã , this
messagecontainsã ’s allegedpart å�� æzç of the contract.The third party forwardsthis
messagein Round3 as å �¢è ���!���	��� ÷ å�� ç ú to ä . Player ä thenresendsthe contract
it hasreceived in messageå#" è!���$���	�&% ÷ å æXç ø å æXè ú to û who forwardsit in å�' ������ � ÷ å±æzç ø å�æXè ú to ã who will output ÷�íVî�ï]ðYñ]ò
ø�ü_ø�ýHþ�ÿYú . If a dishonestä doesnot
answer, û revokes ã ’s signaturecontainedin å±æzç by sendinga revocationmessageå �' ���(���	��� ÷vóYñ�öYô��Yñ�ú to ã who will output ÷vóYñ)�)ñ*���Yñ]òVø�ýHþ�ÿYú .
Note that messageå æzç containedin å#" è may be different from the messageå�� æzç
containedin å�� ç . In this case,anincorrect ã senta wrongrecovery requestå�� ç and
thecontainedå�� æzç is just ignored.

Verificationof a Contract (Protocol“ í,+
ô.- ”): On input ÷zí/+
ô�-�ø�ýHþ�ÿYú , a signatory, say ã ,
looks up ÷ å�æXç ø å±æzè ú andsendsit to the verifier. The verifier forwardsthe contract
to û . If û doesnot resenda revocationmessageå��� or å��' in the next round, the
verifieroutputs ÷�íVî�ï]ðYñ]ò
øcü_ø)ýHþ�ÿYú and ÷vóYñ)�)ñ*���Yñ]òVø�ýHþ�ÿYú else.0

Notethatif bothsignatoriesaswell asthethird partyparticipatein theverification(i.e.,
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Start
(m2A, ¬m2B) /m3B
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* / m3
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¬m4A/ m'5

Figure17: Third Party û of Scheme5.

anevenweakermodel),onemaymakethisschemeoptimistic:Thenon-showingpartymay
show a differentsignedmessageif theshowing partycheats.

Lemma 6 (Security of Scheme5)
Scheme5 is asynchronousfair contractsigningschemewith three-partyverificationwhich
is optimisticon agreement.1
Proof of Lemma6: Theschemeadheresto themodifiedDefinition 4 by construction.We
now show thateachof therequirementsdescribedin Definitions3 and6 arefulfilled:

CorrectExecution: If bothcorrectplayersã and ä input ÷�íVî�ï]ðqøYü_ø�ý�þ�ÿ
ú with identical
ýHþ�ÿ and ü , thenbothreceiveavalid contractandoutput ÷�íVî�ï]ðYñ]òVø�ü_ø�ýHþ�ÿYú . If bothinput
differentcontracts,both will startresolve after Round1 andthe third partywill sendå��� to bothsignatorieswhowill thenoutput ÷vóYñ)�)ñ��,�Yñ]òVøxý�þ�ÿYú .

Unforgeabilityof Contracts: In orderto convinceacorrectverifier ù for agiven ýHþ�ÿ , one
needs÷ å±æzç ø å�æXè ú . A correctsignatory, say ã , will not send å�æ without the input
÷�íVî�ï]ð�ø-ü_ø�ýHþ�ÿ
ú .

Verifiability of Valid Contracts: If acorrectplayer ã outputs÷�íVî�ï]ð
ñ�ò
ø�ü_ø�ýHþ�ÿYú thenit has
received å æXè andproducedå æXç or elsereceived å � or å�' containing ÷ å æXç ø å æzè ú
with identicalcontracttexts. This will be acceptedby the verifier if this ý�þ�ÿ wasnot
revoked.Now assumethatacorrectû senta revocationtoken å �� or å �' for this ý�þ�ÿ . If
thetokenis å��� (bothpartiesstartedrecovery),either û wasincorrectsinceit sent å���
and å�� or å ' or else ã wasincorrectsinceit startedóYñ
í�ô)õ�öYñ aftera output í)î�ï]ð
ñ]ò .
If the token was å��' (oneparty startedrecovery), either ã or ä did not answer. If a
correctplayer ã output íVî�ï]ðYñ]ò , it would answer. If ä did not answer, ã would not
haveoutput íVî�ï]ð
ñ�ò .

No Surpriseswith Invalid Contracts: If an correctsignatory ã output óVñ)�)ñ����Vñ]ò on in-
put ÷�íVî�ï�ð�ø�ü_ø6ý�þ�ÿYú , it hasreceived å��� or å��' which will be resentby the third party
to the verifier during the verificationprotocol. Therefore,the verifier will decideon
óYñ)�]ñ����Yñ]ò , too.

Terminationon SynchronousNetwork: Theschemerequiresatmost5 rounds(1 in “ í)î�ï]ð ”
and4 in “ óYñ
í!ôVõ�öYñ ”) to terminate.
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Optimisticon Agreement:If two correctsignatoriesinput ÷zí)î�ï]ð�ø�ü_ø6ýHþ�ÿYú , the protocol
outputs÷�íVî�ï�ð
ñ]òYø�ü_ø�ýHþ�ÿYú to bothparticipantsafterround1 withoutcontactingthethird
party.

Theorem6 (Optimality of Scheme5)
In the synchronousmodelwith state-keepingthird party, thereexists no contractsigning
schemewith three-partyverificationanda “ í)î�ï]ð ”–protocol with lessthantwo messages
in caseof agreement.1
Proof of Theorem6: If anoptimistic1-messageprotocolexists,onepartydoesnot send
any message.Therefore,the third party andthe senderof the singlemessageareableto
convinceaverifierwhichcontradictstheunforgeabilityrequirementfor therecipientof this
singlemessage.

8 A Optimal AsynchronousSchemewith Thr ee-Party Ver-
ification

We now describean asynchronousversionof the optimistic Scheme1. This schemecan
only bemadeasynchronousby allowing three-partyverifications.Theindividualmachines
of theplayersaredepictedin Figures19,21,and20.

Scheme6 (Message-OptimalSynchronous)
This schemeconsistsof the triple ÷vãwøxä%øzù|ú and û of interactive probabilisticmachines
which areableto executetheprotocolsdefinedasfollows:

ContractSigning(Protocol“ íVî�ï]ð ”; Figure18): On input ÷�íVî�ï]ð�øÁü ç øÄýHþ�ÿYú , the signa-
tory ã initiates the protocol by sendingthe signedmessageå æ2��������� 
 ÷�ü ç ú with
contract ü ç to the respondingsignatory ä . ä receivesthe input ÷zí)î�ï]ð�ø�ü è øxý�þ�ÿYú and
messageå æ andverifieswhetherthereceivedcontracttext ü ç is identicalto theinput
contracttext ü è . If notor if -�3��Yñ�4�5 is inputbeforeå æ is received,theplayersdisagree
aboutthecontractand ä returns ÷vóYñ)�]ñ����Yñ]òVø�ýHþ�ÿYú . Else,it signsthe receivedmessage
andsendsit as å�� ���(���	�&% ÷ å æ ú to ã . If it received å�� , ã thensignsthereceivedmes-
sageagain,sendsit as å �6���7���	��
 ÷ å�� ú backandoutputs ÷�íVî�ï�ð
ñ]òYøcü_ø)ý�þ�ÿ�ú . On receipt
of messageå � , ä outputs ÷zí)î�ï]ð
ñ]òYø�ü_øxý�þ�ÿ�ú aswell. After a successfulexecutionof
this optimisticprotocol, ã and ä store å�� underthe ýHþ�ÿ for laterusein a verification
protocol.

If ã getsaninput -�3��Yñ�4�5 beforereceiving messageå�� , it starts“ óYñ
í�ôVõ!öYñ&8 ” to abort
theprotocol. If ä did not receive messageå � , it maybethat ã neverthelesswasable
to computeavalid contractå � afterreceiving å�� . Thereforeä startsthe“ óYñ
í�ô)õ�öYñ�9 ”-
protocolto invokethethird partyto guaranteefairness.

RecoveryfromExceptions(Sub-Protocol“ óYñYí�ôVõ�öYñ 8 ” ): To startthis recovery protocol,
ã sendsthe messageå " ç ���:���	� 
 ÷;3�<
ô�ó)�)ú to û . If the third party madea decision
before,it resendsthe decision. If the third party is in its í,�*3�ó)� -state,it changesto
the 3.<
ô�ó)�Yñ�ò stateandacknowledgesthis to ã by sendingå�' ���(���	� � ÷;3�<
ô�ó��Yñ]ò�ú . If ã
receives å�' , it outputs÷vóYñ)�)ñ*���Yñ]òVø�ýHþ�ÿYú . If ã receives å��' , it outputs ÷�íVî�ï]ð
ñ�òYø�ü_ø�ýHþ�ÿ
ú .

RecoveryfromExceptions(Sub-Protocol“ óYñYí�ôVõ�öYñ�9 ” ): First, ä sendså�" è=���>�����*% ÷ å�� ú
containing å æ and å�� to the third party û . If the protocol was aborted,the third
party resendså ' . Else, it sendsan affidavit å��' ���?���	��� ÷ å � ú to ä and changesto
the íVî�ï]ð
ñ�ò –state.If ä receives å��' , it outputs ÷�íVî�ï]ðYñ]òVø-ü_ø�ýHþ�ÿ
ú . If it receives å ' , it
outputs ÷vóYñ)�)ñ��,�Yñ]òVøxý�þ�ÿYú .
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Signatory ã Signatory äå±æë ë ë ë ëÁì
notok or -�3��Yñ�4)5 :
óYñ)�)ñ��,�Yñ]òå��ééééé ê

not ok or -�3��Yñ�4)5 :
“ óVñ
í�ôVõ�öVñ 8 ”

else í)î�ï]ð
ñ]ò . å �ë ë ë ë ëÁì
notok or -�3��Yñ�4)5 :

“ óYñYí�ôVõ�öYñ�9 ”
else í)î�ï]ð
ñ]ò .

Figure18: OptimisticBehavior of theMessage-OptimalSynchronousScheme6.

Start
sign/m1 m2 /m3SA signed

wakeup / m4A

RA

m'5/signed

rejected

m5/rejected

show/mA

Figure19: Signatoryã of Scheme6.

Verificationof a Contract (Protocol“ í,+
ô.- ”): On input ÷zí,+Yô�-�ø6ýHþ�ÿYú , signatory ã looks
up å�� andsendsit as å ç@���A����� 
 ÷ å�� ú to theverifier. Theverifier thenforwardsthis
messageto thethird party. If thethird partyresendsanabortmessageå�' , theverifier
outputsóYñ)�]ñ����Yñ]ò . If thethird partyanswerswith å��' , it outputsí)î�ï]ð
ñ]ò .
Signatoryä on theotherhandeitherlooksup å��' or å�� signsit andandsendsit to the
verifier. If the verifier receivesa correctmessage,it outputs íVî�ï�ð
ñ]ò and óYñ)�)ñ*���Yñ]ò ,
else.0

Note that å�� is a valid contractfor ä in any casewhereasit neednot be a valid contract
for ã if it abortedtheprotocol.

Lemma 7 (Security of Scheme6)
Scheme6 is a asynchronousfair contractsigning schemewith three-partyverification
which is optimisticonagreement.1
Proof of Lemma7: The schemeadheresto Definition 4 by construction.We now show
thateachof therequirementsdescribedin Definitions3 and6 arefulfilled:

CorrectExecution: If bothcorrectplayersã and ä input ÷�íVî�ï]ðqøYü_ø�ý�þ�ÿ
ú with identical
ýHþ�ÿ and ü , thenboth receive a valid contract å�� andoutput ÷�íVî�ï]ðYñ]ò
ø�ü_ø�ýHþ�ÿYú . If the
contractsor ýHþ�ÿ ’s differ anda signatory, say ã , inputs -�3��Vñ�4)5 , this playerwill start
resolveby sendingå�" ç andwill output ÷�óVñ)�)ñ����Vñ]òVøxý�þ�ÿ
ú afterreceiving å�' .
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m1/m2SB1

rejected

SB2

wakeup/m4B

RB

CA≠CB or wakeup /

rejected

m3/signed signed

m'5/signed

rejected

m'5/rejected

show/m3 or m'5

sign/Start

Figure20: Signatoryä of Scheme6.

signedaborted Start

* /m'5
* /m5

m4A / m5 m4B / m'5

mA / m'5

Figure21: Third Party û of Scheme6.

Unforgeabilityof Contracts: In order to convince a correctverifier ù for a given ýHþ�ÿ ,
oneneedscorrectmessageså � or å��' for this ýHþ�ÿ . Since å � aswell as å��' contain
signaturesfrom bothparticipants,a correctsignatoryinput ÷zí)î�ï]ð�ø�ü_ø�ýHþ�ÿ
ú .

Verifiability of Valid Contracts: If acorrectsignatoryã outputs÷zíVî�ï]ð
ñ]òYø!ü_ø)ý�þ�ÿ
ú thenit
received å�� or å��' from which it canextract å�� which is a valid contractif the third
partydoesnot resendå�' . If å �' hasbeenreceivedandthethird partyresendså�' , the
third party is incorrect. If å � hasbeenreceivedanda correctthird partyresendså ' ,
ã is incorrectsinceit sent å " ç while receiving å � . If ä output ÷zí)î�ï]ð
ñ]òYø]ü_ø�ýHþ�ÿYú , it
received å�� or å��' which will beacceptedby theverifier in any case.

No Surpriseswith Invalid Contracts: Let us first assumethat a correctsignatory ã re-
turned óYñ)�]ñ����Yñ]ò on input ÷�íVî�ï]ðqø-ü_ø�ýHþ�ÿYú whereasä is able to convince the verifier.
This requiresthat ä knows å � or å��' for the given ý�þ�ÿ and ü . Since ã returned
óYñ)�]ñ����Yñ]ò , it executed“ óYñYí�ôVõ�öYñ)8 ” receiving å�' . Thus, ä did not receive å��' from
the correct û . If ä received å � , ã was incorrectsinceit sent å � while executing
“ óYñ
í�ôVõ!öYñ&8 ” .

If ä returnedóYñ)�]ñ����Yñ]ò whereasã is ableto convincea verifier, ã knows å ç which
containså�� . Therefore, ä output óYñ)�)ñ*���Yñ]ò after receiving å�' during “ óVñ
í�ôVõ�öVñ�9 ”
andthis decisionwill be resentduring recovery anda correctverifier will decideon
óYñ)�]ñ����Yñ]ò .

Terminationon AsynchronousNetwork: Theschemerequiresat mosttime 2 afteranin-
put -�3��Yñ.4)5 .

Optimisticon Agreementon AsynchronousNetwork: If two correctsignatoriesinput ÷�íVî�ï]ðqø
ü_ø]ý�þ�ÿYú andbothagree,signatoryã outputs÷�íVî�ï]ð
ñ�ò
ø�ü_ø)ýHþ�ÿYú aftertime2 andplayer ä
aftertime 3.

Theorem7 (Optimality of Scheme6)
Thereexistsnoasynchronousoptimisticcontractsigningschemewith three-partyverifica-
tion with a “ íVî�ï�ð ”–protocolwith lessthanthreemessagesin caseof agreementandevery
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three-messageprotocolrequiresat leasttime3. 1
Proof of Theorem 7: If we assumethat therewould be a two-messageasynchronous
optimistic“ íVî�ï]ð ”–protocol,unforgeabilityrequiresthateachsignatorysendsoneof these
messages.Furthermore,eachof thesemessagesmustbea valid contractif thesignatures
for thegiven ý�þ�ÿ have not beenrevoked. Optimismrequiresthat if this singlemessageis
receivedcorrectlyandthesignatoriesagree,this signatoryoutputsíVî�ï�ð
ñ]ò .

Let usassumethatonesignatoryreceives -�3��Yñ�4)5 aftersendingits messagebut before
receiving themessagefrom thepeer. If thisis thefirst requestto û for this ý�þ�ÿ , thissignatory
is requiredto recoverwith thethird partyto óYñ��)ñ����Yñ�ò in orderto guaranteeunforgeability.
But this contradictsthe no-surprisesrequirementsincethe othersignatoryalreadyoutput
íVî�ï�ð
ñ]ò .

Let usassumethat therewould beanoptimistic“ íVî�ï]ð ”–protocolwith threemessages
in two rounds. Then this can be usedto constructa two-messageprotocol by shoving
messageslike in theproofof Theorem3 but sucha two-messageprotocoldoesnotexist.

9 Conclusion

Wedescribednew andexistingprotocolsfor fair contractsigningonsynchronousandasyn-
chronousnetworks.Wehaveproventight boundsfor differentnetworkandcontractsigning
models.

Oneconclusionis that in practice,optimistic protocolsshouldbe betterfor mostap-
plicationssinceahighpercentageof faultyprotocolexecutionsseemsunlikely. Optimistic
protocolshave practicaladvantagessuchasa higheravailability andmoreprivacy against
thethird party, which requiresadditionaleffort (see,e.g.,[FrRe97]) for in-line protocols.
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