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ABSTRACT

A contractis a non-repudiableagreemenbn a given contracttext, i.e., a contract
canbe usedto prove agreemenbetweenits signatoriesto ary verifier. A contract
signingschemaes usedto fairly computeacontracisothat,evenif oneof thesignatories
misbehaes,eitherbothor noneof the signatorieobtaina contract.

Optimistic contractsigning protocolsusea third party to ensurefairness,but in
suchaway thatthethird partyis not actively involvedin the fault-lesscase.Sinceno
satishctory protocolswithout ary third party exist, this seemgo be the bestone can
hopefor.

We prove tight lower boundson the messageand round compleity of optimistic
contractsigningon synchronousindasynchronousetworks, andpresennev andef-
ficient protocolsbasedn digital signaturesvhich achieve provably optimalefficiency.

Furthermorewe investigatevhatcanbegainedif thethird partyparticipatesn the

contractverification.
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Optimal Efficiency of Optimistic Contract Signing 3

1 Intr oduction

A contract is a non-repudiableagreementn a giventext [Blum 81]. A contractsigning
schemadncludesat leastthreeplayersandtwo protocols: Two signatoriegarticipatein a
contractsigningprotocol“sign” which fairly computesa contract.This contractcanthen
be usedasinputto a contractverificationprotocol“show” to corvinceary verifier suchas
acourtthatthe signatorieseachedagreemenon the giventext.

Note that unlike cryptographiccontractsigning protocols[Blum 81], our notion does
not tolerateuncertaintyaboutthe outcome.In the end,the usermusthave a definitive an-
swerwhetheravalid contractwasproducedor not. Furthermoreyve achiere deterministic
fairnesdf theunderlyingdigital signatureschemas secure.

In all practical schemesgcontractsigning involves an additional player, called third
party. This partyis (at leastto someextent) trustedto behae correctly thusplaying the
role of anotaryin paperbasedcontractsigning. A well-known protocolfor contractsign-
ing by exchangingsignaturewia athird partyworks asfollows (seealsoSchemet): Both
signatoriessendtheir signaturego the third party. The third party thenverifiesandfor-
wardsthem. At the end, both signatoriesend up having two signatureson the contract
which may be sentto ary verifier for verification. In this andsimilar protocols,the third
party hasto beinvolvedin all executionsof the contractsigningprotocol.

In orderto minimize this involvementwhile guaranteeindairnessthe conceptof so
called“optimistic” protocolshasbeenintroducedAsSW 97, BGMR 90]*. Thebasicidea
of optimisticschemesis thatthe third partyis not neededn the fault-lesscase:After the
executionof the optimistic signing protocol, two correctsignatoriesalways end up with
avalid contract. Only if oneof the signatorieamisbeh&es,the third party is involvedto
decideon thevalidity of the contract.

1.1 RelatedWork

Theterm*“contractsigning” wasfirst introducedn [Blum 81]. In [EvYa8(], it wasshown
that no deterministiccontractsigning scheme(called “public-key agreemensystem”in
[EvYa80]) withoutthird partyexistsif theverifieris state-lesendonly thetwo signatories
participatein the contractsigningprotocol.

Contract signingwithoutthird party: Early researcfocusedon probabilisticcontract
signing schemesasedon gradual exchange of signatues[Blum 81, Blu2 83, EvGL 85,
Gold 83] (seg[Damg95] for recentresults):Both signatorieexchangesignaturesbit-by-
bit.” If onesignatorystopsprematurelyboth signatorieshave aboutthe samefraction of
the peers signaturewhich meanghey cancompletethe contractoffline by investingabout
the sameamountof work.

As pointedoutin [BGMR 90], this approachs not satiskctoryin reallife: Considey
for example,ahousesellingcontract.If theprotocolstopsprematurelythesellercannotbe
surewhetherthebuyerwill investsomeyearsto completethe contractor not,i.e.,whether
the sellerstill owns the houseand canlook for anotherbuyer or not. Thus,the selleris
actuallyforcedto take a highrisk, or to completethe contract.

Contract signingwith third party: Simpleschemedor contractsigningusean online
third party,i.e, onethatis actively involvedin eachrun.

Optimisticcontractsigningwith third party: Thefirstsomevhaf optimisticscheménas
beendescribedn [Even83]. Thefirst optimisticschemen our sensds basedon gradual
increaseof privilege [BGMR 90]: In n messagexchangesthe probability with which a
contractis valid is graduallyincreasedrom 0 to 1. If theprotocolstopsprematurelyeach

1This paperincludesthefirst authors noteson contractsigningthatwerereferredto in [AsSW 97].

2Seealso[BUIPf89, BiiPf90] for optimisticprotocolsfor paymentor receiptor goods or [Mica 97, ZhGo 97
for recentoptimistic protocolsfor certifiedmail, i.e., a fair exchangeof amessagéor a signatureon areceipt.

3|t assumeshatverificationis a three-partyprotocol,i.e., thatthe contractis notvalid onits own but only if a
third party called“centerof cancellation"doesnot object.

SEMPER Document 434SR011/Draft/04/20/98/SEMPER internal



Optimal Efficiency of Optimistic Contract Signing 4

signatorycaninvokeathird partycalled“judge” Thethird partywill wait until theprotocol
would have terminated(i.e., we arein a synchronousnodel). After this timeout,the third
party picksarandomvaluep in theinterval [0, 1], or retrievesit in casethethird partywas
invoked for this contractbefore. If the probability givenby the last messageeceved by
the invoking party is at leastp, the contractis consideredsalid andan affidavit is issued
andsentto bothsignatoriesOtherwisethe contractis considerednvalid. By construction,
if the protocolis prematurelystopped,one party might be “privileged”, i.e., hasa slight
adwantagewheninvoking the judge: If the third party chooses p that lies betweenthe
probabilitiesof the two signatoriespnly one of themcanfinalize the contract. Thus, if a
correctplayerA invokesthethird party andgetsthe answetthatthe contractis invalid, she
cannotbesurethatthesamewould happerif B invokesthethird party,i.e., thatthecontract
is indeednot signed. In the worstcase,B might have a valid contract(i.e., probability 1)
andhenceknows thatif A complains,it will succeednly with the probability contained
in the last messagesentby B. The probability that suchan uncertainsituationarisesis
non-nealigible, but linearly smallin the numberof messagesxchangedBGMR 90]. In
the house-sellingexamplementionedabove, sucha non-nagligible error would probably
notbeacceptabldor theseller
Recentresearcttoncentratedn optimistic contractsigning schemeshat avoid such
uncertainsituations,andguarantee definitedecisionwithin limited time: [ASSW 97] de-
scribesa synchronousontractsigning protocolwith four messagesThis wasimproved
in [AsSW397] to a four-messag@rotocolfor asynchronousietworks. Comparedo this
earlier work, the focus of this paperis on proving boundson the messageand time-
compleity of optimistic contractsigningprotocolsfor differentmodels.
CommitProtocols: Comparedto commit-protocols[SiKS 97] for atomicity of dis-
tributed transactionsgontractsigningaims at a non-repudiableagreementvhile assum-
ing a byzantinefailure model,i.e., evenif mostsignatoriesaremalicious,contractsigning
guarantees correctoutcomefor correctsignatoriesvhereagommit-protocoldo not.
AgreemenProtocols: Contractsigningachiezesmorethanjust agreemenfPeSL80Q]:
besidegseachingagreementhe playersalsowantto be ableto proveit afterwards.
Remark:Fair exchancg of signatues andfair contract signingaredifferentproblems
sincecontractsigningdoesnotrequireacontracto beatext andtwo signaturesObviously,
contractsigningcanalwaysbe implementechasedon fair exchangeof signaturesbut not
all contractsigningschemesxchangesignaturesThey only guaranteaon-repudiatiorof
theagreemenbn a contract.

1.2 Our Results

We presennhew andefficient optimistic contractsigningschemesndprove thattheir effi-
cieng/ with respecto messagesr time is optimalif the signatoriesarecorrectandagree
onthecontract.Furthermorewe prove someboundsandlimitationson optimisticcontract
signingin general. All our schemesare basedon an arbitrary digital signaturescheme.
Tablesl and2 give a detailedsummaryof our results:We presentmessagef3 messages)
and a round-optimal(2 rounds)synchronousptimistic contractsigning schemeas well
asa time-optimal(time 3) asynchronouscheme.We prove the optimality of thesenew
schemesiswell asthe optimality of theschemedescribedn [AsSW397] by proving tight
boundson messagandtime compleity of synchronousindasynchronousptimisticcon-
tractsigning. Furthermorewe show that eachmessage/time-optimarotocolis optimal
with respecto time/messagegiventhe message/timémitation. In Theorem4 we shov
thatno asynchronousptimistic contractsigningschemewith state-lesshird party exists.
Finally, we comparethe efficiency of the optimistic protocolswith the efficiency of a
well-known asynchronouson-optimisticschemd4 messagesm time 2) undertheassump-

“4For similar researcton authenticatiomprotocolssee[Gong295].
SEachplayerA recevesa digital signaturesigg (C) if andonly if theothersignatoryB recevessig, (C), too.
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Optimal Efficiency of Optimistic Contract Signing 5

Model OurResults

C T Op|tH) m{H)|Optimal Proof

s sl +| 3 3 |Schemel Theoreml
s sl +| 2 4 |Scheme Theoreml
a sl + Impossible Theorem4
a sk (+)| 4 4 | See[AsSW397] Theorem2
a sk ()] 3 6 |Scheme3 Theorem3
a sk -1 2 4 |Schemed Theoremb
s d,sk (+)| 1 2 |Scheme Theoremb
a d,;sk (+)] 3 3 |Scheme Theorem7

Legend:

C CommunicatiorModel: “s” for synchronous;a” for asynchronous.

T Propertieof thethird party: “sl” for state-less;sk” for state-leeping,‘d” if the
third partyis requiredto participatein verification.

Op “+" standdor optimistic protocols(Def. 5), “(+)” standsfor optimisticon agree-
ment(Def. 6), and“—" standsfor non-optimisticprotocols(Def. 3).

t(+)  Time for the outputof a contractif the signatoriesagree(underlinedfiguresare
provably optimal,whichis provenin the mentionedTheorem).

m{*) Numberof messagem caseof agreement.

Table 1: Provably Optimal Scheme®8y Model.

Theorem  Model Result

No. C T Opt|tH) m(+)
1 s sk (+) >3
1 s sk (H)[>3 « =3
1 s sk (+)|>2

2 a sk (+) >4
3 a sk (+)[>3

3 a sk (H)|=3 = >6
4 a sl (+)|Doesnhotexist
5 a sk - >4
5 a sk - [|>2

6 s d,sk (+ >2
7 a d,sk (+) >3
7 adsk ()[>3 « =3

Table 2: Our TheoremsandWhatThey Prove (Legend:SeeTablel).
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Optimal Efficiency of Optimistic Contract Signing 6

tion thatbothsignatoriesagreeanddo not misbeha&e. This shavsthatoptimisticprotocols
achieve similar efficiengy without interactingwith athird party.

After theseresultsfor optimistic contractsigning, we investigatewhat changegesult
from allowing the third party to participatein the verificationprotocol. We shav thatthe
optimisticschemdrom [Even83] with 1 roundand2 messagess optimalonasynchronous
network whereaon anasynchronousetwork, oneneedghreemessages threerounds.

2 Definitions

2.1 Network Modelsand Protocol Complexity

We distinguishbetweerthe“standard”synchronouandasynchronousetwork modelgLync 96,
Tel 91]. On synchronousetworks, messageareguaranteedo be deliveredwithin a so-
called“round”, i.e., a recipientof a messagean decidewhethera messagavas sentor
not. This cannotbe decidedon asynchronousetworks sincemessagesnay be delayed
andreorderedarbitrarily. For machinesye assume byzantinefailuremodel,i.e., afaulty
machinemaysendarbitrarymessagebut mustnotbeableto preventdelivery of messages
betweertwo correctmachinesThetime-compleity of asynchronougrotocolis thenum-
berof roundsrequiredfor its execution.Thetime-compleity of anasynchronouprotocol
is the time requiredfor its executionif transmissiorof eachmessageequirestime 1 and
local computationsequirenotime.

We assumethat the network is reliable, i.e., that all messagesentbetweencorrect
machinesareeventuallydelivered. In asynchronousetworksthereis no notion of global
time, notime-limit on thetime neededor messagéransmissionandthereis no guarantee
thatmessagearedeliveredin the sameorderthey weresent.

For both network types,we assumethat eachalgorithm recevesits message$rom
otheralgorithmsandits local inputs,thendoesa computatioron themandoutputsat most
onelocal outputandonemessagéor eachotheralgorithm.

Thetime-compleity sketchedaboveis formalizedby definingalogicaltime[Lync 96]:

Definition 1 (Time Complexity)
Thetime compleity of a protocolis definedto bethe highestclock assignmenattheend
of the protocolobtainedby thefollowing rules:

1. Eachmachineparticipatingin the protocolhasa time assignmentime € IN and
amodeassignmeninode € {send,receive}. In send-mode,messagesanonly
besent.In receive-mode,messagesanonly bereceved. Initially, time := 0 and
mode := receive is assigned.

2. Thetime assignmentf analgorithmis increasedvhene/er aneventhappens.
Unlike Lamport’s time-stampgLamp 78], an event hereis definedas “changing
from receve-modeto send-mode”.Consecutie sendor receive operationsaswell
aschangesrom sendto receive modedo not changehelocal clock.

3. Theassignedime of thelocal clock of thesendelis assignedo every messagsent.

4. Whenever a time-stamphigher thanthe local time assignmenhasbeenassigned
to a receved messagethe local time assignmenis setto the time assignedo the
recevedmessage.

O

For synchronousommunicationywe make theadditionalassumptionshatthereis aglobal
notionof roundsandeachmessagsentin round: by ancorrectplayeris deliveredasinput
to round: + 1. This enablesa recever to decidewhethera messagéasbeensentor
not. We assumehat messagewhich do not arrive in their designatedoundareignored.
Note thatin the synchronousnodel, the time-compleity definedby Definition 1 equals
theminimum numberof roundsneededor the protocol.
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Optimal Efficiency of Optimistic Contract Signing 7

2.2 Contract Signing

We now give aformal definitionof contractsigninganddescribeherequirementsve want
to achieve.

Definition 2 (Contract Signing Scheme)

A contractsigningschemefor amessagspacel andasetof transactiondentifiers TIDs

is atriple (A, B, V) of probabilisticinteractve algorithms(suchasprobabilisticinteractive
Turing Machines)whereV is state-lessi.e., hasno memorybetweersubsequerprotocol
runs.ThealgorithmsA andB arecalledsignatoriesandV is calledverifier. Thealgorithms
cancarryouttwo interactive protocols:

Contract Signing(Protocol“ sign”): EachsignatoryX € {A, B} obtainsa local input
(sign, Cx, tid), wheresign indicatesthat the “sign”-protocol shall be executed,
Cx € M isthecontracttext X wantsto sign,andtid € TIDs is thecommonuniqué
transactioridentifier which is usedto distinguishin- andoutputsaswell asmessages
from different protocol runs and which signalsthat both inputs belongtogether At
theend,eachof A andB returnsa local output, which cantake the following values:
(signed, C, tid) containingacontracttext C or (rejected, tid).

Verification (Protocol” show” ): This is the contractverification protocol betweenthe
verifierV andoneof thesignatoriesA or B’. ThesignatorysayA, obtainsalocalinput
(show, tid). A doesnotmake alocal output. Theverifier V outputseither(signed, C,
tid) or (rejected, tid).

m|

Intuitively, anoutput(signed, C, tid) of the“sign"-protocol meanghattheusercannow
safelyactuponthe assumptiorthata contract' C” hasbeensigned,i.e., thata subsequent
verificationwill succeed.f the protocoloutputs(rejected, tid), the usercansafelyas-
sumethatno contractwassigned,i.e., the othersignatorywill notbe ableto passverifica-
tion.

We now definethe securityrequirementgor contractsigningdependingn the under
lying network. Sinceon asynchronousetworks,nobodycandecidewhethertheinputwill
eventuallyarrive or not, terminationcannotbe guaranteeéh general.Thereforewe allow
the userto “switch” the modelmanually: After a local input (wakeup, tid), the protocol
stopswaiting for pendingmessageandis requiredto terminatewith a correctoutput. In
practice wakeup canbe produceddy alocal time-outor by aninteractionwith the user

Definition 3 (Fair Contract Signing)
A contractsigningschemgDef. 2) is calledfair if it fulfills thefollowing requirements:
CorrectExecution: Consideran executionof “sign” by two correctsignatoriesA and
B oninput (sign, C4, tid) to A and(sign, Cp, tid) to B with a uniqueandfresh
tid € TIDs andC4,Cp € M. Then,the“sign"-protocol outputs(signed, C4, tid)
iff C4 = Cp orelse(rejected, tid) to bothsignatoriesf noneinputswakeup.

Unforgeability of Contracts: If acorrectsignatorysayA, did notreceizeaninput(sign, C,
tid) sofar, acorrectverifierV will notoutput(signed, C, tid).

Verifiability of Valid Contracts: If a correctsignatory say A, output (signed, C, tid)
andlater executes'show” oninput (show, tid) thenary correctverifier V will output
(signed, C, tid).

No Surpriseswith Invalid Contracts: If acorrectsignatorysayA, output(rejected, tid)
thenno correctverifierwill output(signed, C, tid) for ary C.

6The partiesmust have agreedupon this before startinga contractsigning protocol. A commonmethod
to guaranteainiquenesss to usea pair of two locally uniquenumbersasthe global transactionidentifier In
practice,a separateagreemenbn a tid may not be necessarysince contractsigning will be part of a larger
commercerotocol.

"Here,we restrictour modelfor the momentto two-partyverification: Three-partyerificationbetweenA or
B, V, andathird partyis consideredn Section?.

SEMPER Document 434SR011/Draft/04/20/98/SEMPER internal



Optimal Efficiency of Optimistic Contract Signing 8

Terminationon SyntironousNetwork: A correctsignatorysayA, will eitheroutput(rejected, tid)
or (signed, C4, tid) afterafixednumberof rounds.

Terminationon AsyntironousNetwork: Oninput(wakeup, tid), acorrectsignatorysay
A, will eitheroutput(signed, Cy4, tid) or (rejected, tid) afterafixedtime.
O

Therequiremenbn “Verifiability of Valid Contracts’'modelsthata contractthatwasever
declaredsigned by a correctsignatorycannotbe invalidatedagain. This meanghatone
can safely buy a nev housewith the money if the protocol outputsigned. Similarly,
the requirementon “No Surpriseswith Invalid Contracts”"modelsthat a contractwhich
wasever declaredre jected cannotbe declaredsigned afterwards. This meanshatone
cansafelylook for anotherbuyer for the old houseif onethinks no contractwassigned.
The “Unforgeability” requiremenimodelsthat no valid contractcanbe producedwithout
participationof a correctsignatory

Sinceit wasmentionedn the literature[Even83], we now definea wealer notion of
contractsigningschemesvhich enablesmore efficient but lesspracticalprotocolswhich
we will latercomparewith our morerestrictednotionof a contractsigningscheme:

Definition 4 (Contract Signing Schemewith Three-Rarty Verification)

A contractsigningschemewith three-partyverificationis a contractsigningschemgDef-

inition 2) wherethedefinition of the verificationprotocolis changedsfollows:

Verification (Protocol” show” ): This is the contractverification protocol betweenthe

verifier V, the third party T, and one of the signatoriesA or B. The signatory say
A, obtainsa local input (show, tid). A doesnot make a local output. The verifier V
outputseither(signed, C, tid) or (rejected, tid).

m|

This changednodelenableshe third party to participatein the verification protocol
whichenablesisto revoke sentpartsof a contract:Thebasicmechanisnusedfor revoking
asignatureworksasfollows: Oncea party signedits partof a contractfor agivencontract
signingexecutionidentifiedby tid, thethird party maytagthis executionasbeingrevoked
if oneof the signatoriesmisbeha&es.If somebodypresents contractcontainingthis ¢id to
a verifier, the verifier asksthe third partyif this executionhasbeenrevokedor not. If the
contractis correctandthe executionhasnot beenrevoked, the verifier decideson signed
andelseonrejected.

Recall,however, thatwe maintainthe “Termination”-Requirement,e., for honestpar
ties,revocationamustnot make ary differenceafterthe“sign"—protocolterminated.

2.3 Optimistic Contract Signing

To guarantedairness,“optimistic contractsigning” includesan additionalthird party T
whichis assumedo be correctin orderto guarantedairness.We try to limit the involve-
mentof thisthird party by distinguishingwo phase®f the“sign”-protocol:

Theoptimisticphaseriesto produceacontractwithoutcontactinghethird party. Since
a contractrequiresinputsfrom both signatoriesthis protocolmay not terminateon asyn-
chronousmetworksif apeeris not correct.

Theerror recoveryphasds startedf anexception,suchasawrongor missingmessage
or the input of wakeup, occurs. In this phasethe third party is asledto guarantee fair
decisionin alimited time. In our schemesthis phaseis implementecby a sub-protocol
called“resolve”.

Definition 5 (Optimistic Contract Signing)
A fair contractsigningschemgDef. 3) is calledoptimisticiff anadditionalcorrectplayer
T participatesn the“sign"-protocol sothatoneof thefollowing requirementss fulfilled:

SEMPER Document 434SR011/Draft/04/20/98/SEMPER internal



Optimal Efficiency of Optimistic Contract Signing 9

Optimisticon SyntironousNetwork: If both signatoriesarecorrect,thethird party does
notsendor recei’e messages the“sign”-protocol.

Optimisticon AsyntironousNetwork: If both signatoriesare correctand do not input
(wakeup, tid), thethird partydoesnotsendor receve messagei the“ sign”-protocol.

O

Therequirementhatwakeup mustnot be input on asynchronousetworks modelsthata
userhasto be patientin orderto enablethe protocolto terminatewithout involving the
third party: If auserinputswakeup immediatelytheprotocolmayalwaysinvolve thethird
party.

A wealer notionof optimisticcontractsigningrequiresoptimisticexecutiononly if the
signatoriesnputidenticalcontracttexts:

Definition 6 (Optimistic on Agreement)
A fair contractsigningschemeDef. 3) is calledoptimisticon agreemeniff anadditional
correctplayerT participatedn the“sign”-protocolso thatoneof the following require-
mentsis fulfilled:
Optimisticon SyntironousNetwork: If bothsignatoriesrecorrectandbothinput(sign,
C, tid) with afreshanduniquetid andaC € M, thethird party doesnot sendor re-
ceive messages the“sign”-protocol.

Optimisticon Asyn@ironousNetwork: If bothsignatoriesrecorrectandbothinput(sign,
C, tid) with afreshanduniquetid andaC € M anddo notinput (wakeup, tid), the
third party doesnot sendor receve messagem the“sign"-protocol.

O

2.4 Notations and Assumptions

All ourschemesarebasednasecuraligital signatureschemgGoMR 88, RSA 78] where
sigy (m) denotesX’s signatureundermessagen. Eachparty cansignmessagesandcan
verify messagesignedby others. All our protocolsand definitionsare formulatedasif
thesedigital signaturesvould provide error-free authentication Furthermorewe assume
tacitly thatsequencaumbersnamesf participantsandthe tid areincludedinto all signed
messageandthatthesignaturegontainedn messageareverifieduponreceipt.Corrupted
or unexpectedmessagearejustignored.

All schemesare describedy meansof the messagdlows in the optimistic case,de-
tailed descriptionsof all protocolsaswell asfiguresof the statesand transitionsof the
machinedor signatoriesandthird party. The verifieris not depictedasa state-machinéut
only describedn thetext: It is state-lesandhasonly onestate.In orderto avoid unneces-
sarily complicateddescriptionsywe assumehatthe partiesinvolvedarea priori fixed. For
synchronougprotocols,we furthermoreassumehatall partiesagreeon the startinground
of aprotocolwhichis includedin all messages.

In ourfigures,@ﬂb ®depictsthata machines in stateA andrecevesmessagealled
a. It sendsmessagealled b and changedo state B. Dashedarrowvs denoteexception
handlingby meansof executing“resolve”. If the messageameis bold, the message
is exchangedwith thethird party. Subscriptdn messag@mamesusuallydenotethetime at
whichthey aresent(e.g.,m3 wouldbeamessagérom round3). Bold statesarefinal states.
If amessage is not recevedon a synchronousetwork, this is modeledby receving the
messagena.
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Optimal Efficiency of Optimistic Contract Signing 10

3 A Message-OptimalSynchronousScheme

Our message-optimadptimistic schemé for synchronousetworks requiresthree mes-
sagesn theoptimisticcaseusinga state-lesshird party. Its optimisticbehavior is depicted
in Figurel. Theindividualmachineof the playersaredepictedn Figures2, 4, and3.

Schemel (Message-OptimalSynchronous)
This schemeconsistsof the triple (A,B,V) and T of interactve probabilisticmachines
which areableto executethe protocolsdefinedasfollows:

Contract Signing(Protocol“ sign”; Figurel1): Oninput(sign, C4, tid), thesignatory
A initiatesthe protocolby sendingthe signed messagen; := sig, (C4) with contract
C4 to therespondingsignatoryB. B recevestheinput (sign, Cp, tid) andmessage
my andverifieswhetherthereceved contracttext C'4 is identicalto theinput contract
text Cg. If not, theplayersdisagreeaboutthe contractandB returns(rejected, tid).
Else, it signsthe receved messagend sendsit asmy := sigg(m,) to A. PlayerA
thensignsthe receved messagegain,sendsit asmg := sig, (m2) backandoutputs
(signed, C, tid). Onreceiptof messagens, B outputs(signed, C, tid) aswell. After
a successfukxecutionof this optimistic protocol,A andB storems underthe tid for
laterusein averificationprotocol.

If A doesnotrecevemessagen, it waitsuntil Rounds, and,if ms wasnotreceved,it
outputs(rejected, tid). If B did notrecevemessagens, it maybethatA nevertheless
was ableto computea valid contractmgs after receving ms. Thereforeit startsthe
“resolve”-protocolto invoke thethird partyto guarantedairness.

Recweryfrom ExceptiongSub-Pptocol” resolve”): B sendamessagen,:=sigg(m2)
containingm, andms, to thethird party T. Thethird partycheckswhethetbothplayers
agreedandthenforwardsms in m; := my to A which mightstill wait for it. Thisguar
anteeghatA recevesavalid contractms := sig, (m2) andoutputs(signed, C4, tid).
Furthermorél sendsanaffidavit onmy in mf:=sig+(m2) to B andB outputs(signed,
C, tid). After the“resolve™-protocol, A keepsns andB keepsn} to beusedin later
verificationprotocolexecutions.

Verification of a Contract (Protocol” show”): On input (show, tid), a signatorylooks
upmg or mf andsendst to the verifier. The verifier verifiesit andoutputs(signed,
C, tid) if thissucceedsnd(rejected, tid) else.

O

Lemma 1 (Security of Schemel)
Schemel is a synchronousair optimistic contractsigningscheme. &

Proof of Lemmal: The schemeadherego Definition 2 by construction.We now show
thateachof therequirementslescribedn Definitions3 and5 arefulfilled:

CorrectExecution: If both correctplayersA andB input (sign, C, tid) with identical
tid andC, thenboth receire a valid contractms andoutput(signed, C, tid). If the
contractsor tid’s differ, B outputs(rejected, tid ) afterreceving m,; andA outputs
(rejected, tid 4) afternotreceving ms in Round5.

Unforgeability of Contracts: In orderto corvince a correctverifier V for a given tid,
oneneedscorrectmessages; or mj for this tid. Sincems aswell asmy contain
signaturegrom both participantsa correctsignatoryinput (sign, C, tid).

8The messagélows aresimilar to the optimistic protocolin [Mica 97] which providescertifiedmail instead
of contractsigning.

9Notethatin our protocols thecontractandthe contentsf mostmessagearefixedafterthefirst messagsent
by asignatory Therefore eachplayercansave signaturedy includingcommitmentgo randomauthenticators;
into theinitial messagevhich arethenreleasednsteadof signingmessagefAsSW 97].
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Figure 1: OptimisticBehavior of the Message-Optimabynchronouschemel.
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Figure4: Third Party T of Schemel.
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Verifiability of Valid Contracts: If A outputs(signed, C, tid) thenit receved my (or
my containingms) whichwill beacceptedy theverifierasacorrectcontractmg after
beingsignedby A. B outputs(signed, C, tid) only if it recevedms or mf whichare
acceptedtoo.

No Surpriseswith Invalid Contracts: Let us first assumehat a correctsignatoryA re-
turnedrejected oninput (sign, C, tid) whereasB is ableto corvince the verifier.
This requiresthat B knows mg or my for the given tid and C. SinceA returned
rejected, it did not receve my until Round5 andit did not sendms. Therefore,
only m{ couldleadto successfuberification. However, if thethird party wascorrect,
it will notacceptecoveryrequestgrom B afterRound4. Furthermorein Round4, no
recovery wasstartedsinceA did not receive ms in Round5. ThusB did not recevve
mj in Round5. Now let usassumesecondlythatA invokes“resolve”. Thiswould
not causeproblemssincein this case A needsn,. Thusthe contractwill bevalidated
aryway: EitherB recevesms or it will start“resolve”, too.

Terminationon Syn&ironousNetwork: Theschemeequiresatmost5 rounds(3in “sign”
and2in “resolve”) toterminate.

Optimisticon SyndronousNetwork: If two correctsignatoriesnput (sign, C, tid), Sig-
natoryA outputs(signed, C, tid) afterround2 whereaglayerB outputs(signed, C,
tid) afterround3. If they disagreei.e.,inputdifferentcontractsA outputs(rejected, tid)
after Round5 and B after Round 1 without contactingthe third party by starting
“resolve”.

We now shav thatno optimistic contractsigningschemewith only two messagesxists.
This provesthatthe numberof messagesf Schemel is optimal. Furthermorewe shav
thatit cannotbe donewith threemessagem two rounds. Thus,the numberof roundsof
Schemel is optimal,too, giventherestrictionto 3 messages.

Theorem 1 (Optimality of Schemel)

In the synchronousnodelwith state-lkeepingthird party, thereexists no contractsigning
schemavhichis optimisticonagreementvith a“sign"—protocolwith lessthan3 messages
in caseof agreemenanda protocolwhich needs3 messageseedsat least3 rounds. &

Proofof Theoem1l: Letusassumehatthereexistsanoptimisticcontractsigningscheme
whichrequireghreemessagem two roundsin caseof agreementln theoptimisticphase,
oneplayer sayB, senddwo messagesi; g in Round1 andmsp in Round?2.

Let usfirst assumdhatA sendsts singlemessagen 4 in Roundl. Sincetwo correct
playerswhoinputidenticalcontractsC s = Cg mustnotcontactthethird partythismeans
that the single messagen 4 from A needsto be sufiicient to enableB to corvince the
verifier. Now assumehatanincorrectB recevesthevalid contractm 4 but sendsothing.
ThenA mustbe ableto obtaina valid contractsincethe contractm 4 sentto B cannotbe
invalidatedagain(verificationis a protocolbetweenB andthe state-leswerifier V only).
Therefore,player A needsto be ableto startrecovery without any input from B anda
dishonesB mustnotbe ableto preventthis. Thiswould enableA to forgea contract.

If we now assumeontheotherhand,thatA sendsn 4 in Round2, m 4 andmsp must
be valid contractsj.e., sufficient for “show”. If A now omits sendingm 4, it will endup
with a valid contract. ThereforeB mustbe enabledto run “resolve” if A did not send
its only message.The resultingrecovery without any messagdrom A, however, again
contradictghe unforgeability requirement.Thusno protocolwith 3 messagem 2 rounds
exist.

If atwo-messagschemeexists,addinganemptymessag&ould producea 3 message
schemeén 2 roundswhich doesnot exist. =
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Signatory A Signatory B
notok andnomy: notok andnomy:
rejected rejected.
if ok: signed if ok: signed
else:“resolve”. else:“resolve’”.

Figure5: OptimisticBehavior of the Round-OptimaSynchronouscheme.

4 A Round-Optimal SynchronousScheme

We now describethe round-optimalScheme2 for synchronousetworks and prove its
securityin Lemma2. It requiresonly two roundsbut four messagesSinceary three-
messagé€ sign”-protocol needsat leastthreerounds(Theoreml), thereexists no one-
round protocolat all and no 2-roundprotocolwith only threemessagesSo the scheme
describeds optimalwith respecto roundsandgiventhelimitation to two roundsalsowith
respecto the numberof messagesThe optimistic behaior of the schemes depictedin
Figure5. Theplayersaredepictedn Figures6 and?.

Scheme2 (Round-Optimal Synchronous)
This schemeconsistsof the triple (A,B,V) and T of interactve probabilisticmachines
which areableto executethe protocolsdefinedasfollows:

Contract Signing(Protocol“ sign”; Figure5): On input (sign, C4, tid) a signatory
sayA, sendamessagen; 4 := siga (C4) in thefirst round.If it doesnotreceve ames-
sagen; g with C4 = Cp, it waitsfor recorerymessagen, andoutputs(rejected, tid)
if my4 is notrecevedin Round4. If amessagen; g with C4 = Cp isreceved,is sends
maA = siga(m14, mip) in the secondoundandwaitsfor map. If myp with acor
rectcontracttext C4 = Cp is receved, it outputs(signed C4, tid). Else,it starts
“resolve”.

Recweryfrom Exception{Sub-Potocol” resolve”): A signatorysayA, sendsns:=
ma 4 to thethird party which verifiesits consisteng andsignsan affidavit. This affi-
davit is sentasmy := sigr(m24) to bothparties. If the partiesreceire an affidavit in
Round4, they output(signed, C, tid). Else,they output(rejected, tid).

Verificationof a Contract (Protocol“ show”):  Oninput (show, tid), a signatory sayA,
looks up (m24, mapg) Or my andsendsit to the verifier V. The verifier checksthat
the signaturesare correct. If thesechecksfail, it outputs(rejected, tid) andelse
(signed, C, tid).

m|

Lemma 2 (Security of Scheme2)
Scheme is a synchronousair optimistic contractsigningscheme. <&

Proof of Lemma2: The schemeadheredo Definition 2 by construction.We now shav
thatit fulfills therequirementstatedn Definitions3 and5:

CorrectExecution: If both playersbehare correctly andinput identical ¢tid’s and con-
tracts, eachsignatory say A, recevesm,p and mep. Thus, the protocol outputs
(signed, C, tid) on both machines.If the signatoriesdisagreepothwill receve in-
consistenimessages Round1 andwill wait for recovery until Round4. Sinceno
recoverymessagen, will bereceved,they will output(rejected, tid).

SEMPER Document 434SR011/Draft/04/20/98/SEMPER internal



Optimal Efficiency of Optimistic Contract Signing 14

—|m4/rejected
\\\\\\\ ma/signed

ﬂmlB/

‘ S|gn /m1A mlB Imoa ‘ mZB /5|gned

~mzg/m 3A m4/3|gned

’ show/m4 or mog
)

Figure6: Signatorye.g.,A, of Scheme.

~=

Figure7: Third Party T of Scheme2.

Unforgeability of Contracts: In orderto corvince a correctverifier, a signatory sayA,
needs(ma4, map) OF mg. Since(maa, mop) aswell asmy containsignaturegrom
bothsignatoriesa correctsignatoryinput (sign, C, tid).

Verifiability of Valid Contracts: A signatory sayA, only outputs(signed, C, tid) after
receving m4 or aftersendingms 4 andreceving ms.p. Thus,they areableto corvince
theverifier.

No Surpriseswith Invalid Contracts: If a signatory sayA, decidesrejected, this sig-
natorydid not start“resolve” anddid not receive m4 in Round4 which meanghat
B alsodid not receve m4. In orderto corvince a verifier, B thereforeneedsms 4.
However, sinceA outputrejected, it did notsendma 4.

Terminationon Synd&ironousNetwork: At most4 roundsarerequiredfor termination.

Optimisticon SyntironousNetwork: If two correctsignatoriesnput(sign, C, tid), they
output(signed, C, tid) afterround2 without contactingthe third party. If they dis-
agreethey output(rejected, tid) afterround4 without contactingthethird party.

5 A Time-Optimal AsynchronousScheme

We now describea new time-optimalasynchronousontractsigningschemelt terminates
in time 3 andrequiressix messages theoptimisticcase.In Theorem3 we prove thatthis
is time-optimal. Its optimistic behavior is sketchedin Figure8, the machinesaredepicted
in Figures9 and10. Notethatthethird partyis state-keeping:Oncea contractis accepted
(i.e., mg or m{ wassent),thethird party entersits signed statewhich disablesaborting
theprotocol.A state-lesshird partywould be morecornvenient,but we provein Theorem4
thatthisis notpossible.

A message-optimalchemehasbeenproposedn [AsSW397]. It describesan asyn-
chronouschemavhichrequiredour consecutie messageandtime four. Thisis message-
optimalin the optimistic casesince,aswe will prove,thereis no asynchronousptimistic
contractsigningschemewith only threemessageélrheorem?).
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Signatory A Signatory B

if wakeup: A e if wakeup:
~ “resolve;”. >< ~ “resolvey”.
if Ca # Cg if Ca # Ch

“resolvey” “resolvey”.
if ms: rejected. if ms: rejected.
if wakeup: 24 2B if wakeup:

“resolvey”. >< “resolvey”.
if wakeup: maa mab if wakeup:

“resolvey”. >< “resolvey”.
signed signed

Figure 8: OptimisticBehavior of the Time-OptimalAsynchronousSchemes.

Scheme3 (Time-Optimal Asynchronous)
This schemeconsistsof the triple (A, B,V) and T of interactive probabilisticmachines
which areableto executethe protocolsdefinedasfollows:

Contract Signing(Protocol“ sign”; Figure8): Oninput(sign, C4, tid) thesignatory
say A, sendsits signedcontractin messagen. 4 := siga(C4). If A recevesmip
with anidenticalcontract,it sendsma 4 := siga(mi4,m1B). If amessagen,p from
B is receved, A sendsms 4 := sigs(mea,map). After receving msg, the signatory
outputs(signed, C, tid). If mqyp is receved beforem, p sincethe messagebave
beenreorderedby the asynchronousetwork, bothms,4 andmsy aresent. If msp
is recevedbeforemspg, ms 4 is sentand(signed, C, tid) is output. If amp with a
differentcontractis received beforemsp or if (wakeup, tid) occursbeforems4 has
beensent,‘resolve,” is startedby sendingma4 4 := siga(m1.4), If it occursafterms 4
hasbeensentbut beforems 4, “resolve,” is startedby sendingm) 4 := siga (ma24),
else“resolve,” is startedby sendingm/ , := siga(ms4). Messagesnap Or msp
from a cheatingplayerB containingdifferentcontractaC 4 # Cg areignored.

RecweryfromException{Sub-Potocol” resolve;”): Thisprotocolis usedin asitua-
tion wherethe statusof acontractmaynotbeclear If thesignatorysendsny 4 to abort
the protocol,thethird party eitherresends previously sentdecisionms, m§ or m{ or
elseanabortacknavledgmentmns := sigt(m44) andchangeso theaborted-statefor
theabortingsignatory If thesignatorysendsn/, thethird party eitherresends previ-
ousdecisionms, mj, or m{ or elsesignsanaffidavit m} := sigt(m}). After receving
ms, the signatoryoutputs(rejected, tid). After receving mf or m{, the signatory
outputs(signed, C, tid).

RecweryfromException{Sub-Potocol” resolve,”): Thisrecorerysub-protocois used
to completethecontractf it is clearthatthesignatoriesgreednthecontractext. One
signatory sayA, sendsts messagen/ , to thethird party. Thethird party theneither
resendsa previous decisionm{ or m{ or elseproducesan affidavit and sendsit as
my := sigy(m} 4) to A who outputs(signed, C, tid). This recovery by A overrides
theeffectsof a previousabortmessagen,p sentby anincorrectplayerB.

Verificationof a Contract (Protocol” show”): After the input (show, tid), a signatory
sayA, looks up (ms4,msg), m§, or m{ andsendsit to the verifier V. The verifier
verifiesthemessagedf thesecheckdail, it outputs(rejected, tid) andelse(signed,
C, tid).

m|
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Figure 10: Third Party T of Schemes.

Lemma 3 (Security of Scheme3)
Scheme3 is an asynchronousair contractsigning schemewhich is optimistic on agree-
ment. &

Proof of Lemma3: Scheme3 adherego Definition 2 by construction.We now shaw that
it alsofulfills therequirementstatedin Definitions3 and6.

CorrectExecution: If both signatoriesA andB startwith identicalinputs (sign, Ca,
tid) and(sign, Cp, tid) anddonotinputwakeup thenbothwill eventuallyreceveall
messageandwill output(signed, C, tid). If they disagreebothwill abortby sending
my4 andwill finally output(rejected, tid).

Unforgeability of Contracts: Assumethat a correctverifier outputs(signed, C, tid).
This meansthat he receved at leastmessagesn; 4, m; g (maybeincludedin mj or
my ) containingidentical contractswhich are signedby A andB, respectiely. Thus,
all correctpartieshave input (sign, C, tid) sinceotherwisethey would not have sent
mi4 andm; g atall.

Verifiability of Valid Contracts: A signatory sayA only outputs(signed, C, tid) after
recevingmgp orm{ or m{ containingidenticalcontractdin messagesi; 4 andm p.
Thus,it is ableto corvinceaverifierin all cases.

No Surpriseswith Invalid Contracts: Let usassumehat(rejected, tid) wasoutputby
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acorrectsignatorysayA, afterreceving ms andacorrectverifierinvokedby B outputs
(signed, C, tid). Theneither(msa,msp), ms or m{ mustbe known by B. Let us
firstassumehat(ms 4, m3p) wasshavnto theverifierthenA sentbothms4 andm.g4
ormj,, i.e., A wasincorrect. Let us now assumehatmy wasshown to the verifier
thenT sentbothms andmy, i.e., thethird partywasincorrect. Let usfinally assume
thatm{ wasshavn to theverifier. Sincem; aswell asm; wereproducedy thethird
party, the machineT wasin oneof the abortedstatesandthusA musthave senteither
maa OrmY 4. SinceA recevedms, it did notsendm/ .. TogetherthisimpliesthatA
sentmy 4. This contradictghe assumptiorthatm} wasshawn to the verifier a correct
A which sendsn, 4 doesnotsendms, 4 whichis partof mf.

Terminationon AsyntironousNetwork: If theuserinputswakeup, a“resolve”-protocol
is started.In this protocol,the othersignatoryis notinvolvedarnymore. Sincethe third
partyis assumedo becorrect,it will answer Thus,the“resolve’-protocolterminates
with a definitive answerftertime 2, i.e., afixedtime aftertheinput of wakeup.

Optimisticon Agreement:If two correctsignatoriesio notinputwakeup andinputiden-
tical contractsthey bothrecevetheoutputs(signed, C, tid) fromthe“sign”-protocol
aftertime 3 without contactingthethird party.

We now prove in Theorem?2 thatasynchronousontractsigningwith only 3 messagess
impossible. Thenwe prove the optimality of Scheme3 in Theorem3. Sincethis scheme
still needsa state-lkeepingthird party,we will shav in Theoren¥ thatonecannotdo better
i.e., thatrecovery with a state-lesshird partyis not possiblein theasynchronousase.

Theorem 2 (Message-Optimalityof Schemein [AsSW3 97])
Thereexists no asynchronousptimistic contractsigningschemewith a“sign"—protocol
with lessthanfour messagei caseof agreement. <&

In orderto prove this theoremwe first shav thatrecovery cannotinvolve both signatories
in theasynchronousase:

Lemma 4 (AsynchronousRecovery is 2-Party)
Theoutcomeof therecovery phaseonasynchronousetworksis determinecdnly by inputs
from thethird partyandthe signatorystartingit. <

Proof of Lemmad: If thethird partyis invokedby a correctplayer, the recosery phaseis
requiredto terminaten orderto guaranteg¢erminationof the“ sign”-protocol. However, if
thethird partyaskedthe othersignatorythethird party cannotdecidewhetherthe message
would eventually be answeredor not. Thus,if this signatoryis not correct,“resolve”
would notterminate.m

Proof of Theoem2: Let usassumehatA sendstwo messagessaym, andms, in the
optimistic phasevhereadd sendonly onemessagesayms. Then(mq,ma, m3) mustbe
sufficientto corvincetheverifier. If A sendsn; andms withouthaving recevedms, B can
corvince a verifier without sendingm.. Therefore A is requiredto be ableto recoverto
signed withoutcontactingB (Lemma4) which contradictgheunforgeabilityrequirement.
Thus,ms is sentafter ms hasbeenreceved. If we now assumehat B sendsms before
receving my, A could corvince a verifier without sendingary messagendB would be
requiredto be ableto recover to signed without contactingA (Lemma4) which again
contradictghe unforgeabilityrequirement.

Therefore the messagesre sentin the orderms, ms, ms (similarto Schemel de-
pictedin Figure1). Sincethe protocolis optimistic, at least(m1,m2) shavn by A and
(m1,m2, m3) shovn by B aresufiicientto corvincethe verifier. Now considerthe excep-
tions: LetusassumehatT did notdecidefor this tid before.lf B now doesnotrecevems,
the third party hasto decidelocally (Lemma4) on signed sinceA may have obtaineda
valid contract(my,ms). ThusB mayobtainavalid contractfrom thethird partyevenif A
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Figure 11: Proofof Theorem3: Saving a DashedVlessagdy Shoving it Up or Down.

only sentm; . Therefore A mustbeableto startrecoverywith thethird party aftersending
my, too. In this case the third partyis requiredto decidelocally whetherthe contractis

valid or notgivenonly m; from A. For unforgeabilityfor B, it hasto decideonrejected

basedonm, only. If B now asksfor recoverywith m; andms, T hasto decidelocally. If

it decideson signed sincea dishonestA may have startedrecovery after receving valid

contract(my, m2,ms), the “no surprises’requirementor a correctA would not be ful-

filled. If T decidesonrejected, acorrectplayerB may be surprisedsinceA may have
obtainedavalid contract. m

Thisenablesusto prove the optimality of Schemes:

Theorem 3 (Optimality of Scheme3)

Thereexists no asynchronousptimistic contractsigningschemewith a“sign"—protocol
in lessthantime 3 in caseof agreemenanda protocolin time 3 needsat leasté messages.
o

Proof of Theoem3: If we assumehat a 2-time 4-messag®ptimistic “sign”-protocol
exists, then this can be usedto constructa 3-time 3-messagerotocol: Sincethe two-
party signingprotocolhas4 messagetabeledwith two subsequentimes, two messages
(m14,mqp) arelabeledwith time 1 andtwo messageéma 4, m2p) arelabeledwith time
2 whereeachtwo messagetabeledwith the sametime areindependenfrom eachother
Thereforeponeplayer, sayB, cansendm, g togethemwith myp andms 4 canbe sentafter
receving thesetwo messagesThe resultis a three-messagprotocolwith the messages
mi 4 :=maa, mhg := (M1B, Mag), andms 4 := me 4 Which doesnot exist accordingto
Theorem?2.

If we assuméhata 5-messagerotocolin time 3 exists,we canconstrucanequivalent
protocolwith 3-messagem time 3 by shaving a messageip or down (seeFigure11): If
5 messagearesentin time 3, thereexistsatime ¢ for which only onemessagen 4 sent
by onesignatory sayA, exists. Furthermoretwo messages', andmpg arelabeledwith
time ¢’ which is eithert + 1 or ¢t — 1. If two messagearelabeledwith time ¢ + 1 then
themessages: 4 andm’, canbesenttogetherattime ¢. This is possiblesinceA doesnot
receve a messageat time ¢ which guaranteeshat the contentsof m', have alreadybeen
fixedwhenm 4 wassent. For B, receving m/, earliermustnot make a differencesince
thenetwork mayhavereorderedhemessagearyhow. If, ontheotherhand,two messages
m'y andm g arelabeledwith timet¢— 1 thenthemessages’, andm 4 canbesenttogether
attime ¢. Thisis possiblesinceB doesnot senda messaget time ¢ which implies that
m/, is not neededby B to computea message This constructionenableso changetwo
subsequertimeswith two andonemessagesto two subsequertimeswith onemessage
each.Two applicationsof this constructiorresultin thedesired3-messaggrotocolin time
3 which contradictsTheorenm?. =

Finally, we shav thatthe state-lkeepingthird partyin Scheme3 cannotbe avoided:

Theorem4 (AsynchronousT KeepsState)
Thereis noasynchronousontractsigningschemewith state-lesshird partywhichis opti-
mistic on agreement.&
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Figure 12: Behavior of the Optimal Asynchronousschemet with In-Line Third Party.

Proofof Theoem4: Assumethereis anasynchronousptimisticcontractsigningscheme.
Thenby meanf theconstructiorin theproofof Theorent, thereis anequivalent*sign”-
protocolwhich hasonly messagesaymy, . .., m,, in arow whereA sendsn; andm,,
(if not, prependinganemptymessagéelps).Furthermoreywe assumehatin “resolve”,
the third party getsall messageshe invoker has sentor receved so far, i.e., a prefix
(my,...,my) of (mq,...,my,). Sincewe arein anasynchronousnodel,thethird party’s
decisioncannotdependon the non-invoking signatory(Lemmad4). Sincethethird partyis
assumedo be state-lessthe decisionis actuallya setof functionsT P() on (my, ..., my)
to {signed, rejected} for eachk for which arequesis allowed.

Considerarunwith correctA andB wherebothinputidenticalcontractsandB inputs
wakeup beforethelastmessagen,, from A hasbeenreceived. SinceA mayhavereceved

avalid contractthethird partymustdecideT' P(my, ..., my) := signedfork =n —1to
fulfill the“No Surprises”-requirement.
Now assumethat TP(my,...,m;) = signed for somek > 2. If we now con-

siderthe casethatthe otherplayergetsa wakeup aftersendingm;,_1, arecovery request
must be allowed since the other player will eventually receve m;_; which would en-
ableit to recover to signed. For consisteng reasonswe have TP(my,...,m_1) :=

TP(mi,...,m;)=signed. Thus,inductively we getT'P(m;) = signed which contra-
dictsthe unforgeabilityrequirement.m

6 An Optimal AsynchronousNon-Optimistic Scheme

All protocolsup to now were optimistic, i.e., the third party was only invoked in case
of failures. We now prove the messagendtime optimality of an asynchronousersion
of a well-knawn synchronoudair exchangeprotocol basedon a third party storingand
forwardingthe contractsignatures.

This protocolneedsour messages time 2 andworks on asynchronousetworks. Its
behavior is depictedin Figure12. The machinedor the individual playersaredepictedin
Figuresl3andl14.

Scheme4 (Time-Optimal Non-Optimistic Protocol)
This schemeconsistsof the triple (A,B,V) and T of interactve probabilisticmachines
which areableto executethe protocolsdefinedasfollows:
Contract Signing(Protocol“ sign”; Figure12): On input (sign, C, tid), eachsigna-
tory, sayA, sendsa signedmessagen; 4 := sig,(C4) containingthe contracttext C 4

SEMPER Document 434SR011/Draft/04/20/98/SEMPER internal



Optimal Efficiency of Optimistic Contract Signing 20

W

akeup/m3\ /\
show/mo
any -~
m 2 Jsioned <_/

m'2 /rejected
rejected
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Figure 14: Third Party T of Schemed.

to thethird party. If aninput (wakeup, tid) is made,a messagens := sigy (wakeup)

is sent. The third party waits for m; 4 andm; g andverifieswhetherC4, = Cg and
tid 4 = tid g. If thisisthecasethethird partysendshemessagens:=sigt(mi4, m1B)
to bothsignatorieslf thecheckdfail or wakeup is recevedbeforebothmessagebave
beenreceied,thethird party sendsn), := sigr(rejected).

Verificationof a Contract (Protocol“ show”):  On input (show, tid), signatoryA looks
upm2 andsendst to theverifier. Theverifier checkswhetherthe messagés valid and
outputs(signed, C, tid) if thissucceedand(rejected, tid) else.

m|

We now prove the securityof this scheme:

Lemma 5 (Security of Scheme4)
Schemel is anasynchronougair contractsigningschemef themachineT is correct. ¢

Proof of Lemma5: The schemeadheredo Definition 2 by construction.We now shav
thateachof therequirementslescribedn Definition 3 arefulfilled:
CorrectExecution: If both correctplayersA andB input (sign, C, tid) with identical
tid and C anddo not input wakeup, thenboth receve a valid contractms. If the
contractsor tid's differ, A andB output(rejected, tid) afterreceving my.

Unforgeability of Contracts: In orderto corvincea correctverifierV for agiventid, one
needsmn, = sigy(my4, mip) includingthis tid. A correctsignatory sayA, will not
sendm, 4 withouttheinput (sign, C, tid).

Verifiability of Valid Contracts: If A outputs(signed, C, tid) thenit recevedms which
will beacceptedy theverifierasa correctcontract.

No Surpriseswith Invalid Contracts: Let us assumehat a correctsignatoryA returned
rejected oninput (sign, C, tid) whereasB is ableto corvincethe verifier. ThenB
receved my whereasA receved m),. This impliesthat T sentms andm) with the
sametid which contradictghe assumptiorthatthe T is correct.
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Terminationon AsyntironousNetwork: If theuserhasinput (wakeup, tid), the scheme
requiresatmosttime 2 to outputsigned or rejected.

]
We now prove the optimality of Schemet in the casewherethe participantsagree.

Theorem5 (Optimality of Schemed)
There exists no asynchronousion-optimistic contractsigning schemewith a “sign”—
protocolwith lessthanfour messageser lessthantwo roundsin caseof agreement.&

Notethatthistheoremalsoprovesthatthemessageomplexity (in thefault-lesscase)of the
schemeén [AsSW397] cannotbeimproveduponby allowing the third partyto participate
in the“sign"-protocolin caseof agreement.

Proof of Theoemb5: If we assumehata three-messagprotocolwith third party exists,
thenthefollowing prerequisite$old: If thethird party sendsmessagewithout having re-
ceivedarny messagbefore thesemessageareindependenof thecontractto besignedand
canbe omitted. If thethird party doesnot sendandreceve any messageghe protocolis
optimistic,anda three-messageptimistic protocolwherethe third party doesnot partici-
patein theverificationdoesnotexist (Theoren?). If thethird partyonly recevesmessages,
thesemessagesdo not changethe outputsof the signatoriesor the resultof a subsequent
verificationbecausel doesnot participatein “show” andcanbe omitted. Therefore the
third party first receves somemessageandthen sendssome. Any protocolwhereone
of the signatoriessendsno messagesontradictshe unforgeability requiremensincethe
outcomewill beindependenof the contractinput by this participant.If, ontheotherhand,
a signatorydoesnot receie ary messageghe outputof this signatoryis independenof
the contractinput by the othersignatorywhich contradictsour requirementstoo.

Thuseachof the threeplayerssendandreceve onemessageach,andthereareonly
three messages.Therefore,thesemessagesire sentin a circle where T doesnot send
the initial messageand doesnot receve the last messagej.e., (A, B, T, A) or (A, T,
B, A). In both casesB mustoutputsigned after receving its only message.By the
verifiability requirement,B will then also producean outputsigned at the verifier by
shawing this messageMoreover A may startrecovery beforeanyonegot a messagdrom
B, thusafter A receved a wakeup, A and T mustbe ableto decideand recover locally
(similarto Lemmad4). If thisrecoveryleadsto anoutputsigned to A, it will contradictthe
unforgeabilityrequirementor B, becausd makesthis decisionwithoutary inputfrom B.
If they recoverto rejected, it contradictghe“No Surprises”+equiremenfor A because
B hasalreadyreceveda valid contract.

To prove thatno protocolin time 1 exists, we assumeherewere sucha protocol. In
this protocol, the messagefrom the third party cannotdependon the contract,whereas
the messageto the third party will not changethe outcomeof a subsequenterification
sincewe do not allow 3-partyverification. Therefore thesemessagesanbe omitted. The
resultingprotocolwould be atwo-messagerotocol,andwe have alreadyshavn thatthose
donotexist. m

7 An Optimal SynchronousSchemaewith Three-Rarty Ver-
ification

Wewill now giveaprecisedescriptiorof thesynchronousontractigningschemesketched

in [Even83] and prove its correctnesandits optimality. The schemeequirestwo mes-

sagesin only oneround. The underlyingideais that both sendtheir contractand “no

answer’meansagreementThe optimisticbehaior is depictedn Figure15. Thebehavior
of the signatorieds depictedn Figure16. Thethird partyis depictedn Figurel7.
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Signatory A Signatory B
ok: signed ok: signed
else:“resolve” else:“resolve”

Figure 15: OptimisticBehavior of the Message-Optimabynchronouschemes basedn
SignatureRevocation.

sign/mlﬁ
™~

“miB /m2A l rn1B\/signed
*(m m
m’ U frejected ms IS|g_ned (m1A, m1B)
rejected) €=--------— r;] ______ map / m4A
m'’ 3 srejected 3 /signed

Figure 16: Signatorye.g.,A, of Schemeb.

Schemeb (Schemefr om [Even 83))
This schemeconsistf thetriple (A, B, V) andathird party T of interactive probabilistic
machinesvhich areableto executethe protocolsdefinedasfollows:
Contract Signing(Protocol“ sign”; Figure15): Oninput(sign, C4, tid), eachsigna-
tory, sayA, sendsts contractm 4 :=sig, (C4) to theothersignatoryin thefirst round.
If asignatoryrecevesm; g with the samecontractfrom the peer it outputs(signed,
C, tid). Else,it starts“resolve”.

Recweryfrom ExceptiongSub-Potocol“ resolve”): OnesignatorysayplayerA, starts
“resolve” in Round2: A sendsamessagens 4 := siga (m14) to thethird party.

If the third party receizes messagesn>4 andmsp from both playersin Round?2 it
forwardsthemasms = sigy(mia,miB) Or m3 := sigr(revoke) to both players
dependingn whetherthe containedcontractavereidenticalor not. Both playersthen
output(signed, C, tid) if they recevedms and(rejected, tid) if they recevedms.
If the third party receivesonly onerecovery requestsay messagens4 from A, this
messageontainsA’s allegedpartm) 4, of the contract. The third party forwardsthis
messagén Round3 asmsp := sigr(ma4) to B. PlayerB thenresendghe contract
it hasreceved in messagensp := sigg(mia, mip) to T who forwardsit in ms =
sigr(mia,m1p) to A who will output(signed,C, tid). If a dishonesB doesnot
answef T revokesA’s signaturecontainedin my 4 by sendinga revocationmessage
my := sigy(revoke) to A whowill output(rejected, tid).

Note that messagen; 4 containedin myp may be differentfrom the messagen/ 4
containedn ms 4. In thiscaseanincorrectA sentawrongrecovery requestns 4 and
thecontainedn/ , is justignored.

Verificationof a Contract (Protocol“ show”):  Oninput (show, tid), a signatory sayA,
looks up (m1 4, m1p) andsendst to the verifier. The verifier forwardsthe contract
to T. If T doesnot resenda revocationmessagen} or mj in the next round, the
verifieroutputs(signed, C, tid) and(rejected, tid) else.

m|
Notethatif bothsignatoriesiswell asthethird party participaten theverification(i.e.,
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Figure 17: Third Party T of Schemeb.

anevenwealker model),onemaymalke this schemeptimistic: Thenon-shaving partymay
shaw adifferentsignedmessagé the shaving party cheats.

Lemma 6 (Security of Schemeb)
Scheméb is asynchronougair contractsigningschemaewith three-partyverificationwhich
is optimisticon agreement.&

Proof of Lemma6: Theschemedheredo the modified Definition 4 by construction We
now shaw thateachof therequirementslescribedn Definitions3 and6 arefulfilled:

CorrectExecution: If both correctplayersA andB input (sign, C, tid) with identical
tid andC, thenbothreceive avalid contractandoutput(signed, C, tid). If bothinput
differentcontracts both will startresohe after Round1 andthe third party will send
mj to bothsignatoriesvhowill thenoutput(rejected, tid).

Unforgeability of Contracts: In orderto corvinceacorrectverifierV for agiventid, one
needs(mi 4, m1p). A correctsignatory say A, will not sendm; without the input
(sign, C, tid).

Verifiability of Valid Contracts: If acorrectplayerA outputs(signed, C, tid) thenit has
recevedm; g andproducedn; 4 or elserecevedms or ms containing(mi 4, mis)
with identical contracttexts. This will be acceptedy the verifierif this tid wasnot
revoked. Now assumehatacorrectT sentarevocationtokenm/ or mf for this tid. If
thetokenis m} (both partiesstartedrecovery), eitherT wasincorrectsinceit sentm
andmgs or ms or elseA wasincorrectsinceit startedresolve afteraoutputsigned.
If the tokenwasmy (oneparty startedrecovery), eitherA or B did not answer If a
correctplayer A outputsigned, it would answer If B did not answer A would not
have outputsigned.

No Surpriseswith Invalid Contracts: If an correctsignatoryA outputrejected onin-
put (sign, C, tid), it hasrecevedmf or m{ which will be resentby the third party
to the verifier during the verification protocol. Therefore the verifier will decideon
rejected, toO.

Terminationon SyndironousNetwork: Theschemeequiresatmost5rounds(lin “sign”
and4in “resolve”) to terminate.
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Optimisticon Agreement:If two correctsignatoriesnput (sign, C, tid), the protocol
outputs(signed, C, tid) to bothparticipantsafterroundl without contactingthethird

party.

Theorem 6 (Optimality of Scheme5)

In the synchronousnodelwith state-lkeepingthird party, thereexists no contractsigning
schemewith three-partyverificationanda “sign"—protocol with lessthantwo messages
in caseof agreement.&

Proof of Theoem®6: If anoptimistic 1-messag@rotocolexists, one party doesnot send
ary message Therefore the third party andthe senderof the single messageareableto
corvinceaverifierwhich contradictgsheunforgeabilityrequirementor therecipientof this
singlemessages

8 A Optimal AsynchronousSchemewith Three-Rarty Ver-
ification
We now describean asynchronousersionof the optimistic Schemel. This schemecan

only bemadeasynchronouby allowing three-partyverifications.Theindividualmachines
of the playersaredepictedn Figuresl9,21,and20.

Scheme6 (Message-OptimalSynchronous)
This schemeconsistsof the triple (A,B,V) and T of interactve probabilisticmachines
which areableto executethe protocolsdefinedasfollows:

Contract Signing(Protocol“ sign”; Figure18): On input (sign, C4, tid), the signa-
tory A initiates the protocol by sendingthe signedmessagen; := sig, (C4) with
contractC'4 to the respondingsignatoryB. B recevestheinput (sign, Cg, tid) and
messagen; andverifieswhethertherecevedcontracttext C4 is identicalto theinput
contractext Cp. If notorif wakeup isinputbeforem; isreceved,theplayersdisagree
aboutthe contractandB returns(rejected, tid). Else,it signsthe receved message
andsendst asms :=sigg(m1) to A. If it recevedms, A thensignstherecevedmes-
sageagain,sendst asmg := sig, (m2) backandoutputs(signed, C, tid). Onreceipt
of messagens, B outputs(signed, C, tid) aswell. After a successfukxecutionof
this optimistic protocol, A andB storemg underthe tid for laterusein a verification
protocol.

If A getsaninputwakeup beforereceving messagens, it starts“resolve;” to abort
the protocol. If B did notreceive messagens, it maybethatA neverthelessvasable
to computeavalid contractms afterreceving ms. ThereforeB startsthe“resolve,”
protocolto invoke thethird partyto guaranteédairness.

Recweryfrom Exception{Sub-Potocol” resolve;”): To startthis recovery protocol,
A sendsthe messagensa := sig, (abort) to T. If the third party madea decision
before,it resendghe decision. If the third partyis in its start-state,it changego
theaborted stateandacknavledgeshisto A by sendingmns := sig(aborted). If A
recevesms, it outputs(rejected, tid). If A recevesmy, it outputs(signed, C, tid).

RecaweryfromExceptiongSub-Pptocol“ resolve,”): First,B sendsnyp:=sigg(ms2)
containingm; andmy to the third party T. If the protocol was aborted,the third
party resendsns. Else,it sendsan affidavit m} := sigy(m2) to B and changego
the signed—state.If B recevesmy, it outputs(signed, C, tid). If it recevesms, it
outputs(rejected, tid).
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Signatory A Signatory B
mi
notok or wakeup:
rejected
ma
not ok or wakeup:
“resolve;”
elsesigned.
ms3
notok or wakeup:
“resolvey”
elsesigned.

Figure 18: Optimistic Behavior of the Message-OptimabynchronousSchemes.

o)
'sngn/ml ‘ m2 /m3 .<_

wakeup / m4A l m 5/3|gned

Figure 19: SignatoryA of Schemes.

Verificationof a Contract (Protocol“ show”):  On input (show, tid), signatoryA looks
up my andsendst asm 4 := sig, (m2) to the verifier. The verifier thenforwardsthis
messagéeo thethird party. If thethird partyresendsaanabortmessagens, the verifier
outputsrejected. If thethird partyanswerswith my, it outputssigned.

SignatoryB on the otherhandeitherlooksupm{ or m3 signsit andandsendst to the
verifier. If the verifier receizesa correctmessageit outputssigned andrejected,
else.

O

Notethatms is a valid contractfor B in arny casewhereast neednot be a valid contract
for A if it abortedthe protocol.

Lemma 7 (Security of Schemet)

Scheme6 is a asynchronougair contractsigning schemewith three-partyverification

whichis optimisticon agreement.<

Proof of Lemma7: The schemeadheredo Definition 4 by construction.We now shav

thateachof therequirementslescribedn Definitions3 and6 arefulfilled:

CorrectExecution: If both correctplayersA andB input (sign, C, tid) with identical

tid andC, thenboth receire a valid contractms andoutput(signed, C, tid). If the
contractsor tid’s differ and a signatory say A, inputswakeup, this playerwill start
resolhe by sendingns 4 andwill output(rejected, tid) afterreceving ms.
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show/m3 orm'g .

‘ S|gn/ my/mg ‘ ms@g@a @

Cp#Cpg or wakeup / ¢
rejected

rejected ‘ ______ » \rejected
m 5/rejected

wakeup/m4B ' m 5/5|gned

Figure 20: SignatoryB of Schemes.

*/m5 */m5
ma/m's j
maa / m m4B/m5
aborted 4A TS . @

Figure 21: Third Party T of Schemes.

Unforgeability of Contracts: In orderto corvince a correctverifier V for a given tid,
oneneedscorrectmessagess or m} for this tid. Sincems aswell asmy contain
signaturedrom both participantsa correctsignatoryinput (sign, C, tid).

Verifiability of Valid Contracts: If acorrectsignatoryA outputs(signed, C, tid) thenit
recevvedmsy or my from which it canextractms whichis avalid contractif the third
partydoesnotresendn;. If m{ hasbeenreceivedandthethird partyresendsns, the
third partyis incorrect. If ms hasbeenrecevedanda correctthird party resendsns,
A is incorrectsinceit sentm,4 While receving ms. If B output(signed, C, tid), it
recevedms or mg whichwill beacceptedy theverifierin ary case.

No Surpriseswith Invalid Contracts: Let us first assumehat a correctsignatoryA re-

turnedrejected oninput (sign, C, tid) whereasB is ableto corvince the verifier.
This requiresthat B knows mg or my for the given tid and C. SinceA returned
rejected, it executed‘resolve;” receving ms. Thus,B did notreceie my from
the correctT. If B receved ms, A wasincorrectsinceit sentms while executing
“resolve;”.
If B returnedrejected whereasA is ableto corvince a verifier, A knows m 4 which
containsmy. Therefore,B outputrejected after receving ms during “resolvey”
andthis decisionwill be resentduring recovery anda correctverifier will decideon
rejected.

Terminationon AsyntironousNetwork: The schemeequiresat mosttime 2 afteranin-
putwakeup.

Optimisticon Agreemenbn AsyndironousNetwork: If two correctsignatoriesnput(sign,
C, tid) andbothagree signatoryA outputs(signed, C, tid) aftertime 2 andplayerB
aftertime 3.

Theorem 7 (Optimality of Schemeb)
Thereexistsno asynchronousptimisticcontractsigningschemewith three-partyerifica-
tion with a“sign”—protocolwith lessthanthreemessages caseof agreemenandevery
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three-messagerotocolrequiresatleasttime 3. <

Proof of Theoem7: If we assumethat therewould be a two-messagesynchronous
optimistic*sign"—protocol,unforgeabilityrequiresthateachsignatorysendsoneof these
messageskurthermoregachof thesemessagemustbe a valid contractif the signatures
for the given tid have not beenrevoked. Optimismrequiresthatif this singlemessagés
recevedcorrectlyandthe signatoriesagree this signatoryoutputssigned.

Let usassumehatonesignatoryreceveswakeup aftersendingts messagéut before
receving themessagé&romthepeer If thisis thefirstrequesto T for this tid, thissignatory
is requiredto recoverwith thethird partyto rejected in orderto guarante@nforgeability.
But this contradictsthe no-surprisesequiremensincethe othersignatoryalreadyoutput
signed.

Let usassumehattherewould be anoptimistic“ sign"—protocolwith threemessages
in two rounds. Thenthis can be usedto constructa two-messaggrotocol by shoving
messagebk e in theproof of Theoren3 but suchatwo-messagerotocoldoesnot exist. m

9 Conclusion

We describedewn andexisting protocolsfor fair contractsigningonsynchronousandasyn-
chronousetworks. We have proventight boundsor differentnetwork andcontractsigning
models.

Oneconclusionis thatin practice,optimistic protocolsshouldbe betterfor mostap-
plicationssincea high percentagef faulty protocolexecutionsseemsunlikely. Optimistic
protocolshave practicaladvantagesuchasa higheravailability andmoreprivacy against
thethird party, which requiresadditionaleffort (seee.g.,[FrRe97]) for in-line protocols.
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