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Current Situation in Electronic Commerce
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Situation in Electronic Commerce with SECA
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Scenario of a Business Transaction over Open Networks

NN L
: 'AL‘ : i : Government
‘ Seller *Tox Laws II-

November 4th 1998
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e Contract

*Payment

*Consumen protection
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Main Obstacles to Electronic Commerce

 Various legal systems with individual regulations

* Without Digital Signatures players do not frust in
Electronic Commerce

* No unified reguirements for CA's and
no harmonized CPS

* No“or not sufficient regulations on liability
for digitally signed messages



Focus of the Selected Approaches

UNCITRAL Model Law (] 996) ., * Functional equivalent of digital
signatures to traditional signatures

* No regulations on Liability
*_General recommendations for

OECD Guidelines “ 992] electronic commerce and for
liability
EU Directive » Validity of Digital Signatures

— e Liability of CA’s
* Mutual recognition of certificates

(Proposal 1998)
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* Establishing a secure-infrasfructure

German pigital T for digital signatures
Signature Act/(1997) « Licensing of CA’s
*|iability of CA’s forissuing certificates

Utah . BuiIinng of a CA. |

Digital Sianature Act “ 995) » Duties and liabilities of a CA
K Igifalsig « Duties and liabilities of the subscriber
-
] EDI Agreements — * Legal Protection on a bilateral commercial
s relationship
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The Principles and the Solution of SECA

 Establishment of a well defined legal basis
for players doing electronic commerce

> 4 Principles o o
» Regulate liability for digital signatures

* Enable fair cross-border commerce between
p-b, b-p and p-p., iIncluding non technical players

* Enhance awareness of the players

* Agreement with provisions of liability
among other provisions

=) Solution

o Liability limit for claimed compromised keys

* Code of Conduct that has to be followed, including defaults
e Guidelines with criteria for electronic commerce software
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The Structure of SECA

1. The Agreement’

2. '‘Code of Conducft

* provisions
* handwritten signature of the player
e deposit at the SECA CA

~ BeNlavior related 1o business

3. The Guidelines’ m

o Requirements for fechnical
equipment

* '‘SECA compliant’ components

* Protection from attacks



The Agreement’

Agreement between the SECA player and the SECA CA with effect to
other SECA players or non-SECA players

Scope of * Acting according SECA whenever player uses or offers
Agreement to use the SECA key for signing digitally

* Area of applicable business transactions

* Obligations of the SECA Players

Formation and Validity * Applying SECA defaults
of Confracts *Validity of digitally signed contracts
* Assent of digital signatures
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Liability * Liability for digitally signed messages
e Liability for claimed compromised keys
e Liability of CA's and Manufacturers
e Liability limits
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Breach of Agreement *Exclusion from SECA
*Blacklists
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SECA Limit, Partner Specific Limif, Liability Cover Limit

guarantee always issued

only relevant for
. . on request, normally
compromised signature ot que

Euro 2000 '

' BN R
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Euro 1000
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Euo 0 ggca Pariner specific Liclility Cover Service
limit (fix) limit (fix) imit (monthly)
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‘The Code of Conducft

* Applicable Law
e Conclusion of contract
* Personal Data and Confidentiality

* Advertising and Competition

Behavior related  Negotiation

o Business

e Offers and Acceptance

e Consumer Protection Issues

e Content of Contracts and Internet
Pages

* Privacy and Data Protection

* Dispufte Handling
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‘The Guidelines’

Requirements for 'SECA compliance’ of components:

*provide user interface well comprenhensive for
non fechnical users

*provide and inform users of means to protect themselves
* prevent attacks
*enforce fair commerce

Recommended user equipment for best protection

Defines equipment levels and shows risks from low
[no secure HW used, any downloaded software used] to high
[secure HW, secure OS used]
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‘The Guidelines’

Gives recommendations for best protection

*Care for keys (Qnd access to keys)
*No using any other keys without liability limit

e Care for data

*Use 'SECA compliant’ components

*Use a good combination for committed limited liabilities

e Ensure fair commerce
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The Benefits of SECA

* SECA combines essential regulations in one single agreement

o SECA is open for everyboay

» SECA protfects the key holder from unpredictable daomage
» SECA protects the relying party from unpredictable damage

» SECA enforces the awareness of the players

SECA enables fair electronic commerce even for
non technical players, NOW!
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