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Abstract

The security of many cryptographic constructions relies on assump-
tions related to Discrete Logarithms (DL), e.g.,the Di e-Hellman, Square
Exponent, Inverse Exponent or Represeration Problem assumptions. In
the concrete formalizations of these assumptions one has some degrees
of freedom o ered by parameters such as computational model, problem
type (computational, decisional) or succesgrobabilit y of adversary. How-
ever, these parameters and their impact are often not properly considered
or are simply overlooked in the existing literature.

In this paper we identify parameters relevant to cryptographic ap-
plications and describe a formal framework for de ning DL-related as-
sumptions. This enablesus to precisely and systematically classify these
assumptions.

In particular, we identify a parameter, termed granularit y, which de-
scribesthe underlying probabilit y spacein an assumption. Varying gran-
ularit y we discover the following surprising result: We prove that two DL-
related assumptions can be reducedto eac other for medium granularit y
but we also show that they are provably not reducible with generic algo-
rithms for high granularity. Further we show that reductions for medium
granularity can achieve much better concrete security than equivalent
high-granularit y reductions.

Keyw ords: Complexity Theory, Cryptographic Assumptions, Generic Algorithms,
Discrete Logarithms, Die-Hellman, Square Exponert, Inverse Exponert.
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Most modern cryptographic systemsrely on assumptionson the computational
di cult y of someparticular number-theoretic problem.! One well-known classof

1The exceptions are information-theoretically ~ secure systems and systems such as hash-
functions or shared-key encryption relying on heuristic assumptions, e.g., the Random Oracle



assumptionsis related to the di cult y of computing discretelogarithms in cyclic
groups ( ). In this classa number of variants exists. The most
prominent ones,besides Discrete Logarithm (DL) , are the computational
and decisional Di e-Hellman (DH) assumptions(

) Less known assumptions are Matc hing Die-Hellman

]

( ), Square Exponent (SE) ( ),
and Inverse Exponent (IE) ( ), an assump-
tion closely related to the Inverted-Additiv e Exp onent (IAE) Prob-
lem introduced by )2 and also implicitly required for the
security of the schemes proposed by )
and ). Further related assump-
tions memoned in the sequelare Generalized Die-Hellman (GDH)

( ] ) and the Represen tation Problem (RP)
( ). Sewral addmonal papershave stud|ed relations amongtheseas-

sumptions, e.g., ( ; ] ]

In the concreteformalizations of these assumptionsone has various degrees
of freedom o ered by parameters such as computational model, problem type
(computational, decisionalor matching) or succesgrobability of the adversary.
However, such aspects are often not precisely consideredin the literature and
consequencesre simply overlooked. In this paper, we addressthese aspects
by identifying the parametersrelevant to cryptographic assumptions. Basedon
this, we presert a formal framework and a concise notation for de ning DL-
related assumptions. This enablesus to precisely and systematically classify
these assumptions.

Among the speci ed parameters,we focus on a parameter we call granular-
ity of the probability spacewhich underlies an assumption. Granularity de nes
what part of the underlying algebraic structure (i.e., algebraic group and gen-
erator) is part of the probability spaceand what is xed in advance: For high
granularity an assumptionhasto hold for all groupsand generators;for medium
granularity the choice of the generatoris included in the probability spaceand
for low granularity the probability is taken over both the choice of the group
and the generator. Assumptions with lower granularity are weaker than those
with higher granularity. Nonetheless,not all cryptographic settings canrely on
the weaker variants: Only when the choice of the system parametersis guaran-
teed to be random one can rely on a low-granularity assumption. For example,
consider an anonymous payment system where the bank choosesthe system
parameters. To basethe security of such a systema-priori on a low-granularity
assumption would not be appropriate. A cheating bank might try to choosea
weak group with trap doors (easyproblem instances)to violate the anonymity of
the customer. Such a cheater strategy might be possibleevenif the low-granular
assumptionholds: The assumptionwould ensurethat the overall number of easy

Model (
2Note that SE and IAE are orlglnally called Squaring Die-Hellman ( ) and
Inverted-Additiv e Di e-Hellman ( ), respectively. They are renamed here for

consistency and clarit y reasons.



4 2 TERMINOLOGY

problem instancesis asymptotically negligible (in respectto the security param-
eter). Nonetheless,it would not rule out that there are in nitely many weak
groups! However, if we choosethe system parameters of the payment system
through a random yet veri able processwe can resort to a weaker assumption
with lower granularity. To our knowledge no paper on anonymous payment
systemsaddresseghis issueproperly. Granularity wasalso overlookedin di er-
ent contexts, e.g., ) ignoresthe fact that low-granular assumptions
are not known to be random self-reducible and comesto a wrong conclusion
regarding the correctnessof a certain self-corrector.

In this paper, we show that varying granularity can lead to surprising re-

sults. We extend the results of ) to the problem classlE, i.e., we
prove statemerts on relations betweenIE, DH and SE for both computational
and decisionalvariants in the setting of ), which correspondsto the

high-granular case. We then consider medium granularity (with other param-
eters unchanged) and show the impact: We prove that the decisional IE and
SE assumptions are equivalent for medium granularity whereasthis is prov-
ably not possible for their high-granular variants, at least not in the generic
model ( ). We also shaw that reductions betweencomputational IE,
SE and DH cano er much better concretesecurity for medium granularity than
their high-granular analogues.

2 Terminology

2.1 General Notational Conventions

By fab;c;:::g and (ab;c;:::) we denote the set and the sequence
consisting of the elemens a b, ¢, :::. By specifying a set as
ff(ve;iii;vn) jpredvy;:::;vn)g we meanthe setof elemeris we get by evalu-
ating the formula f with any instantiation of the n free variables vi;:::; vy
which fullls the predicate pred, e.g., f(v;v?) j v 2 g denotesthe set of
all tuples which contain a natural number and its square. Similarly, we de-
ne (f(vi;:::;vn) j predvy;:::;vy)) to be the sequenceof elemens we get
by ewaluating the formula f with any instantiation of the n free variables
Vi;:::;Vh which ful lls the predicate pred The elemens are ordered according
to somearbitrary but xed order relation on the (instantiated) argumert tuples
(V1;:::;vq). For example, ((v;v?) jv 2 ) denotesthe in nite sequenceof all
tuples which contain a natural nhumber and its square,and where the sequence
is ordered, e.g., using the standard order < on and the value of v asthe sort
index.

The evaluation and following assignmei of an expressionexp to a variable
v is denotedby v expg. By v S we mean the assignmen of a uniformly
chosenrandom elemer from the set S to variable v. Similarly, v 2g S denotes
that v is a uniformly distributed random elemert from setS. Finally, by t:= exgr
we meanthat by de nition the term t is equalto exp.

Simple random variables are specied asv ° S as mertioned above. To
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specify more complicated random variables, we use the following notation:
(f(ve;:i:;vn) s assigrive ;i ;vn)). By this we meanthe random variable hav-
ing a structure asde ned by the formula f and a probability spaceasinduced
by binding the n free variables v, ;::: ;v, via the assignmen rule assign e.g.,
((v;v® v © ) denotesthe random variable consisting of a tuple which con-
tains an integer and its squarewhere the integer is uniformly chosenfrom .
Similarly, ff (vi;:::;vn) i assigrivy;::: ;Vn)g de nes an ensenble of random
variablesindexedby the free variablesv; which are left unspeci ed in the assign-
mernt rule assignand which have by de nition domain , e.g.,f(v;vK) v ® g
denotesthe ensenble of random variables consisting of a tuple which contain
an integer and its k-th power where the integer is uniformly chosenfrom
and the natural number k is the index of the ensenble. Finally, let v be some
arbitrary random variable or random variable ensenble. Then, [v] denotesthe
set of all possiblevaluesof v.

To specify probabilities, we use the notation Prob [pred(vy;:::;vy) =
assigiivy ;:::;vn)]. This denotesthe probability that the predicate pred holds
when the probability is taken over a probability spacede ned by the formula
assignon the n free variablesv; of the predicate pred. For example,Prob [v 0
(mod 2)::v * ] denotesthe probability that arandom elemert of |, is even.

For cornvenience,by log we always meanthe logarithm to the basetwo.

2.2 Asymptotics

Cryptographic assumptionsare always expressedasymptotically in a securit y
parameter k 2 . To classify the asymptotic behavior of functions !

(with denoting the set of all non-negative real numbers) we require the
following de nitions.
We can extend ordinary relation operatorsop 2 f<; ;=;>; g onelemens

of  to asymptotic relation operators op; on functions f1 and f, de ned as
above as follows:

f1(k) op; fa(k) = 9ko 8k> ko : f1(k) op fa(k):

The corresponding negation of the asymptotic relation operatorsis then denoted
by 6, , 6, ,6; , 6, ,and 6, , respectively.

For example,f1(k) <1 f2(k) meansthat f; isasymptotically strictly smaller
than f, andf1(k) 6, f2(k) meansthat f; is not asymptotically larger or equal
to fo, i.e., for eadh kg there is a k; > ko sudh that fi(k;) < fao(ky). However,
note that the f1(k) 6, f2(k) doesnot imply fi(k) <1 fa(k)!

Let poly(v) be the classof univ ariate I:;oolynomials with variable v and
non-negative coe cien ts, i.e., poly(v) := f id:O avijd2 o A a2 o0

Furthermore, let poly(vy;:::;vy) be the class of multiv ariate polynomi-
al; witla) n \_/ariaglesvj and non-negative coe cien ts, i.e., poly(vy;:::;vn) =
f id:O }2‘1‘ aj | vidijd2 o /I\Da” 2 0" (dj1;:::;djn) 2 DMg where

DM :=f(djl2fL:::;ng)jdi2 o ,”:l d = ig. Basedon this we cande ne
the following useful classesof functions:
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A negligible function (k) is afunction wherethe inverseof any polynomial
is asymptotically an upper bound, i.e., 8d> 0 9ko 8k > ko : (k) < 1=kd. We
denote this by (k) <; 1=poly(k). If (k) cannot be upper boundedin such a
way, we say (k) is not negligible and we denotethis by (k) 8, 1=poly(k).

A non-negligible function f (k) is a function which asymptotically can be
lower bounded by the inverse of some polynomial, i.e., 9d > 0 9k 8k > kg :
f(k) 1=k9. We denotethis by f (k) ; 1=poly(k).® If f (k) cannot be lower
boundedin such a way we say f (k) is not non-negligible and denote this by
f (k) 6, 1=poly(k).

Non-negligible functions are | when seenas a class| closed under
multiv ariate polynomial composition, i.e., 8n 2 8i 2 f1;:::;ng 8p 2
poly(vy;:::;vn)nfOpoyg 8fi 1 1=poly(k) : p(fq;:::5fn) 1 1=poly(k) where
Opoly denotesthe null polynomial. This holds also for negligible functions if
there is no non-zero constart term in the polynomial, i.e., we selectonly ele-
mernts from the classpoly(vy;::: ;vn) whereap; is zero. For not negligible and
not non-negligible functions this holds solely for univariate polynomial com-
position. Finally, the addition (multiplication) of a non-negligible and a not
negligible function is a non-negligible (not negligible) function. Similarly, the
addition of a negligible and a not non-negligible function is a not non-negligible
function. The multiplication of a negligible and a not non-negligiblefunction is a
not non-negligiblefunction or even a negligible function if the not non-negligible
function can be upper bounded by somepolynomial.

2.3 Computational Mo del

The computational model is based on the class TM of probabilistic Turing
machines on the binary alphabet f0;1g. The runtime of a Turing machine
M is measuredby the number of simple Turing steps from the initial state
with given inputs until the machine reachesa nal state. This is denoted by
RunTime(M(inputs)).The complexity of a Turing machine is expressedas a
function of the bit-length of the inputs encaded on its input tape and de ned
as the maximum runtime for any input of a given bit-length. To make the def-
inition of the probability spacesmore explicit, we model a probabilistic Turing
machine always as a deterministic machine with the random coins given as an
explicit input C chosenfrom the uniform distribution of in nite binary strings
U. Howewer, we do not considerthe randomnesswhen calculating the length
of the inputs. The important classof polynomial-time  Turing machines is
the classof machines with polynomial complexity:

fA ] A2TM:
8d1; 9d,; 8k;
8inputs 2 f0; 1g""; 8C2 f0: 1g" ;
. RunTime(A(C;inputs)) < k%g

3Note that not negligible is not the same as non-negligible, there are functions which are
neither negligible nor non-negligible!
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When we usethe term e cien t in the context of algorithms or computation
we mean a Turing machine with polynomial complexity. By a hard problem
we mean the absenceof any e cient algorithm (asymptotically) solving that
problem.

In some situations, e.g., in a reduction, a machine M has accessto some
other machines Os;::: ; O, and can query them asoracles. We denote this by
MO :On - This meansthat the machine M can write the input tapesof all O;,
run them on that input, and read the corresponding output tapes. However, M

doesnot get accesgo the internal structure or state of the oracle.

2.4 Indistinguishabilit vy

Let two families of random variables X = (Xx jk2 )andY = (Yxjk2 )
be de ned over some discrete domain D. They are said to be computa-
tionally indistinguishable i there is no e cient distinguishing algorithm
D which can distinguish the two asymptotically, i.e., jProb [D(1%; Xy) = 1]
Prob [D(1X;Yy) = 1Jj is a negligible function in k. This is denoted by X ‘v.
X and Y arg,statistically indistinguishable i the statistical dierence

x:v)(K):=" 4op JProb [Xyx = d] Prob [Yy = d]j isanegligiblefunction. This
is written asX Y.

2.5 Algebraic Structures

The following terms are related to the algebraic structures underlying an as-
sumption.

Finite cyclic group G: A group is an algebraic structure with a set G of
group elements and a binary group operation :G G! G sud that the
following conditions hold:

the group operation is associativ e, i.e., a (b ¢) = (a b c for all
a;b;c2 G,

there is an identit y element 12 Gsuchthat a 1= a= 1 a for all
a2 G, and

foreah a2 Gthereisaninversea 12 Gsuchthata a 1=1=a ! a

The group order is the cardinality of the set G and is denoted by jG;j.

In the following, we write group operations always multiplicativ ely by juxtap o-
sition of group elemens; Nonetheless,note that the following results apply |

with the appropriate adaption of notation | also to additive groups such as
elliptic curves. The exp onentiation a* fora2 G andx 2 ¢ isthen de ned

X e
as usual as é’w'z The discrete logarithm of a givenb2 G in respectto a
specied basea 2 G is the smallestx 2 o such that @ = b or unde ned if
no such x exists. The order of a group element b2 G is the least positive
integer x such that b* = 1 or 1 if no such x exists.
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A group G is nite if jGjis nite. A group G is cyclic if there is a generator
g2 G, sudhthat 802 G9!x 2 jg; : g* = b The order of all elemerts in a
nite cyclic group G divides jGj. In particular, there are exactly ' (d) elemeris
of order d (where d is any divisor of jGj).

All consideredassumptionsare basedon nite cyclic groups. For brevity, how-
ever, we omit the \nite cyclic" in the sequeland refer to them simply as
\groups".

For more information on the relevant abstract algebrawe refer you to the book
of ).

Algorithmically , the following is noteworthy: Finding generatorscan be done
e cien tly when the factorization of jGj is known; it is possibleto perform ex-
ponertiations in O(log (jGj)) group operations; and computing inversescan
be done in O(log (jGj)) group operations under the condition that jGj is
known. For the corresponding algorithms and further algorithms for abstract
or concrete groups we refer you to the books of ) and

).

Structure instance SI:A tuple (G;g1;:::;gn) containing a group G as rst
elemen followed by a sequenceof one or more generatorsg;. This represerts
the structure underlying a particular problem. We canassumethat the structure
instance Sl (though not necessarilyproperties thereof such asthe order or the
factorization of the order) is publicly known.

As a convertion we abbreviate g; to g if there is only a single generator assa@i-
ated with a given structure instance.

2.6 Problems

The following two terms characterize a particular problem underlying an as-
sumption.

Problem family P: A family of abstract relations indexed by their underlying
structure instance SI. An example is the family of Die-Hellman problems
which relate two (secret) numbers x and y, the two (public) valuesg* and g”,
and the value g% whereall exponertiations are computed using the generatorg
speci ed in SI. We de ne a problem family by explicitly describingits problem
instancesas shown in the next paragraph.

Problem instance PI: A list of concreteparametersfully describinga partic-
ular instance of a problem family, i.e., a description of the structure instance Sl
and a tuple (priv;publ;sol) where priv is the tuple of values kept secretfrom
adversaries, publ is the tuple of information publicly known on that problem
and sol is the set of possiblesolutions® of that problem instance. When not ex-
plicitly stated, we can assumethat priv consistsalways of elemerts from g;j,

4The solutions might not be unique, e.g., multiple solution tuples match a given public
value in the caseof the Represertation Problem (See Section 3, Parameter 1).
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publ consistsof elemerts from G, and sol is either a set of elemens from g;
or from G.

If we take the aforemertioned Di e-Hellman problem for subgroupsof , of
order g with p and g prime as an example,a problem instance Pl 4 is de ned
by atuple

(=g PD; (9)): (% Y); (6% 9Y): T (7))
where p=q denotesthe parameterizeddescription of the group and its operation,

and p; q are the corresponding group parameters. (More details on the group
description and parameter are givenbelow whengroup samplersare intro duced.)

This presernation achieves a certain uniformity of description and allows a
genericde nition of types of problems, i.e., whether it is a decisional or com-
putational variant of a problem. While this might not be obvious right now, it
should becomeclear at the latest in Section 3 below when we give the explicit
de nition of the dierent problem families with Parameter 1 and the precise
de nition of problem typeswith Parameter 2.

For corvenience,we de ne PIS', PI P! PPV and P19 to be the projection
of a problem instance PI to its structure instance, public, private and solution
part, respectively. Picking up again above example, this means Pl py Sh=
(( pegr PAD;(9), PlonP™ :=(xy), Plon Publ:= (g*;¢’), and Pl py * =g g,
respectively.

2.7 Samplers

In the following, we describe di erent probabilistic polynomial-time algorithms
we useto randomly select(sample) various parameters. Note that these sam-
plers cannot be assumedto be publicly known, i.e., to samplefrom the corre-
sponding domains adversarieshave to construct their own sampling algorithms
from publicly known information.

Group sampler SGg: A function which, when given a security parameter
k as input, randomly selectsa group G and returns a corresponding group
index. We assumethat a group sampler selects groups only of similar na-
ture and type, i.e., there is a general description of a Turing machine which,
based on a group index as parameter, implements at least the group opera-
tion and the equality test, and species how the group elemens are repre-

serted. An example are the groups pioneeredby ) in his identi-
cation and signature schemesand also used in the Digital Signature Stan-
dard (DSS) ( ),

i.e., unique subgroupsof | of order g with p and g prime. The group index
would be (p; q) and the description of the necessaryalgorithms would be taken,
e.g., from ). Note that, in this example, the group index
allows the derivation of the group order and the factorization thereof. However,
it cannot be assumedthat the group index | the only information besidesthe
description of the Turing machine which will be always publicly known about
the group | allows to derive sudh knowledge on the group order in general.
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The set of groups possibly returned by a group sampler, i.e., [SGg], is called
in the sequela group family G and is required to be in nite. To make the
speci c group family G more explicit in the sampler we often label the sam-
pler accordingly as SGg, e.g., for above example the sampler would be named
SG

Furthermore, the set of possiblegroups G returned by SGg for a given xed
security parameterk, i.e., [SGg(1¥)], is calledgroup siblings Gsg(ky- This rep-
resens the groups of a given family G with approximately the same\security".
We assumethat the group operation and equality test for the groupsin Gsg )
can be computed e cien tly (in k); yet the underlying problem is supposedly
asymptotically hard.

p=q

Slightly restricting the class of samplers, we require that the order jGj of
all G 2 Gsg(k) is approximately the same. In particular, we assumethat
the order can be bounded in the security parameter, i.e., 9d;;d, > 0 8k >
18G 2 Gsgvy : k% log(jGj) k%.5 For Schnorr signatures, in the ex-
ample given above, a group sampler might choosethe random primes p and
g with jqj 2k and p = rg+ 1 for an integer r suciently large to make

DL hard to compute in security parameter k. See ) and
) for the state-of-the-art algorithms for computing discrete log-
arithms and ) for a methodology on how to choose

parameters (as a function of the security parameter k), illustrated concretely
for group families such as |, or elliptic curves.

Generator sampler Sg: A function which, when givena description of a group
G for a xed group family, randomly selectsa generatorg 2 G. We assumethat

Sg has always accesssomehav, e.g., via an oracle, to the factorization of the

group order. This information is required by the sampler as the group index
might not be sucient to nd generatorse cien tly. This covers the situation

where an honest party choosesthe group as well as the generator but keeps
the factorization of the group order secret. Howewer, it also implies that the

factorization of the order shouldin generalbe public whenthe adversary chooses
the generators.

Note that the number of generatorsis ' (jGj) and, due to requiremerts on
group orders mentioned above, always super-polynomial in the security param-
eter k: Given the lower bound 8n 5 : " (n) > n=(6log(log(n))) (Fact
2.102, ) and our sizerestrictions on jGj we have asymptoti-
cally the following relation: ' (jGj)5Gj > 1=0O(log k) > 1=k.

Problem instance sampler SPIp: A function indexed by a problem family
P which, when given a description of a structure instance Sl as input, ran-

5This restriction is mainly for easiertreatment in various reductions and is not a hindrance
in practical applications: On the one hand, the upper bound is tight (larger groups cannot
have e cien t group operations). On the other hand, the common approach in choosing a
safe group order, e.g., as prop osed by ), will relate the group order
closely to the negligible probabilit y of guessing a random element correctly, and hence result
in exponential order.
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domly selectsa problem instance PI. Similarly to Sg, we assumethat SPI p
gets always accessto the factorization of the group order. Furthermore, SPI p
gets also accessto the discrete logarithms among the dierent generatorsin
Sl. This is required for some problem families, e.g., IE and RP(n).® In most
casesand in all examplesconsideredhere, this correspondsto randomly select-
ing priv and deriving publ and sol from it. For example, a problem instance
sampler SPI py for the Die-Hellman problem family would return a tuple
(SI; ((x;y); (9, ¢¥):f(g?¥)Q)) with x and y randomly picked from ;gj and g
taken from SI. When the specic problem family P is not relevant or clear
from the context we abbreviate SPI p to SPI.

Note that the running time of the samplersis always polynomially bounded
in the security parameter k.”

If not stated explicitly we can always assumea uniform distribution of the
sampledelemeris in the corresponding domains,asdonein most casesof crypto-
graphic applications. The rare exceonnsare casessuch asthe c-DLSE assump-
tion ( ), an assumptionon the di cult y
of taking discrete logarithms when the random exponerts are taken only from a
small set,i.e., 2c with ¢=! (loglogjGj) instead of jg;, or the Di e-Hellman
Indistinguishabilit y (DHI) assumptionsintroduced by ). The dif-
cult y of theseassumptionsis not necessarilytheir individual speci cation, e.g.,
c-DLSE could be de ned by suitably restricting the domain of the sol part of
a DL problem instance. The deeper problem is that proving relations among
these and other assumptionsseemsto require very speci c tools, e.g., for ran-
domization and analysis of resulting successprobabilities, and are di cult to
generalizeas desirablefor a classi cation as preseried here. Howewer, it might
beworthwhile to investigatein future work whether thesecasescanbe addressed
by treating the sampling probabilit y distribution asan explicit parameter of the
classi cation. To make this extension promising, one would have to rst nd
a suitable categorization of sampling probability distributions which: (1) cap-
tures the assumptionscurrently not addressed,and (2) o ers tools assistingin
proving reductions in a generalizablefashion.

3 Parameters of DL-based Assumptions

In de ning assumptions,a cryptographer hasvarious degreesof freedomrelated
to the concretemathematical formulation of the assumption, e.g., what kind of
attackers are consideredor over what valuesthe probability spacesare de ned.

6As a practical consequence,it meansthat for such problem families either this information
has to be public, e.g., the group index should allow the derivation of the factorization of the
order, or the group and generators are chosen by the same party which samples the problem
instance.

7For SG this holds trivially as we required samplers to be polynomial-time in their inputs.
The input of Sg are the outputs of a single call of a machine (SG) polynomially bounded
by k and, therefore, can be polynomially upper bounded in k. As the class of polynomials is
closed under polynomial composition this holds also for Sg and, using similar reasoning, also
for SPI .
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To shed some light in these degreesof freedom we classify intractabilit y
assumptions for problems related to DL and relevant to many cryptographic
applications. We identify the following orthogonal parameters. Additionally ,
we give for ead of these parametersin a corresponding sublist di erent values
which can produce signi cantly di erent assumptions.

1. Problem family : The following problem families are useful (and often
used) for cryptographic applications. As mentioned in Section 2.6 we
de ne the problem family (or more precisely their problem instances) by
a structure instance S| (described abstractly by G and g;'s) and a tuple
(priv ; publ; sol):

DL (Discrete Logarithm):

Plo. = ((G;9):((x);(g"):f(x)9)):
DH (Di e-Hellman):
Plon = ((Gi9):((xy);(g:¢"):T(g¥)9))
GDH( n) (GeneralizedDie-Hellman forn 2):
Ploprcny = ((G9):((xiji 2 f1:::;ng);

(g =X jI fL:ing); f(g ™= *)g);
wheren is a xed parameter?
SE (Square-Exponert):

Plse = ((G;9):((x);(g):f(g)):
IE (Inverse-Exponen):
Ple = ((G;9);(x);(g):f(g* Ha):

Note that for elemens x°2 igjn jsj the value x 1is not de ned.

Therefore, Pl P (= (x)) hasto contain an elemert of iajr
contrary to the previously merntioned problem families where priv
consistsof elemerts from ;.

RP( n) (Represeration Problem for n  2):

Y
Plrpiny = ((Gigsiiiion): (xiji2f1:05n0); ( gixi);
i=1
e 0
FOPji2fLing j (P2 e ( g'=  g")9);
i=1 i=1
8A slightly generalized form GDH( n(k)) would allow n to be a function in k. However, this
function can grow at most logarithmically (otherwise the tuple would be of super-polynomial
size!)
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wheren is a xed parameter®
IAE (Inverted Additiv e Exponert Problem):

Pline = ((G;9); ((xy); (g8 g"Y); F (g™ V)g)):

Similar to IE, Pl ae PV (= (x;y)) consistsof elements from

.
Additionally , it hasto hold that x + y 2 ™

iGj*
2. Problem type: Each problem can be formulated in three variants.

C (Computational): For a given problem instance Pl an algorithm A
succeedsf and only if it can solve PI, i.e., A(::: ;PIP®P) 2 pyso,
For the Di e-Hellman problem family this meansthat A getsg* and
¢ asinput and the task is to compute g* .
There is a small twist in the meaningof A(::: ;PIP®®') 2 pIs°: As
jGj is not necessarilyknown, A might not be able to represen ele-
merts of g; requiredin the solution setuniquely in their \principal"

represeration aselemens of f0;:::;jGj 1g. Therefore, we allow A
in thesecasesto return elemerns of and we implicitly reducethem
modjG;j.

D (Decisional): For a given problem instance Pl g, a random problem
instance Pl ; chosenwith the samestructure instance using the cor-
responding problem instance sampler and a random bit b, the al-
gorithm A succeedsif and only if it can decide whether a given
solution chosenrandomly from the solution set of one of the two
problem instances corresponds to the given problem instance, i.e.,
A(:::PIP® s0l.)) = b where sol ® Pl .1 For the Die-
Hellman problem family this meansthat A getsg*, g¥ and g° (where
cis either xy or x%° for x%y°2r ) asinput and the task is to
decidewhether g¢ is g or not.

M  (Matching): For two given problem instancesPI o and Pl ; and a ran-
dom bit b, the algorithm A succeedsf and only if it cancorrectly asso-
ciate the given solutions with their corresponding problem instances,
i.e., A(::: Pl oP: Pl P! soly: sol,) = bwheresoly ® Pl and
sol; ® PI.%. For the Die-Hellman problem family this means
that A getsg*°, ¢°, g**, @¥*, g**Y* and g*+¥» asinput and the task
is to predict b.

9Similar to GDH( n) one can also de ne here a slightly generalized form RP(n(k)). In this
caseone can allow n(k) to grow even polynomially .

10This de nition diers subtly from most other de nitions of decisional problems: Here the
distribution of the challenge sol¢ is for b= 1, i.e., the random \wrong" challenge, according
to the distribution of sol induced by SPI whereas most others consider it to be a (uniformly
chosen) random element of G. Taking DIE or DDH with groups where the order has small
factors these distributions are quite dieren t! Conceptually, the de nition here seemsmore
reasonable, e.g., in a key exchange proto col you distinguish a key from an arbitrary key, not
an arbitrary random value. It also addressesnicely the case of samplers with non-uniform
distributions.
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3 PARAMETERS OF DL-BASED ASSUMPTIONS

Initially , only computational assumptions, which follow naturally from
informal security requiremerts, were consideredin cryptography. For ex-
ample, a key exchange protocol should prevent the complete recovery of
the key which is usually the solution part of an assumption. However,
the later formalization of security requirements, in particular semaric
security ( ), requires often the indistinguisha-
bility of random variables. Taking again the example of a key exchange
protocol, it was realized that if you do not want to make strong require-
ments on the particular useof exchangedkeysbut allow the modular and
transparent composition of key exdhange protocols with other protocols,
e.g., for securesessionsijt is essetial that an exchangedkey is indistin-
guishablefrom random keys, i.e., not even partial information onthe keyis
leaked. While this doesnot necessarilyimply decisionalassumptions,such
assumptionsmight be indispensablefor e cien t systems: Thereisane -
cient encryption schemesecureagainst adaptive adversariesunder the De-
cisional Di e-Hellman assumption ( ). Nonethe-
less,no systemis known today which achievesthe samesecurity under a
similar computational assumption in the standard model.** Finally, the
matching variant was intro duced by )
where it showved to be a useful tool to construct fair o-line cash.

) later showved that the matching
and the decisionalvariants of Di e-Hellman are equivalert, a proof which
is adaptable alsoto other problem families.

. Group family : Various group families are usedin cryptographic appli-

cations. The following list cortains someof the more common ones. For
brevity we do not mertion the speci ¢ parameter choiceasa function of k.
We refer you to, e.g., ), for concrete proposals:

p- The multiplicativ e groups of integers modulo a prime p with group
order ' (p) having at least one large prime factor. The group index
is p.

p=q’ The subgroupsof |, of prime order g. The group index is the tuple
(p; ).

n: The multiplicativ e groups of integersmodulo a product n of two (or

more) large primes p and qwith p 1andqg 1 containing at least
one large prime factor. The group index is n.*?

n: The subgroupsof |, formed by the quadratic residueswith n prod-
uct of two large safé® primes. The group index is n.

1 There are ecien t schemes known in the random oracle
model ( ), e.g., OAEP (

). However, this model is strictly weaker than the standard

model and has a number of caveats ( ).
12This means that the order of the group is secret if we assume factoring n is hard.
13 A prime pis a safe prime whenp 1= 2p®and p°2
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Eab= p: The elliptic curvesover , with p and jEapj prime with group
index (a; b;p).

The concrete choice of a group family has signi cant practical impact
on aspects such as computation or bandwidth e ciency or suitability for
a particular hardware but discussingthis goes beyond the scope of this
documernt, namely comparing assumptions. In this scope, it is mostly suf-
cient to classify simple and abstract properties of the chosenfamily and
the public knowledge about a given group. We establishedthe following
two generalcriteria:

(a) The factorization of the group order cortains

Iprim: large prime factors (at least one). Formally, it hasto hold
that (with  being the set of prime numbers):

8d> 09ko 8k> ko 8G2Gsg(k) W2 9r2 :jGj=pr” p> k9;
nsprim: no small prime factor. Formally, the following hasto hold:
8d> 09ko 8k> ko 8G2Gsgky P2 9r2 : jGj=pr” p<k?;

prim: only a single and large prime factor.

Note that this is a strict hierarchy and later valuesimply earlier ones.
There would also be an obvious fourth value, namely the order con-
tains no large factor. However, in such casesno reasonableDL based
assumptionseemspossible( 1 ).

(b) The group order is publicly
0: unknown,

0: known,
fct:  known including its complete'* factorization.

We assumeany such public knowledgeto be encaded in the descrip-
tion returned by a group samplerSG. Note that in practice the group
order is never completely unknown: at leastan e cien tly computable
upper bound B (jGj) can always be derived, e.g.,from the bit-length
of the represertation of group elemers. This canbe exploited, e.g.,in
achieving random self-reducibilit y*5 ( ) for
DDH evenin the casewhere the order is not known ( ).

The cryptographic application will determine which of above properties
hold, e.g.,a veri able group generationwill quite likely result in a publicly
known factorization.

141f the order is known then small prime factors can always be computed. Insofar the case
here extends the knowledge about the factorization also to large prime factors.

15|nformally , a problem is random self-reducible if solving any problem instance can be
reduced to solving the problem on a random instance, i.e., when given an instance x we can
e cien tly randomize it to a random instance xg and can e cien tly derive (derandomize) the
solution for x from the solution returned by an oracle call on xg .



16 3 PARAMETERS OF DL-BASED ASSUMPTIONS

Furthermore, note that the group families given above implicitly x the
properties of the group order factorization ( ,: Iprim; p=g' prim;  .:
[prim; n: nsprim; Eap= ,: prim), and the public knowledge about it
( p 0 pq fcti 1O n: 0, Eap= p: fot).

4. Computational capabilit y of adversary : Potential algorithms solv-
ing a problem have to be computationally limited for number-theoretic
assumptions to be meaningful (otherwise we could never assumetheir
nonexistence). Here, we only consider probabilistic polynomial-time al-
gorithms (called adversaries in the following). The adversary can be
of

u (Uniform complexity): There is a single probabilistic Turing machine
A which for any given nite input returns a (not necessarilycorrect)
answer in polynomial time in its input length. As the complexity
of Turing machines is measuredin the bit-length of the inputs the
inputs should be neither negligible nor super-polynomial in the secu-
rity parameter k, otherwise the algorithm might not be able to write
out the complete desired output or might becometoo powerful. To
addressthis issue one normally passesan additional input 1 to A
to lower bound the complexity and makessure that the other inputs
can be polynomially upper bounded in k. In all casesconsidered
here, the inputs in the assumptionsare already proportional to the
security parameters, seeremarks on the size of groups and on the
runtime of samplersin Section 2.7. Therefore we can safely omit 1¢
in the inputs of A.

n (Non-uniform complexity): There is an (in nite) family of Turing ma-
chines (Ax j k 2 ) with description size and running time of Ay
bounded by a polynomial in the security parameter k.1 Equivalert
alternativ esare a (single) Turing Machine with polynomial running
time and an additional (not necessarilycomputable) family of aux-
iliary inputs polynomially bounded by the security parameter, or
families of circuits with the number of gates polynomially bounded
by the security parameter,}” respectively.

Uniform assumptionsare (in many casesstrictly) weaker than correspond-
ing non-uniform assumptions as any uniform algorithm is also a non-
uniform one. Furthermore, all uniform black-box reductions map to the
non-uniform case(but not necessarilyvice-versa!) and henceforth most
uniform proofs should map to their non-uniform cournterpart. This makes
uniform assumptionspreferable over non-uniform assumptions(e.g., hon-
est usersare normally uniform and weaker assumptionsare always prefer-

16The remarks on input length and runtime mentioned above for uniform complexity also
apply here.

17In the caseof circuits the bound on the running time automatically follows and does not
have to be explicitly restricted.
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able over stronger ones). However, uniform assumptionsalso assumeuni-
form adversarieswhich is a weaker adversary model than the model con-
sidering non-uniform adversaries. Furthermore, there are proofs which
only work in a non-uniform model.

Further, potentially interesting yet currently ignored, attacker capabilities
would be bounds on spaceinstead of (or in addition) to time. Adaptive
adversariesdo not seemof concernfor pure assumptions.

Ideally, onewould considerlarger, i.e., lessrestricted, classeof adversaries
than the strictly polynomial-time one following from the de nition from

Section 2.3. It would seemmore natural, e.g.,to require polynomial be-
havior only on inputs valid for a given assumption or to allow algorithms,

e.g., Las Vegasalgorithms, with no a-priori bound on the runtime.'® Un-
fortunately, such classesare di cult to de ne properly and even harder to

work with. Howevwer, as for ead adversary of these classeshere seemsto

be a closely related (yet not necessarilyblack-box constructible) strictly

polynomial-time adversarywith similar succesgprobabilit y, this restriction

seemsof limited practical relevance.

5. \Algebraic knowledge" : A secondparameterdescribingthe adversary's
computational capabilities relates to the adversary's knowledge on the
group family. It can be one of the following:

(Generic): This meansthat the adversary does not know anything
about the structure (represertation) of the underlying algebraic
group. More precisely this meansthat all group elemeris are rep-
reserted using an encoding function () drawn randomly from
the set g of bijective!® functions ;g; ! G. Group opera-
tions can only be performed via the addition and inversior?® oracles

x+vy) +((xX); (y) and ( x) (x) respectively, which
the adversary receives as a black box ( ; )
together with (1), the generator.

If weuse in the following, we always meanthe (not further speci ed)
random encaling used for generic algorithms with a group G and
generator g implied by the context. In particular, by A we refer to
a generic algorithm. To prevent clutter in the presernation, we do
not explicitly encade group elemens passedasinputs to such generic

18 However, we would have to restrict the considerations to polynomial time runs when
measuring the successprobabilit y of adversaries.
190thers, e.g., ) and ), considered the
more general case where elements are not necessarily unique and there is a separate equal-
ity oracle. However, that model is too weak to cover some important algorithms, e.g.,
), which are intuitiv ely \generic". Furthermore, the imp ossibility
results mentioned later still hold when transfered to the more general case.
20Computing inversesis usually e cien t only when the group order is known. However,
note that all imp ossibility results | the main use of generic adversaries | considered later
hold naturally also without the inversion oracle.
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algorithms. However, they should all be consideredsuitable encaded
with

(mark ed by absence of ) (Specic): In this casethe adversary can
also exploit special properties (e.g., the encaing) of the underlying

group.

This separationis interesting for the following reasons:

Tight lower bounds on the complexity of some DL-based as-
sumptions can Iead to provably hard assumptionsin the generic
model ( ). No sud results are
known in the standard model. However, similar to the random ora-
cle model ( ) the genericmodel is idealized
and related pitfalls lure when usedin a broader context than simple
assumptions( ).

A number of algorithms computing discrete logarithms are generic
in their nature. Two prominent onesare Pohlig-Hellman ( ) and
Pollard- ( ) paired with ShanksBaby-Step Giant-Step optimiza-
tion. Furthermore, most reductions are generic.

However, exploiting some structure in the group can lead to faster
algorithms, e.g., for nite elds there is the classof index-calculus
methods and in partlcular the generalizednumber eld siewve (GNFS)
( ] ) with sub-exponertial expected
running time.

Nonethelessfor many group families, e.g., elliptic curves,no speci ¢
algorithms are known which compute the discrete logarithms better
than the genericalgorithms mentioned above.

Note that a generic adversary can always be transformed to a specic
adversary but not necessarilyvice-versa. Therefore, a reduction between
two genericassumptionsis also a reduction betweenthe speci c counter-
parts of the two assumptions. However, proofs of the hardnessof generic
assumptionsor the non-existenceof relations among them do not imply
their speci ¢ counterparts!

. \Gran ularit y of probabilit y space": Depending on what part of the
structure instanceis a-priori xed (i.e., the assumptionhasto hold for all
such parameters) or not (i.e., the parameters are part of the probability
spaceunderlying an assumption) we can distinguish among the following
situations:

| (Low-granular): The group family (e.g., prime order subgroupsof )
is xed but not the specic structure instance (e.g., parametersp, q
and generatorsg; for the example group family given above).

m (Medium-granular): The group (e.g., p and q) but not the generators
g are xed.
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h (High-granular): The group aswell asthe generatorsg; are xed.

An assumption de nes a family of probability spacesD;, where the index
i is the tuple of k and, depending on granularity, group and generator, i.e.,
all parameterswith an all-quanti er in the assumption statemert. Each
probability spaceD; is de ned over problem instances,random coins for
the adversary, and, againdepending on granularit y, groupsand generators.
Note that for a given k there are always only polynomially many D;. In
the sequelwe use the term probabilit y space instance (PSI) for a
single probability spaceD;.

. Success probabilit y: This parametergivesan (asymptotic) upper bound
on how large a succes$probabilit y we tolerate from an adversary. The suc-
cessprobability is measuredover the family of probability spaceinstances
D;. Violation of an assumption meansthat there exists an algorithm A
whosesuccesprobability (k) reachesor exceedsghis bound for in nitely
many k in respect to at least one of the corresponding probability space
instancesD,; .

The upper bound and the corresponding adversary can be classi ed in the
following types:

1 (Perfect): The strict upper bound on the succesprobability is 1. There-
fore, a perfect adversary algorithm A with successprobability (k)
hasto solve the complete probability massof in nitely many Dy, i.e.,

(k) 8, 1.

(1 1=poly(k)) (Strong): The bound is de ned by the error probabil-
ity which hasto be non-negligible. Therefore, a strong adversary
algorithm A hasto be successfulfor in nitely many D; with over-
whelming probability., i.e., if (k) isthe succesgprobability of A then
1 (k) 6, 21=poly(k).

(Invariant): The strict upper bound is a xed and given constan
0 < < 1. Therefore, the successprobability (k) of an invari-
ant adversary algorithm A hasto belargerthan for in nitely many
D, i.e., (k)8

1=poly(k) (Weak): All non-negligible functions are upper bounds, i.e.,
only negligible succesgrobabilities are tolerated. Therefore, a weak
adversary algorithm A has to be successfulwith a not negligible
fraction of the probability massof D; for in nitely many D, i.e., if

(k) is the successrobability of A then (k) 8, 1=poly(k).

An assumption requiring the nonexistence of perfect adversaries corre-
sponds to worst-casecomplexity, i.e., if the assumption holds then there
are at least a few hard instances. Howewer, what is a-priori required in
most casesin cryptography is a stronger assumption requiring the nonex-
istence of even weak adversaries,i.e., if the assumption holds then most
problem instancesare hard.
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The classi cation given above is certainly not exhaustive. The exploration
of new problem families, e.g., related to arbitrary multiv ariate functions in the
exponerts as investigated by ), might require additional values for
the existing parameters. This can be done without much impact on the clas-
si cation itself and other results. However, the needfor a new dimension such
as adding probability distributions as a separate parameter (see Section 2.7)
would be of much larger impact. Nevertheless, from the current experience,
above classi cation seemsquite satisfactory.

4 Dening Assumptions

Using the parametersand corresponding valuesde ned in the previous section
we can de ne intractabilit y assumptionsin a compact and preciseway.
The notation for a given assumptionis

$s-$t$P %3(c:$c;9:$9;f:$G)

wherefor eat parameter there is a placeholder$X which is instantiated by the
labels corresponding to the value of that parameter in the given assumption.
The placeholdersand values (with  denoting that this value can be absert in
the notation and has the same meaning as a corresponding wild card) are as
follows:

$s: The algorithm's successprobability ($s 2 f1;(1 21=poly(k)); ;
1=poly(k)g).

$t: The problem type ($t 2 fC; D; Mg).

$P: The problem family ($P 2 fDL; DH; GDH(n); SE; IE; RP(n); IAE g).
$a: The algebraic knowledge of the algorithm ($a2 f ; g ).

$c: The algorithm's complexity ($c¢ 2 f u;ng).

$g: The granularity of the probability space($g 2 fh; m;Ig).

$G: The group family ($G 2 flprim;nsprim;prim; g fo;0;fct; g f
p=¢ n i Eap=p; g )%
This is bestillustrated in an example: The term
1=poly(k)-DDH (c:u; g:h;f:prim)

pr

denotes the decisional (D) Die-Hellman (DH) assumption in prime-order
groups (f:prim) with weak successprobability (1=poly(k)), limited to generic
algorithms ( ) of uniform complexity (c:u), and with high granularity (g:h).

To refer to classesnf assumptionswe usewild cards ( ) and sets(f  g) of
parameter values, e.g.,

21The parameters for G are not completely orthogonal in the sensethat some combinations
do not exist, e.g., (prim; ; ), and someresult in nonsensical assumptions, e.g., (;fct; ,).
Nonetheless, the assumptions still can be de ned and insofar this is not really of concern here.
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f(1 1=poly(k)), ,1=poly(k)g-CDH (c:u;g:h;f: )

denotesthe classof computational (C) Die-Hellman (DH) assumptionswith
uniform complexity (c:u), limited to genericalgorithms ( ), with high-granular
probability space (g:h), with some error (f (1 1=poly(k)); ; 1=poly(k)g) and
basedon an arbitrary group family (f: ).

Let us turn now to the meaning of an assumption described by above nota-
tion: By stating that an assumption $s-$t$P %3(c:$c;g:$9;:.$G) holds, we believe
that asymptotically no algorithm of complexity $c and algebraic knowledge $a
can solve (random) problem instances of a problem family $P with problem
type $t chosenfrom groups in $G with sucien t (as specied by $s) success
probability where the probability spaceis de ned accordingto granularity $g.

The preciseand formal de nitions follow naturally and quite mecanically.
In de ning an assumption we always require a bound ko for the asymptotic
behavior which says that beyond that bound no adversary will be successful.
As further \ingredients" there are polynomials de ned by their maximal degree
di1, d2 and d3 which bind the error probabilit y, time and description of programs,
respectively. Finally, we require a machine (or family thereof) A (A;) trying to
solvethe problem, and various quanti ers specifying (using the various samplers)
the required parametersfor a problem instance Pl to solve.

Finally, we denote the classof uniform complexity adversariesby UPT M
and the corresponding classof genericadversariesboy UPTM . The classof non-
uniform complexity and genericnon-uniform complexity adversariesis denoted
similarly by NPTM and NPTM , respectively.

To illustrate the formal details of assumptionsand to provide a feel for the
various parameterswe o er three sets of examples. In eat set we vary one of
the parameters,namely: (1) the computational complexity, (2) the lessobvious
and often overlooked granularity parameter, and (3) the successprobability.
The complete details on how to derive the formal assumption statemert from
the parameterscan be found in Appendix A:

1. Weak computational DL assumptionsin the genericmodel, a group order
with at least one large prime factor and the two variants of complex-
ity measures(see Parameter 4). Remenber that Pl p. := (SI; ((x); (g°);
f(x)g)), Plpo P := (g*) and Pl p. %% := f(x)g. Further, let SGg be a
group sampler of some group family G where the groups have an order
with at least one large prime factor.

(&) Assumption 1=poly(k)-CDL (c:u;g:h;f:lprim), i.e., the uniform
complexity variant:
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8A 2UPTM ;

8d; > 0; 9kg; 8k > kg;
8G 2 [SGg(14)];

89 2 [Sg(C)];

Sl (Gig);

Prob [A (C;SI;Plp P) 2 Pl 5
i Gy
Pl pL SPI pL (Sl);
CcC"u
] < 1=k%:
(b) Same setting as above except now with a non-uniform adversary
(1=poly(k)-CDL (c:n;g:h;f:lprim)):

8(A, ji2 )2NPTM ;
8d; > 0; 9kg; 8k > Ko;
8G 2 [SGe(1X);

89 2 [Sg(G)];

S (G:o);

Prob [A, (C, SI; Pl p Py 2 Pl p 5
: Gy
Pl DL SPI DL (Sl),
ctu
] < 1=k%:

2. Weak decisional DH assumption variants for prime order sub-
groups of , with varying granularity. Recall that Plpy :=
(S1; (6 ¥): (g @):f()@). Plow™ := (¢:¢) and Plpy*" :=
f(g¥)g.

(@) Assumption 1=poly(k)-DDH (c:u; g:h;f:
larity:

pzq), i.e., with high granu-
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8A2UPTM;

8d; > 0; 9kg; 8k > kg;
8G 2 [SG - (19;

89 2 [Sg(G)];

Sl (Gig);

(j Prob [A(C; SI; Pl py o™ ; s0lpy=¢) = b ::
b * f0;1g;
Plph=o  SPlpn(SI);
Plpn=1  SPlpn(SI);

SOlpr=c * Plpn=™;

] 1=2j 2) < 1=k%:
(b) As above except now  with medium granularity
(1=poly(k)-DDH (c:u; g:m;f: p:q)):

8A 2 UPTM;
8d; > 0; 9kg; 8k > kg;
8G 2 [SG - (19;

(j Prob [A(C; SI; Pl pyy =™ ; solpy =) = b

g Sg(G);
SI - (G;9)
b ® f0;1g;

Plpu=o  SPlpn(SI);
Plph=1  SPlpn(SI);

R sol .
SOlph=c = Plph=p
R

] 1=2j 2) < 1=k%:

(c) As above except now with low granularity
(1=poly(k)-DDH (c:u; gl; f: p:q)):
8A2UPTM;

8d; > 0; 9kg; 8k > Ko;

(j Prob [A(C; SI; Pl py =™ ; S0lpy=¢) = b

G SG _ (14;
g Sg(G);

SI - (Gig);

b * f0;1g;

Plpy=o  SPlpn(Sl);
Plpy=1  SPlpn (Sl);
SOlpr=c " Plpn=>";
ctu
] 1=2j 2) < 1=k%:
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3. Matching IE assumptionsin » With varying successprobability. Recall
that Pl g := (SI;((x); (g");T(g* @), Plie™™ := (g¥) and PI g% :=

f(g"

(@)

(b)

o.

Assumption 1=poly(k)-MIE (c:u;g:h;f: ), i.e., the variant with
weak succesgprobabilit y:

8A2UPTM;

8d; > 0; 9kg; 8k > Ko;
8G2[SG (14);

89 2 [Sg(G)];

S (G;o);

(jProb [A(C;SI; Pl g 2P ; Pl g -1P"*" ; solig —p; SOl o) = b
b ® f0;1g;
Plie=o SPlg(Sl);
Plie=s  SPlLg(Sl);
solg= " Plpn=0™;
solg=y * Plpn=1™;
ctfuU
] 1=2j 2) < 1=k%:

Samesetting as above except now with invariant successprobability
( -MIE (cu;g:h;fr )

8A2UPTM;

9ko; 8k > ko;

8G2[SG (1]
89 2 [Sg(G)];
St (G:9);

(iProb [A(C; SI; Pl g =™ ; Pl g 2P S0lig 2p; SOl 2p) = b ::
b ® f0;1g;
Plig=o  SPl(SI);
Plig=1  SPlg(SI);

R sol .
SO||E =0 PI DH =0 ’
solg=1 ® Plpp=1";

Cc®uU;
] 122 2) < :

(c) Same setting as above except now with strong successprobability

(1 1=poly(k))-MIE (c:u;g:h;f:  ,)):
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8A2UPTM;

9d; > 0; 9kq; 8k > kg;
8G2[SG | (1;

89 2 [Sy(G)];

Sl (Gig);

(j Prob [A(C; SI; Pl 1g =P ; Pl g -1P*®"; solig —p; SOl ) = b
b ® f0;1g;
Ple=o SPlg(Sl);
Plig=x  SPlg(SI);

R sol .
solg=o = Plph=o ;

R sol .
Solg=1 = Plpu=1";

R
] 1=2j 2) < (1 1=k%):
(d) Same setting as above except with no tolerated error, i.e., perfect
succesgprobability (1-MIE (c:u; g:h;f:  )):

8A2UPTM;
9ko; 8k > ko;
8G2[SG (1;
89 2 [Sy(G)];

SI (Gjo);

(j Prob [A(C; SI; Pl g =P ; Pl g =P ; SOl —p; Ol o) = b
b ® f0;1g;
Ple=o SPlg(Sl);
Plie=1 SPlg(Sl);

R sol .
SOlge=o " Plpn=0"";

solg=1 ° Plpp=®;

R

c-u
] 1=2j 2) < 1L

To expresgrelations amongassumptionswe usethe following operators where
P and Q are assumptionsas previously de ned:

P =) Q meansthat if assumption P holds, so does assumption Q, i.e., P
(Q) is a stronger (weaker) assumption than Q (P). Vice-versa, it also
means that if there is a polynomially-bounded algorithm Aq breaking
assumptionQ then there is alsoanother polynomially-b ounded algorithm
Ap which breaks assumption P. Usually, this is showvn in a black-b ox
reduction where Ap, or more preciselyA@Q, breaks assumption P with
oracle accessto Ag. As a special casefor invariant assumptions, we
mean with -P =) -Q that it should hold that 8 °2 ]0;1[ 9 %2
101 : 9P =) °Q.
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P () Q meansthat P =) QandQ =) P,i.e., P andQ areassumptions
of the same(polynomial) complexity.

P SR CHE (O A 'G“::%) Q is usedto specify the quality of the re-
duction, i.e., the concretesecurity. It meansthat if assumptionQ can be
brokenin time t and with successprobability we can break P in time t°
and with successprobability ° bounded by functions f; and f , respec-
tively. To measuretime, we considergroup operations and equality tests
having unit-cost ead and oracle calls having costt. Obviously, the cost
of group operations, the runtime and the succesgprobability of the oracle,
and the size of the groups are not constart but functions depending on
the security parameterk, e.g., should be written more preciselyas (k).
However, for better readability we omit this and all asymptotic aspectsin
the presenation. For the identical reason,we also cautiously usethe O()
notation even if we slightly lose precision.

Let us illustrate  this with the following result from
) (for more information on this result see

also page 32):

0_ 3. ;0 ici2
-CDH(c:u; g:h;f:0) ===== L =32 0(0g UC) )) -CSE(c:u; g:h;f:0)
This meansthat with three calls to an oracle breaking -CSE(c:u;g:h;f.0)
and additional O(log (jGj)z) group operations we can achieve a success
probability of at least 2 in breaking -CDH/(c:u;g:h;f:0) wheret and
are the runtime and the succesgrobability of the oracle, respectively.

For simple assumptions,aboveis interpreted without syntactical conditions on P
and Q, i.e., they may bearbitrary assumptions. If arelation refersto assumption
classes,i.e., they contain some parameters which are not fully specied and
contain wild cards or sets, there is the following syntactical constraint: The
parameterswhich are not fully speci ed have to be equal for both assumptions
P and Q. The meaning is as follows: The relation P OP Q holds for any
assumption P% and Q° we can instantiate from P and Q by xing all not fully
speci ed parametersto any matching value with the additional condition that
thesevaluesare identical for P°and Q° To give an example,

-CDH (c: ;gfh,mg;f.0) =) -CSE (c: ;g:fh,mg;f.0)

illustrates that the result from Maurer and Wolf mentioned above can be gener-
alized| asproven later in this paper| to high and medium granularity with
arbitrary successrobability, complexity and algebraic knowledge.

Furthermore, if we are referring to oracle-assumptions,i.e., assumptions
where we give adversariesaccessto auxiliary oracles, we indicate it by list-
ing the oraclesat the end of the list in the assumptionterm. For example,the
assumption 1=poly(k)-CDL (c:u; g:h;f:lprim; O1.coL (cu; gh: fiprim) ) COrresponds
to the rst assumptionstatemert givenin the examplelist above exceptthat now
the adversary also getsaccesgo an oracle breaking the 1-CDL (c:u; g:h;f:lprim)
assumption.
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Figure 1: The impact of granularity

5 The Impact of Gran ularit y

It would go beyond the scope of this paper to discussall previously identi ed

parameters and we will focus only on granularity. Before stating the actual
results, let us rst briey repeat the practical relevance of granularity as al-
luded in the introduction. Figure 1 illustrates exemplarily di erent variants of
the probability spacefor a given security parameter k. The areaslabeled with

I, m and h represen the algebraic parameters over which low-, medium- and
high-granular probability spacesare de ned.??> Assumptions with lower granu-
larity are weaker, and are therefore more desirablein principle. However, not all
cryptographic settings can rely on the weaker variants: Consider, for instance,
an escraved anonymous payment system where the bank choosesthe system
parameters?® It would not be appropriate to basethe security of sudh a system
a-priori on a low-granular assumption. This is becausea cheating bank might
try to choosea weak group with trap doors (easy problem instances)to violate
the anonymity of the customer (This caseis showvn in Figure 1 with a trap door
group G and its corresponding easyinstances.) Such a strategy might be pos-
sible even if the low-granular assumption holds: The assumption would ensure
that the overall number of easyproblem instancesis asymptotically negligible
with respect to the security parameter (In Figure 1 weak instances(in aream)

22Recall that high-gran ular probabilit y spaceis de ned over the priv ate parts (secret expo-
nents), the medium-gran ular over the generators and priv ate parts and nally the low-granular
over groups, generators and the priv ate parts.

23These are electronic payment systems where a third party can revoke the anonymity of
the users under certain circumstances. Because of the revocation ability such systems can
o er the usersonly computationally secure anonymity.
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represen exemplarily a negligible portion of the instancesof the low-granular
spacein areal.) Yet, the assumptionwould not rule out that there arein nitely
many weak groups. Therefore, there might not exist a su cien tly large k for
which the bank cannot break the assumption.

In cortrast, a high-granular (medium-granular) assumption does not hold
in our example becauseas shawvn in the gure, the fraction of weak instances
in areah (m) is not negligible. However, if a high-granular (medium-granular)
assumption holds then the trap door groups G in the above example would not
exist and the bank could not cheat.

Thus, which of the granularity variants is appropriate in cryptographic pro-
tocols depends on how and by whom the parameters are chosen. A priori we
have to usea high-granular assumption. Yet, in the following situations we can
resort to a weaker lessgranular assumption: The security requiremerts of the
cryptographic system guarantee that it's in the best (and only) interest of the
chooser of the system parametersto choosethem properly; the system param-
eters are chosenby a mutually trusted third party; or the system parameters
are chosenin a veri able random process? Also, at most in thesecaseswe can
reasonably assumea group family with the group order and its factorization
to be hidden from the public and the adversary. As a consequencejt would
seemstrange to base a cryptographic system on a high-granular assumption
with unknown order factorization: either the system parametersare chosenby
an honest party and we could resort to a weaker assumption with lower granu-
larity, or the knowledge of the order and its factorization hasto be assumedto
be known to the adversary. Furthermore, care hasto be taken for DL-related
high- and medium-granular assumptionsin , and its subgroups. Unless we
further constrain the set of valid groups with (expensiwe) tests as outlined by

), we require, for a given security parameter, considerably larger
groupsthan for the low granular counterpart of the assumptions. As informally
mertioned above, assumptionswith lower granularity are weaker than assump-
tion of higher granularity. Formally, this is stated and proven in the following
theorem:

Theorem 5.1
- (coiohlf)y =) - (cii;gmfi) =) - (c;glif)
2

Proof. Assumewe are givenan adversary A breaking a low-granular assumption
for somegroup and problem family, someproblem type, computational complex-
ity, arbitrary algebraic knowledgeand successrobability. Furthermore, we are
given an input | corresponding to an assumption of high- or medium-granular
but otherwise identical parameters.

24This can be done either through a joint generation using random
coins ( ) or using heuristics such as the one used for DSS key genera-
tion ( ).
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For the reduction, call A on this input | and return the result. To seethat
this achievesthe desired attack on the medium- or high-granular assumption,
note that inputs to an adversary breaking a high- or medium-granular assump-
tion are alsovalid inputs to a low-granular adversary. Therefore, this reduction
is a legitimate attacker from a runtime perspective exactly in the casewhere
the oracle itself is a legitimate attacker. Furthermore, the probability space
instancesde ned by a high- or medium-granular assumption always partition
the probability spaceinstancesof a low-granular assumption. Therefore, it it is
clear that for a perfect adversary A the reduction breaks certainly the high- or
medium-granular probability spaceinstanceswhich are part of the low-granular
probability spaceinstanceswhich A breaks. As there are by de nition of A
in nitely many suc low-granular probability spaceinstancesit automatically
follows that for the perfect casethe high- and medium-granular assumption
is broken, too. By a courting argumernt this also easily extends to the case
of strong, invariant and weak adversaries, i.e., at least some of the high- or
medium-granular probability spaceinstanceswhich are part of the low-granular
probability spaceinstancesbroken by A, are broken with the necessarysuccess
probability as well.

By an identical argumert it follows that a high-granular assumption can be
reducedto the corresponding medium-granular assumption. This concludesthe
theorem. n

Remark 5.1. Note that the inverse of above result, a low-granular assumption
implies the corresponding high-granular one, does not hold in general: There
are always super-polynomially many of the higher-granular probability space
instancescontained in a given lower-granular instance. Therefore, there might
be situations wherein nitely many high-granular probability spaceinstances|
and henceforth the corresponding high-granular assumption| are broken, yet
they form only a negligible subset of the enclosinglower-granular probability
spaceinstancesand the low-granular assumption can still hold.

Howewver, if for a given granularity there exists a random self-
reduction ( ), then the inversereduction exists also from
that granularity to all higher granularities. As random self-reductionsare known
for all mentioned problem families and problem typesin their medium granular-
ity variant, this equatesthe medium- and high-granular cases.Unfortunately, no
random self-reductionis yet known for low-granular assumptionsand achieving
such \full" random self-reducibility seemsvery dicult in general (if not im-
possible) in number-theoretic settings ( ) cortrary to, e.g., lattice
settings usedby ).

6 Computational DH, SE and IE

Maurer and Wolf ( ) prove the equivalencebetweenthe computational SE
and DH assumptionsin their uniform and high-granular variant for both perfect
and invariant succesgrobabilities.
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We briey review their results, and show that they also hold for weak and
strong succesprobabilities. Wethen extend theseresultsto medium granularity
and prove similar relations betweenlE and DH.

First however, we will look into how the successprobability of oraclescan
be improved.

6.1 Self-Correction

In the following sectionswe are mostly concernedwith faulty oracles,i.e., oracles
which answer with a certain succesgrobability to the legal inputs (inputs with
correct distribution over the oracle'sinput domain). If an oraclehasa small but
not negligible successprobability, one is interested in constructing an e cien t
algorithm which improvesthis succesgprobability sud that the answersto the
legal inputs are almost certainly correct. In other words, one is interested in
performing self-correction on the faulty oracle.

In our considerationswe needto self-correct the faulty CDH oracle to de-
termine the successprobability of certain reductions which appear in later
sections. Suppose, we are given a faulty CDH oracle Ocpy which on input
((G;0); (g;¢)) outputs g with a not negligible probability . Then we can
construct an e cien t algorithm for CDH which outputs the correct answer al-
most certainly for all legal inputs. One may ask, why not running such an
oracle for O(1= ) times until we get a correct answer! However, this is of no
help, sincein generalwe cannot determine (decide) whether the output of the
oracle is the correct Di e-Hellman solution or not { this would mean solving
Decisional Di e-Hellman (DDH) Problem which is assumedto be hard in the
underlying group.

Thus, other (more complicated) approaches have been taken to construct
self-correctorsfor computational problems suc as CDH.

Maurer and Wolf ( ) and Shoup ( ) give dierent constructions
for CDH self-correctors. For our considerations we will use the result from

which is formulated in the following lemma.

Lemma 6.1 ( ) Given a CDH oracle with suaess probability
one can construct a prokabilistic algorithm for CDH which, for a given 0 <
< 1, answers correctly to all inputs with protability at least © = 1
making o(%) queries to the faulty oracle and performing additional

0(*99= ) 10gjGj + (logjGj)2) group operations. 2

Note that Lemma 6.1 doesnot considerthe succesgrobabilities in the asymp-
totic framework as we introduced in Section 2.2. Thus, for our considerations
we suitably adjust this result when self-correcting a weak or invariant oracle to
a strong oracle?® This is summarizedin the following corollary:

25Recall that in the asymptotic notion the successprobabilities are in fact functions in
the security parameter and for weak and invariant oracles we have (k) 6 ; 1=poly(k) and
(k) 81 (seeSection 3)
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Corollary 6.1
f(1 21=poly(k))g-CDH(c: ;g:fh,m g;f:0)

0 1 1=2%; t°= O(% )+ (KISl +(og |G))2)

]
f ,1=poly(k)g-CDH (c: ;g:fh,m g;f.0)
2

Proof. We give the proof for weak oraclesand the proof for the invariant oracle
immediately follows.
Assume, we are given a CDH oracle with weak successprobability (k).
In our framework for successprobabilities it is reasonableto self-correct this
oracle to a strong oracle, i.e., an oracle with successprobability 9k) where
1 9k) 6, 1=poly(k).
By the straight forward (and naive) application of Lemma 6.1 one may set
(k) := 1=2% (k security parameter) and self-correctoracle's succesgrobability
to k) 1 1=2¢implying 1  %k) 1=2¢. Since 1=2¢ is asymptotically
smaller than the inverseof any polynomial we can write 1=2K <; 1=poly(k).
It follows that 1 k) <1 1=poly(k). According to Lemma 6.1 the self-

correction requires O(%) calls to the weak oracle and O(% + (logjGj)?)

group operations where we usedlog(1= (k)) = log(2¥) = k.

However, the above approad is not conform to our framework of success
probabilities and does not work directly. The reasonis that in general the
above self-correction may not provide us with a polynomial time algorithm. It
is guaranteed to be polynomial only for those valuesof k (in nitely many k; by
de nition) where the successrobability (k) of the weak oracle can be lower
bounded by the inverse of somepolynomial p( ), but not necessarilyfor other
valuesof k.?®

To handle this problem, one can de ne a family of algorithms indexed
by a polynomial p; () which runs the self-correction with p; (k) rounds (ora-
cle calls). Thus, all members of this family have the run time O p; (k)t +
O p; (k) log(jGj) + (logjGj)? , and therefore are polynomial. Moreover, there
are members of this family which satisfy the condition for strong succesgrob-
ability. These are exactly the members for which kp() <1 pj() holds. In
particular, this holds for the samek values where the condition for the given
weak succesgprobability is satis ed.

However, this is an existertial argumert and not constructive, asin general
neither the function (k) or the k; valuesare known beforehandnor they can
be approximated by querying the oraclein polynomial time.

Hence, in our framework it suces to self-correct Ocpy Ssud that

k) 8, 1 1=2¢ holds. This implies 1 k) &, 1=2¢, and since
1=2¢ <, 1=poly(k), it follows 1  %k) 6, 1=poly(k) (i.e., IK) is strong.)
This completesthe proof. [

26 Note that we might have (k) = Ofor innitely many k values, and since the self-correction
costs are proportional to 1= (k), this would lead to exponentially high number of oracle calls
and group operations.
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Remark 6.1. In the proof of his self-corrector Shoup ( ) assumesthat the
group order is known. However, by a closer inspection of the proof and the
deployment of the techniquesusedin Remark 7.8 we can drop this requiremert.
Thus, Corollary 6.1 also holds without requiring the knowledge of the group
order.

6.2 CSE versus CDH
6.2.1 High Gran ular

We start with the result of Maurer and Wolf ( ) on the equivalencebetween
the computational SE and DH assumptionsin their uniform and high-granular
variant for perfect and invariant succesgrobabilities. This is formulated in our
convertion in the following theorem.

Theorem 6.1 ( )

0_— . 40— et
-CSE(c:u; g:h;f:0) ==i1-1200% 'G’)? -CDH(c:u; g:h;f:0)

0= 3. t%=3t+ O(log |Gj)

-CSE(c:u;g:h;f:0)  ( -CDH(c:u; g:h;f.0)

2

Proof. Let 0< ;< 1,0< , < 1 bearbitrary constarts. Then the following
statemerts hold:

(a) Given a CDH oracle Ocpy which breaks -CDH(c:u;g:h;f.0) with suc-
cessprobability cpn (k) 8, 1, there exists an algorithm ACco+ which
breaks -CSE(c:u;g:h;f:0) with succesgprobability cseg(k) 8, 1, using
a single call to Ocpy and O(log jGj) group operations.

(b) Given a CSE oracle Ocsg which breaks -CSE(c:u;g:h;f:0) with suc-
cessprobability cse(k) 8, 2, there exists an algorithm A©cse which
breaks -CDH(c:u;g:h;f:0) with successprobability cpn (k) 6, 22, us-
ing 3 callsto Ocseg and O(log jGj) group operations.

From thesereductions the theorem immediately follows. Above reductions are
achieved as follows:

Case(a) is quite straightforward as the problem instancesof SE are a proper
subset of the problem instancesof DH and the answer can be retrieved in one
call to the oracle. In the caseof perfect CDH oracle (perfect succesprobabilit y)
the oracle returns gX2 on the input ((G;qg);(g*;g*)). However, in the caseof
invariant oracle (faulty oracle) care hasto be takenthat the inputs to the CDH
oracleare uniformly distributed over oracle'sinput domain.?” This can easilybe
achieved by randomizing a giventuple ((G; g); (g*;g*)) to arandom CDH tuple

27Note that the successprobabilit y of a faulty oracle holds for randomly and uniformly
chosen inputs from the oracle's input domain.
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((G;g);(gxo;gyo)), i.e, randomly self-reducingthe problem, as follows: Choose
rx;fy 2r  joj and setx%:= x + ry, and y%:= y + ry. The elemerts g ¢ are
randomly and uniformly distributed over G, since due to the randomization,
x%y? are randomly and uniformly spread over g;.?® Note that in the high-
granular casean Sl = (G;g) xes a probability spaceinstance (PSI).

Using oracle's answer we can determine the desiredresult as follows:

2 _ Ocon(@9) _ gV

g [ Y+ Ty X+Tyrl [y Y+ TyX+Tyly "
g y y g y y

Suaessprobability: There is a single oracle call and thus for the succesgroba-
bility of A%cor wehave cse(k) = cpw(K). Since cpn (k) 8, 1 it follows
CSE (k) 8 1 1-

E ciency: There is only oneoraclecall and to solve the DSE instance we need
to compute g'*; gy, (¢¥)*;(g¥)v; 9"y and (gxY*"y**'x"v) 1 For exponen-
tiations we can use, e.g., the squareand multiply method requiring O(logjGj)
group operations. If we assumethat the group order is known (denoted by the
place holder \f:0") we can e cien tly compute the inverseof the group elemeris
using O(log jGj) group operations.

Case(b) is slightly more involved. The key obsenation is that
g(><+y)Z = g2 gngyz:

This implies

2 2

(@Y)2 = g = g* N (g") Yg) L= gkt XY

Therefore, we can solve CDH with three oracle calls (one for eat of g(“y)Z,
g"Z and gyz), the computation of inversesof g"Z and gyz and the squareroot of
g = (g¥)2

As before, for the faulty oracle we have to uniformly spread the given input
over oracle's input domain using randomization. Furthermore, we have to
make sure now that all oracle calls are (statistically) independert to be able
to make concrete statemerts on the successprobability of A®cse . Both we
achieve with independert blinding factors ri 2gr  jg; and computing guz as
Ocse (gU*"))=(g")? g'’. Note that g(“*") are randomly and uniformly dis-
tributed group elemens, sinceu + r; are randomly and uniformly distributed
over jg;j.

Suaessprobability: There are 3independert callsto the CSE oracleand thusthe
successrobability of Acse is cpy (k) = cse(k)® Since cse(k) 8; 2
it follows CDH (k) 61 23.

28that is, 8(x%y9 2 J?Gj and 8(x;y) 2 J.ZGJ. there exists exactly one pair (ry;ry) 2
such that the equations x°= x + ry and y®= x + ry hold.

2
iGi



34 6 COMPUT ATIONAL DH, SE AND IE

E ciency: Assumingthe group order jGj is known, one can e cien tly compute
the inverseand squareroots of elemeris in G. Computing the inverseof elemeris
requires O(log jGj) group operations. For computing square roots there two
possiblecases:

(i) The group order jGj is odd, i.e., gcd(jGj;2) = 1. In this case,we can use
the following general result: For d with gcd(jGj;d) = 1 and a 2 G the
equation x¢ = a has the unique solution x = a® wheredc 1 mod jG;j.
The required number of group operations for computing this is in the order
of O(log jGj).

Thus, one can determine the (unique) squareroot of a = (g®)? by com-
puting ¢ 2 ! mod jGj and then g¥ = a°. As mertioned above, the total
costis in the order of O(log jGj) group operations.

(i) The group order jGj is even. Thus, there exist two squareroots. To com-

pute theseroots, one can apply the methods from (Lemma 11.4
and Theorem 11.5) where the (maximal) costis in the order of O(log jGj)
group operations.
The two squareroots of a are @Y and g *i®=2, To nd out which one
is the correct squareroot of a, we proceedas follows: Assume,Gj = 2°s
where gcd(s;p) = 1. Apply the Pohlig-Hellman algorithm to compute
x; y and xy mod 2°. This requires O(logjGj) group operations.?® Since
26 jGj=2 we have xy 6 xy + jGj=2 mod 2¢, and so we can determine the
correct root g by computing the discrete logarithm of one of the roots
mod2°¢.

The costs per oracle call are in the order of O(log jGj) group operations for
computing the squareroots, and O(log jGj) group operations for exponertiation
and computing the inverses. Hence, for 3 oracle calls the total costs can be
expressedby O(logjGj) group operations. .
Next, we extend this result to all other variants related to successprobabil-
ity (weak, strong) and adversary's computational complexity (hon-uniform) as
stated in the following Theorem:

Theorem 6.2

%= : t%=t+O(log |Gj)
)

-CSE(c: ;g:h;f:0) -CDH(c: ;g:h;f:0)

0= 3. t%=3t+ O(log (jGj))

-CSE(c: ;g:h;f:.0) ( -CDH(c: ;g:h;f.0)

2

29 et piei be the prime factorization of the group order jGj. Then using the so-called
Pohlig-Hellman decomposition ( ) combined with baby-Step giant-
step one can compute the discrete logarithm x of b= g* in G by O( e (log jGj+ " pi log p;))

group operations if memory space for storing d~ pje group elemernts is available (see also
Wolf ( )) Here the discrete logarithm rquulo 2¢ is to be computed, i.e., for pi = 2 and
e = e. For this, one requires O(e(log jGj + = 2log 2)) = O(log jGj) group operations.
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Proof. We consider only the variants related to the weak and strong success
probabilities since the other variants (perfect and invariant) are handled by
Theorem 6.1.

Weak oracles( cpn (k) 8; 1=poly(k)): The resulting successprobability in
both reductions is also weak: In the rst reduction, we have ¢csg(k) =
con (K) implying  cse(k) 8, 1=poly(k). In the secondreduction, we have
con (K) = cse (k)2 which is a power of a not negligible function resulting in
a not negligible function. It follows cpn (k) 8, 1=poly(k).

Strong oracles(1 con (k) 61 1=poly(k)): The resulting successprobability
in both casesis also strong: We use the result of Lemma 6.2 stating that if
a strong oracle is called polynomially (and independerily) many times, the
resulting successprobability is also strong: In the rst reduction there is a
single oracle call, and in the secondcasethere is a constart number of oracle
calls (3 calls). Hence,the error probability of the algorithm is in both casesnot
non-negligible,i.e., 1 con (k) 61 1=poly(k).

E ciency : is the sameasin Theorem 6.1. [

The following lemma formulates the fact that if a strong oracle is called poly-
nomially (and independertly) many times, the resulting successprobability is
also strong.

Lemma 6.2 Letk2 , (k) beafunction ! [0;1]and b;d> 0 somereal
constants. Then the following holds:

1 (k)6, 1=polyk) =) 1  (K)*™' 6, 1=poly(k):

Proof. Due to the de nition we have

1 (k) 6, 1=poly(k) =) 8c> 08koOki>ko: (ki)> 1 k—lc:
1

It follows

8b> 08d> 08c> 08ko 9ki> ko : (k1)PK > (1 k_lc)bkg:
1

Now, for any b > 0 and any d°0> d > O there existskd 2 such that for all
k > k{ the relation 1 bk? k9 holds. It follows

1 0
8b> 0 8d> 08d°> d> 08c> 08k > kO 9k > ko : (ky)? > (1 F)k‘f :

1
According to Lemma 6.3 below, for k 2 and ¢ d° the following holds:

d0 . . . . .
(1 kic)k 1 kc—ldU Sincec s arbitrary and sincewe canwrite c%:=¢ d°> 0
it follows:

8b> 08d> 08c°> 08k > kJ 9ky >k : (ki)™ > 1

c0-
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This implies 1 (k)°<" 6, 1=poly(k) and the proof is completed. "

The next lemma provides us with a useful lower bound which we apply in some
proofs (as in the proof of Lemma 6.2).

Lemma 6.3 Letk 2 . Then for all real constants d® > 0 and ¢ > 0 with
¢ > dO the following holds:

100 k& 1
) 1 =1

(1 ke ke d° :

2

Proof. First, we stressthat fora2 ;a> 1andn 2 , onecan apply the
Bernoulli inequality (01 + a)" 1+ na, and the claim follows immediately (set
ar= Zandn:=k%)

We prove the claim for n := kd°2 : For k = 1 this relation obviously holds.
Oneway to seethat it alsoholdsfor k > 1is asfollows: Considerthe expressions
k®°In(1  1=k°) and In(1  1=k® ). We expand them using

Inl x)= [x+ x2=2+ x3=3+ + X"=n+ ]

for 1 x<1
The expansionof the rst expressionis

" 1 ol 1 1 1

S C Kt z@= 3@t e’
1 1 1 1

[kc do + 2k2c d° + 3k3c d° + + nkne do® + ]

wherex := 1=k°® < 1 that is k¢ > 1.
Expanding the other expressionwe obtain

| 1 _ 1 1 1 1 .
n(1 ke dO) - [kc @ T 2k2(c d9 + 3k3(c d9 + + nkn(c do + I

where x := 1=k¢ 9 < 1 that is k%° < KkC.
Next we compute the di erence betweenthese expansions:

1 1
(k) = k¥mna =) I )
1 1 1 1
= [ + )+ ( + )
| 2k2c d° {7 2k2(c dO)} | 3k3c d° {7 3k3(c dO)}

2 3

+ + ( 1 + 1 )+ ]:
nc do n(c do )
nk {7 nk }
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For k > 1;c> d°> 0 ead di erence term |, is positive, i.e.,

_ 1 1 _ 1
n = ( nknc d° + nkn(c dO)) " pknc d°

( 1+ k)" > o0
and we can conclude > 0. Thusfor k > 1 and ¢ > d°we can write

1 1
CIn ) > I )

and by applying the exponertial function we obtain

kIn@ 1=k°) _ 1.ke® _ gna 1=ke 99 _ 1
€ =(1 F) > ¢ = PO

and this completesthe proof. n

6.2.2 Medium Gran ular

Until now we have proved the equivalence between CDH and CSE for their
high-granular variants. The next theorem showsthat this relation alsoholds for
medium granularit y.

Theorem 6.3

%= ; t%t+O(log jGj)
)

-CSE(c: ;g:m;f.0) -CDH(c: ;g:m;f.0)

0= 3. 1%=3t+ O(log |Gj)

-CDH(c: ;g:m;f.0)

-CSE(c: ;g:m;f.0) (
2

Proof. The proof idea of Theorem 6.2 can also be applied here. The only thing

we have to show is that the necessaryrandomization in the reduction stepscan
be extended to the medium granularity variants of CDH and CSE. Note that

for the medium-granular probability spacea group G xes a probability space
instance (PSI).

CDH: We transform a given CDH input tuple ((G;g); (g* gy)) for a given gen-
erator g 2 G into arandom CDH input tuple ((G;g ); (g * y )) for arandom
generatorg 2 G asfollows:
1. We chooserg 2r ij Fxi Ty 2r jgjandsetg =g, x%:= X + ry, and
yoi=y+ry.
2. We compute the public part of the input to the CDH oracle as

(g¥) oge™ = grg(x+rx) - (grg)(x+rx) =g x°

and
(g)/)rggrgry = grg(y+ry) = (grg)(Y*’ry) = g yO:
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The tuple ((G;g);(9 ;9 Xo;g yO)) has the correct distribution for CDH
oracle. This is becaus€(i) g isarandom group generator,and (ii) g XO;g y?
are randomly and uniformly distributed elemers of G since, due to the
randomization, x% y° are randomly and uniformly spreadover g;.*°

j
3. We unblind the result of the CDH oracle as
(@) (@) (@) g ) = (@) (g (@) g ")
= g(xy+xry+yrx+rxry):g(><ry+yrx+rxry)
gv:

CSE: We transform a given CSE input ((DG; 0); (g*)) for a givengeneratorg2 G
into a random CSE input ((G;g );(g *)) for a random generatorg 2 G as
follows:

1. We chooserg 2r iGji Fx 2r jgjandsetg :=g'¢ and X0:= X + ry.
2. We compute the public part of the input to the CSE oracle as

(g) og o’ = grg(x+rx) — (grg)(x+rx) =g x°.

Similar to the above case, the tuple ((G;g);(9 ;9 XO)) has the correct
input distribution for the DSE oracle. This is because(i) g is a random
group generator, and (i) g x° is a random elemen of G since, due to the
randomization, x° is randomly and uniformly spread over iGj-

3. We unblind the result of the CSE oracle as
(@) =) g"") = (@) (g2 g)

g(><2+2 Xr x+rx2):g(2><rx+rx2)

2

= gx :
The rest of the proof remains the sameasthe proof of Theorems6.1 and 6.2.m

Remark 6.2. Reduction proofs of a certain granularity can in generalbe easily
applied to the lower granularity variants of the involved assumptions. A su -
cient condition is that all involved randomizations extend to the wider probabil-
ity spaceassaiated with the lower granularity parameter. In all the mentioned
problem families the random self-reducibility exists for medium granularity and
we can transform proofs from a high-granular variant to the corresponding
medium-granular variant. However, it doesnot seemto extend to low-granular
variants, since this would require to randomize not only over the public part
of the problem instance Pl and the generator g but also over the groups G
with the sameassaiated security parameter k; this seemsimpossibleto do in
the general caseand is easily overlooked and can lead to wrong conclusions,
e.g., the random self-reducibility as stated by ) doesn't hold asthe
assumptionsare (implicitly) givenin their low-granular form.

SOthat is 8(x%y9 2 jZGJ.;B(x; y) 2 J?Gj there exists exactly one pair (rx;ry) 2 J?Gj such

that the equations x°= x + ry, and y°= y + ry hold.
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6.3 CDH versus CIE
6.3.1 High Gran ular

In the following, we prove that similar relations as between CDH and CSE
also exist for CDH and CIE. As before, we show equivalencebetweenthe high-
granular CDH and CIE assumptions: In Lemma 6.4 we prove high-granular
reduction from CIE to CDH assumption for their dierent variants with re-
spect to succesgrobability. However, for weak and invariant CDH oracle the
reduction does not work directly, and we needto self-correctthe CDH oracle
rst.

For the conversereduction (i.e., from CDH to CIE), we rst reduceCSE to
CIE (Lemma 6.6), and then apply Theorem6.2. Finally, we provethat the same
relations hold also for the medium-granular versions, however, we can achieve
them much more e cien tly.

Lemma 6.4

f1,(1 21=poly(k))g-CIE (c: ;g:h;f:fct)
0=_0s i1 t°= O(tlog jG))* O(llog jGDA

7
f1, (1 21=poly(k))g-CDH(c: ;g:h;f:fct);

f ,1=poly(k)g-CIE (c: ;g:h;f:fct)
0 1 1=2%; t°%=0(tk=_ +tlogjGj)+ O(klogjGj= +(log jGj)?

f(1 1=poly(k))g-CDH(c: ;g:h;f:fct)
2

Proof. The following statemerts hold:

(@) Given a CDH oracle OcpH which breaks
f1, (1 21=poly(k))g-CDH(c: ;g:h;ffct) with success  probabil-
ity cpwu(k), there exists an algorithm AO®co+ which breaks
f1, (1 21=poly(k))g-CIE(c: ;g:h;f:fct) with success  probability
cie(k) = cpn(k)PW9iCh  using O(logjGj) oracle calls and
O((log jGj)?) group operations.

(b) Givena CDH oracleOcpy which breaksf ,1=poly(k)g-CDH (c: ;g:h;f:fct)
with successprobability cpn (k), there exists an algorithm A©co+
which breaks f (1 1=poly(k))g-CIE (c: ;g:h;f:fct) with successprobabil-
ity cie(k)8; 1 1=2 usingO(k= cpn (k) + logjGj) oracle calls and
O(k logjGj= cpH (k) + (logjGj)?) group operations.

Case(a): Giventhe CDH input tuple ((G;g);(g*)), compute g* f= gx‘ ven
by applying, e.g., the square and multiply method which requires O(log jGj)
callsto Ocpn . Note that for this, ' (jGj) and consequetly the factorization
of jGj must be known (This fact is indicated by the place holder f:fct in the
assumption.) Further, note that ead time Ocpy is calledits inputs componert
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g must be randomized to obtain oracle calls with properly distributed and
statistically independert inputs.3!

Suaess protability:  Since there are O(log jGj) independert oracle calls the
resulting successprobability is cig = ( con(k)©9IC)  Depending on
coH (k) we have the following cases:

Perfect oracle ( cpn (k) 8, 1): Clearly, the resulting successprobability is
alsoperfect,i.e., cie(k) 8, 1.

Strongoracle(1  cpn (k) 6, 1=poly(k)): The resulting succesgprobability is
alsostrong: Setf (jGj) := O(log jGj). It followsf (jGj) blogjGj for a constart
b> 0. As discussedin Section 2.7 we can assumethat the group order can be
bounded in the security parameter, i.e., |Gj 2" for somed > 0. It follows
logjGj kY and we can write

cie(k) = CDH(k)f(jGj) CDH(k)bkd:

According to Lemma 6.2 a polynomial power of a strong successprobability
is itself strong, i.e., 1 cpn(K)?’ 6, 1=poly(k) and thus, it follows 1
cie (k) 61 1=poly(k).

E ciency: There are O(log jGj) oraclecalls, and per oraclecall O(log jGj) group
operations are required for exponertiations and computing inverses.This makes
the total cost of O((log jGj)?) group operations.

Case (b): The proof is similar to the case(a), except that for the weak and

invariant CDH oracle the resulting succesgrobability ¢, g (k) cannot be poly-

nomially bounded, and the above reduction doesnot work directly. The success
probability of Ocpy hasto be improved rst by self-correction (see Section

6.1), a task expensiwe both in terms of oracle calls and group operations.

Suaessprokability: As mentioned above, we rst self-correctthe succesgproba-
bility of the invariant (weak) CDH oracleto strong successrobability. This is
done by applying Corollary 6.1. Thus, we have 1 con (k) 6, 1=poly(k).
Then it follows from Lemma 6.2 that cpn (K)°K° is strong, i.e., we have
1 con(K)P 6, 1=poly(k). Since cie(K) con (K)P< it follows
1 cie(k) 6, 1=poly(k).

E ciency: Due to Corollary 6.1 the additional costs for self-correcting are

31This is done as follows: Due to square and multiply method the input ttéple ;0 OcpH
at given step is either of the form (g* ;g*) (multiplication) or of the form (g* ;g* ) (squar-
ing) for some a. The inputs are randomized by choosing r;s 2r  jg; and inputing the
tuple (g*°*":g** %) or (g*°*";g*"*$) to Ocpn . The desired outputs are then computed as

carl _ g(x3+nx+s) c2a _ g(x@+r)(x?+s)
= gwarrrs O @ Rl e Fr et

g
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O(k= cpH (K)) oracle calls and O(k logjGj= cpr (k) + (logjGj)?) group op-
erations. Thus, the total costsare: O(k= cpn (k) + logjGj) oracle calls and
O(klogjGj= cpH (k) + (logjGj)?) group operations. (]

In the following Lemma we analyze the behavior of j‘é;j” for group orders
containing no small prime factors. This will be helpful when proving relations
betweencertain assumptionsin the sequel.

Lemma 6.5 Let SGg be a group sampler geneiating a family G of groups
whose orders contain no small prime factors. Let Gsg() be the correspnd-
ing group siblings (the set of groups G returned by SG¢ for a security param-
eter k.) Further, let f : 7! G be a function such that f (k) 2 Gsg) and

. (iGY " (i (K - " (it (K)] -
8G 2 Gsg(i: o sl Theniit follows 1 —HL9D < 1=poly(k). 2
Proof. Let jf (k)] = jGj = Qim:1 p' bethe prime factorization of the group order
iGj an%p = min(p1; ;pm) bethe smallestprime factor of jGj. Then it follows
jGi= “., p p™andlogjGj mlogpandthusm logjGj=logp logjGj

for logp 1 (i.e., for p  2). Moreover, as discussedin Section 2.7, we can
assumethat the group order can be upper boundedin security parameter, i.e.,
iGj 2<° for k > 1 and somed > 0. It followsm logjGj kY. Hence,we
can write -
- (G)) 1 Iim 1k
— = 1 — 1 — > (1 — .
G - Gy @ prrap
Since jGj corntains no small prime factors, it follows from the de nition of no
small prime (seeSection 3) that for any real constart ¢ > 0, there exists a kg

such that for all k > kg, 1=p< 1=k°. Thus, we can write
- (G)) NG 1k
— 1 — > (1 — .
o @ e
According to Lemma 6.3, the relation (1 1=k®)k" 1 1=k ¢ holds for
c>dand k 2 . Sincec is arbitrary, and since for all ¢ > d we can write
c®:=c d> 0,it follows that for all c®> 0, there exists a kg suc that for all

k > ko, J(‘GGJ‘) > 1 1=k and consequetly 1 % < 1=k®. This means

1 8D <y 1=poly(k). -

In the following lemma we prove the reduction from CSE to CIE assump-
tion for their high-granular version. This lemma will be helpful later when
establishing the relation betweenCIE and CDH assumptions.

Lemma 6.6

f(1 1=poly(k)), ,1=poly(k)g-CSE(c: ;g:h;fnsprim,o)
¢ ZUBD L 3 t9=3 t+ O(log jGj)

f(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:h;f:nsprim,0)
2
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Proof. We prove the following statemert: Given a CIE oracle O¢,;g which
breaksf(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:h;f:nsprim,0) with succesgrob-
ability ¢ e (k), there exists an algorithm A©c'e which breaksthe assumption
f(1 1=poly(k)), ,1=poly(k)g-CSE(c: ;g:h;f:nsprim,0) with successprobability
cse (K) % c1e (k)3 using 3 oracle calls and O(log jGj) group opera-
tions.
We proceedas follows:

(i) Selectbiri;rp 2r g; compute (g*g byr1 = gx B and (g*g°)"2 =
g™+ Pz, and query Ocie with ((G;g); (g™ ™)) and ((G;g); (g**")).
One can expect correct oracle answers with probability ¢e (k) only
if oracle inputs are legal, i.e., only if x b2 .,. This event occurs
with a certain probability which will be determined later. Now, assum-
ing the inputs are legal, one obtains statistically independert oracle calls
by randomizing the input elemens with ry;r,.3 The oracle answers are
g ¥ = Ocie g* Dt andgzo+9 = Ocie g** D'z | each time with
probability c¢g (k).

(i) Using the oracle'sanswersin Step (i) compute:

L _ ry

ri(x b) 2b
g :g(xlb ><+:Eb):g><2 bz:
grz(xlrb) 2

The exponent ;zz—bbz is an elemen of iGj becauseof the following reasons:

b2 g, andasdiscussedabove,x b2 g, whichimpliesx* 2 ..

Further, jGj is odd as the group families do not have any small prime
factors in the order.

2b
(i) Selectrz 2gr iGj and query Oc g with (G;Qg); gx? v? e where
rs is used for randomization to obtain statistically independert oracle

x2 b2 2br 3 i .
call. The oracleanswersg s = O¢ ;g gxZ »? with succesgrobability
CIE (k)

(iv) Compute the desired CSE instance by using the oracle's answer in Step
(iii)
gx = gxzzbrg2 2brg gbz:

Suaess prokability: The probability that both events E; : x + b 2 and

jGj
32Note that for x b2 iGj the multiplication with rq;r 2 iGj spreads x b randomly

and uniformly over ., and consequertly gx B "1 g(x+b) T2 are randomly and uniformly
distributed over input domain of Oc¢ g, implying statistically independent oracle calls.
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Ex:x b2 iGj oceur (in Step (i) is

Prob [El A Eg]

Prob [E1] + Prob [E;] Prob [E;1 _ Ej]
2 (jGj)
iGj
2 (jGj)
iGj

Prob [El _ Ez]

wherewe setProb [E; _ E»] = 1. Obviously, this is a worst caselower bound.33
Each time with probability ¢;e(k) the oracle outputs the correct value.
There are 3 statistically independert calls to the oracle, and so the resulting
succesgrobability of ACcie js:
2 (iGj)
iGj

cse(k)  ( 1) cie(k)®:

In the following, we set (k):= cie(k)®and (k):= 2430 1 (Note that jGj
is a function of the security parameter k, seealso Lemma 6.5 Depending on
the oracle's succesgrobability ¢ g (k) we have the following cases:

Perfect oracle ( ci1e(k) 8, 1): The resulting successprobability cannot be
perfect becausethere is a non-zero error probability when querying the CIE
oracle.

Weak oracle ( cie(k) 8, 1=poly(k)): The resulting successprobability is
(asymptotically) weak: Since jGj corntains no small prime factors, it follows

from Lemma 6.5that 1 (k) = 2(1 %) <1 1=poly(k). Thus, we can
write (k) >; 1 1=poly(k), meaning that (k) is non-negligible. Further,
we have ¢ e(k) 8, 1=poly(k) which implies (k) 8, 1=poly(k). It follows
(k) (k) 8, 1=poly(k) (seealsoSection2.2) Finally, since cse (k) k) (k),
it follows cse(k) 8, 1=poly(k).

Invariant oracle( cie 8; 1): The resulting succesgrobability is (asymptoti-

cally) invariant: As shown in the weakcase,we canwrite (k) >1 1 1=poly(k).

More precisely for any © > 0 there exist a ko sud that for all k > ko,
(k) > 1 © Since cie(k) 8; 1, for any k§ there exists a k; > k3 such

that cie(ki) 1 andconsequetly (ki) 3. Hence,for any k3 > ko there

exists a k; > k§ such that  cse (kg) > where ,:= (1 9 ;3. This means
cse(k) 61 2.

Strong oracle (1 cie(k) 64 1=poly(k)): The resulting successprobability
is (asymptotically) strong. For this, we rst prove that 1 (k) (k) 64

1=poly(k): As shown in the weak case,we can write (k) >; 1 1=poly(k).
Further, from Lemma6.2it follows1 (k) 6, 1=poly(k).>* Applying Lemma

33For this (worst case)lower bound to be meaningful (non-negativ e) the relation % > 1

2
must hold, and clearly this is the caseas jGj contains no small prime factors.
34 (k) is a (polynomial) power of a strong successprobabilit y.
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6.7weobtain 1 (k) (k) 6; 1=poly(k). Sincel cse(k) 1 (k) (k),
it follows1  cse(k) 6; 1=poly(k).

Lemma 6.7 Letf (k); g(k) be functions ! [0;1]. If 1 f(K) 6, 1=poly(k)
and1l g(k) <1 1=poly(k), then1 f(k)g(k) 6, 1=poly(k). 2

Proof. ConsiderP (k) = (1 f(k))(2 g(k)). Obviously, P(k) 0 for all k and
we can write

1 fNA  gk) 1+ f(kalk) f(k) g(k)
1 ey +@ fk)+ @ gak)

(1 f(kgk) + Sk 0

wherewesetS(k):= (1 g(k))+ (1 f(k)). S(k) is anot non-negligiblefunction
sinceit is the sum of a negligible and a not non-negligible functions. Thus, we
can write S(k) 6, 1=poly(k). From equations above we have 1 f (k)g(k))
S(k). SinceS(k) 6, 1=poly(k), it follows1 f (k)g(k) 6, 21=poly(k).

E ciency: There are 3 calls to O¢ e, and O(logjGj) group operations are
required for the exponertiations and computing the inverseelemers. [

Remark 6.3. For groups of prime order, the resulting succesrobability covers
alsoperfect succesgprobability asthe special caseof elemerts not in |, (i.e., 0)
can be tested and handled.

Using the previous results we can now prove the relation betweenCIE and
CDH assumptionsin their high-granular variant.

Theorem 6.4

-CIE (c: ; g:h;f:fct)
° 1 1=2%; t°%=0(% +1tlog [Gj)+ O(*™ Il +(og G})?)

7/
-CDH(c: ;g:h;f:fct);

f(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:h;fnsprim,o)

( ° (ZUBD 1)3 9 (%29 t+ O(log |Gj)

f(1 1=poly(k)), ,1=poly(k)g-CDH(c: ;g:h;f:nsprim,o)
2

Proof. The following statemerts hold:

(@) Given a CDH oracle Ocpy which breaks -CDH(c: ;g:h;f:fct) with
success probability  cpy (k), there exists an algorithm ACcow
which breaks -CIE(c: ;g:h;f:fct) with successprobability ¢ eg(k) =

con (k)OUgiGl) ysing at most O(#(k) + l0gjGj) callsto Ocpy and

(X181 + (logjGj)?) group operations.
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(b) Given a CIE oracle OciE which breaks
f(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:h;f:nsprim,0) with success
probability ¢ g(k), there exists an algorithm A©c'e which breaks
f(1 21=poly(k)), ,1=poly(k)g-CDH(c: ;g:h;f:nsprim,0)  with success
probability cow (k) (2UE2)% cie(K)®, using 9 oracle calls and
O(log jGj) group operations.

Case(a): Follows immediately from lemma 6.4.

Case (b): According to Theorem 6.2 there is a reduction from
-CDH(c: ;g:h;f.0) to -CSE(c: ;g:h;f.0) with successprobability cpp (k) =
CSE(k)S, using 3 callsto Ocpy and O(log jGj) group operations.

Further, according to Lemma 6.6 there is a reduction
from f(1 1=poly(k)), ,1=poly(k)g-CSE(c: ;g:h;f:nsprim,o) to
f(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:h;f:nsprim,0) with success proba-
bility cse (k) % C|E(k)3, using 3 oracle calls and O(log jGj) group
operations.

Combining these results we obtain a reduction from
f(1 21=poly(k)), ,1=poly(k)g-CDH(c: ;g:h;f:nsprim,o) to
f(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:h;f:nsprim,0) with the resulting
successrobability cpy (K) (%)3 CIE (k)g, using 9 oracle calls and
O(log jGj) group operations. This completesthe proof.

Remark 6.4. Theorem 6.4 concernsonly group orders with no small prime fac-
tors, and does not cover the gap betweenthe group orders with at least one
large prime factor and those cortaining no small primes. Note that for group
orderswith only small prime factors the problemsare easyto solve sinceonecan
apply well-known algorithms for solving the discrete logarithms ( ).

Remark 6.5. The CDH oracle can be usedto multiply two discrete logarithms
without knowing them explicitly (e.g., to compute g><2 without knowing Xx).
Using CDH oracle one can compute gP®) for a polynomial p(x) with integer
coe cien ts or to compute g"®) for any rational function of the form h(x) =
f (xX)=g(x) where f (x); g(x) are polynomials with integer coe cien ts. This fact

was also mertioned shortly by ). As a consequencepne can use
CDH oracleto compute any multiv ariate polynomial p(X1;X2;  Xn) or rational
function h(xy; X2; ;Xn) in the exponer.

Let us, for brevity, consider bivariate expressionsin exponerts. Assume
we are given an oracle which, on input g*;g”, outputs gP®*¥) with a certain
probability, where p(x; y) is a known ( xed) bivariate polynomial whosedegree
and form is appropriately de ned. We may call this oracle CPE (Computational
Polynomial Exponert) and want to analyzeits relation to CDH oracle. Due to
the discussionabove we can easily construct a CPE oracle using a CDH oracle,
however, the converse(reduction CDH to CPE) is not obvious. This direction
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was shown in ). First show the equivalence between CDH oracle
and a CPE oracle which computes polynomials of degree2 (according to the
underlying polynomial de nition). We denote suc oracle with CPE(2). Next
prove that a CPE(n), i.e, a CPE oracle outputting p(x;y) of degreen, can be
inductiv ely reducedto CPE(2).

6.3.2 Medium Gran ular

Next, we prove the above equivalence (Theorem 6.4) also for medium gran-
ularity. Similar to Theorem 6.3 we could argue that due to the existence of
a randomization the result immediately follows also for the medium-granular
case. However, we will show that this reduction can be performed much more
e cien tly in the medium-granular casethan in the high-granular case;thereby
we improve the concrete security considerably We start with the following
lemma.

Lemma 6.8
-CIE (c: ;g:m;f.0)

%= t%=t+O(log |G})
7

-CSE(c: ;g:m;f.0);
f(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:m;f:nsprim)

0 UGN . 40—
( R L) B
f(1 1=poly(k)), ,1=poly(k)g-CSE(c: ;g:m;f:nsprim)

2

Proof. We prove that the following statemerts hold:

(@) Given a CSE oracle Ocsg which breaks -CSE(c: ;g:m;f.0) with suc-
cessprobability cse (k), there exists an algorithm A©cse that breaks
-CIE (c: ;g:m;f:0) with succesgprobability ¢je(k) = cse(k), usingl
oracle call and O(log jGj) group operations.

(b) Given a CIE oracle OciE which breaks
f(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:h;f:nsprim) with success
probability ¢ e (k), there exists an algorithm A©Cc'e which breaks
f(1 1=poly(k)), ,1=poly(k)g-CSE(c: ;g:h;f:nsprim) with successproba-

bility cse(k) 5 cie(K), using 1 oracle call.

Case(a): Given a CIE input tuple ((G;Q);(g*)) with x 2 jcj We construct
ACcse asfollows: Seth:= g, then wehaveg= h' fort2 ;. Sincex2 g,
h is a group generator, and t = x ! exists as we implicitly assumedabove.
Selectr 2gr  jg; and pass((G;h); (h'*")) to Ocse whereh'*" = gg'. The
reasonfor the randomization with r is that herethe inputs to Ocsg are limited

to those with secretexponerts x from iGj whereasthe successprobability of
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Ocske is de ned over the input setwith x 2 ;g;. Using the answer of Ocse
we compute
htz ] Ocse (W) ] ht2+2rt+r2.
nggr2 (ht)ZrhrZ '

Sincet = x 1 weexploit the identity h* = (g)* 0° = (g)* "= g« “= g

to solve CIE input.

Suaessprobability: There is a single call to Ocsg. Thus, the resulting success
probability is ¢ je(k) = cse (k).

E ciency: There is a single oracle call, and there are O(log jGj) group opera-
tions required for computing the inversesand exponertiations.

Case(b): Givena CSE input tuple ((G;g);(g*)), we construct ACc' € asfollows:
Set h := g* and pass ((G;h);(h')) to Oc;e where ht = g. Note that Oc e
answerscorrectly (i.e., ht 1) with probability ¢ g (k) only to the legal queries,
i.e., when h is a generator and t 2 iGj- The probability for this evert is
% Note that in this caset := x ! exists, as we implicitly assumedabove.
The desiredsolution to the CSE problem is obtained by exploiting the identity

ht "= (@) D " =g

Suaessprobability: There is a single call to Oc e . Thus, the resulting success

probability is ¢csg (k) % cie (k). Depending on the oracle's success

probability ¢ e (k) we have the following cases:

Perfect oracle ( cie(k) 8, 1): The resulting successprobability cannot be

perfect becausethere is a non-zero error probability when querying the CIE

oracle.

Weakoracle( cie(k) 8, 1=poly(k)): The resulting succesgprobability is weak:
cie (k) is a not negligible function, and : J('GGJ') is always non-negligible (see

also Lemma 6.5) Thus, the product of theseterms is a not-negligible function,

implying cse (k) 8, 1=poly(k).

Invariant oracle( cie 8; 1): The resulting succesgrobability is (asymptot-

ically) invariant. The proof is similar to that of the invariant casein Lemma

6.6. SincejGj contains no small prime factors, it follows from Lemma 6.5 that

1 % <1 1=poly(k). More precisely for all %> 0 there exist a ko such that

for all k > ko, % >1 9 Since cie(k) 8; 1, for any kJ there exists
ki > k8 such that ¢ e (ki) > 1. Thus, for any k§ > ko there exists k; > k§
such that cseg(ki) > 2 where ,:= (1 0) 1. This means cse(k) 8; 2.

Strong oracle (1 cie(k) 6, 1=poly(k)): The resulting successprobability

is (asymptotically) strong. The proof is similar to that of the strong casein
Lemma 6.6. SincejGj contains no small prime factors, it follows from Lemma
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6.5that 1 % <1 1=poly(k). Further, wehavel ¢ ;e(k) 6; 1=poly(k).
Applying Lemma 6.7 we obtain 1 % cie(k) 6, 1=poly(k), and since
1 cse(k) 1 B (k) it follows 1 cse(k) 64 1=poly(k).

Combining Theorem 6.3 and Lemma 6.8 we obtain the following theorem on the
relation betweenthe medium-granular variants of CIE and CDH assumptions.

Theorem 6.5
-CIE (c: ;g:m;f.0)

%= : t%=t+O(log |G}
)

-CDH(c: ;g:m;f.0);
f(1 1=poly(k)), ,1=poly(k)g-CIE (c: ;g:m;f:nsprim)

( o U2l R t°=3 t+ O(log jGj)
f(1 21=poly(k)), ,1=poly(k)g-CDH (c: ;g:m;f:nsprim)

2

Remark 6.6. In Theorem 6.5 we considergroup orders containing no small prime
factors (for the reduction CIE to CDH) to obtain comparable results to the
high-granular variant of the reduction. Howevwer, the reduction holds also for
general group orders® although for invariant and strong CIE oracle we need
to self-correctthe resulting successprobability cpy after the reduction (see
Corollary 6.1) This is stated in the following lemma.

Lemma 6.9

f(1 1=poly(k)), ,1=poly(k)g-CIE(c: ;g:m;f: )

f(a 1:;0Iy(k)), ,1=poly(k)g-CDH (c: ;g:m;f: )
2

Remark 6.7. For prime group orders Theorem 6.5 also covers perfect oraclesas
the special caseof elemerts not in |, (i.e., 0) can be tested and handled.

In this sectionwe have analyzedand proved relations betweenCDH, CSE, CIE
in their high- and medium-granular versions. We can summarizethe advantages
of medium-granular reductions over their high-granular variants as follows:

The medium-granular reduction of CIE to CDH (Theorem 6.4) does not
require the CDH oracle to be self-corrected.

The medium-granular reduction (Theorem 6.5) is much more e cien t than
the corresponding high-granular reduction (Theorem 6.4): The reduction
CIE-CDH requires a single call to the CDH oracle and O(log jGj) group

35e.g., it holds also for orders containing at least one large prime factor.
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operations whereasthe high-granular version requires, even without self-
correction, O(log jGj) (very expensiwe) oracle calls and O((log jGj)?) group
operations. Further, the reduction achievesa succesgrobability which is
higher by a power of O(logjGj). The successprobability of the converse
reduction CDH-CIE is comparatively higher for the medium-granular vari-
ant.

The high-granular variant of Theorem 6.5 works for group orders with no
small prime factors. It doesnot cover the range of group orders with at
leastonelarge prime factor to thosewith no small prime factors. However,
this gap is covered by the medium-granular version since the reduction
works for any group order (seeRemarks 6.4 and 6.6).

7 Decisional DH, SE and IE
7.1 Dicult vy in the Generic Mo del

First we state a Lemma which plays an important role for later proofs in the
context of genericalgorithms:

Lemma 7.1 ( ; ) Letp2 ande2 . Further,
let P(X1;X2;  ;Xn) beanon-zewo polynomial in - pe[X] of total degreed 0.
Then

Prob[P(x1;X2;  ;Xn) 0 (X1;X2;  iXn) 2r  pe]  d=p:
2

Using Lemma 7.1 Wolf ( ) showsthe following result: There existsno generic
algorithm that can solve DSE in polynomial time if the order of the multiplica-

tive group is not divisible by small primes. This result is summarizedin the
following theorem:

Theorem 7.1 ( )
true =) -DSE (c: ;g:h;finsprim,0) 2

Remark 7.1. More precisely Wolf shows, the probability that any genericalgo-
rithm A can correctly distinguish correct DSE inputs from incorrect onesis at
most %“—3) where pC is the smallest prime factor of jGj and T is an upper

bound on the algorithm's runtime.

Remark 7.2. In the sequel, we will consider seweral decisional problems and
prove results on the generic complexity of solving them. For known group
orders the genericcomplexity of these problemsis directly proportional to the
smallest prime factor of the group order (similar to the result of Theorem 7.1)
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In other words, these problems can only be hard if the group order jGj is free
of small primes 36

To make this more clear, consider the following example regarding DDH
for group family with jGj = 2q whereq 2 is a prime. We assumethat
DDH is hard for g. Note that this example can be generalizedto any group
families with jGj corntaining small prime factors. Now, assumewe are given a
correct DDH tuple 11 := ((G; 9); (g*;¢); (g®)) and a random DDH tuple | =
(G;0); (g%;d); (gxoyo)) with x%y92¢ icj- SincejGj is even, we can determine
the parity parity(exp) := expmod 2 of the exponerts exp 2 fx;y;xy;x%% as
follows: 0 ()= 1

. _ : if(g =
palty(exp) - 1 if (gexp)q - gq:

This can be exploited to construct an algorithm (distinguisher) D which solves
DDH in G with non-negligible succesgrobability. D getsthe tuple I, asinput,
where b is a randomly and uniformly chosenbit, and outputs a bit D () suc
that

D(ly) = 1 : if parity(z) = parity(x)parity(y)
/70 : otherwise

wherez is either xy or x%°. D is successfuif and only if D(Ip) = b. The success
probability of D is determined as follows:

Prob [D(Iy) = bl = Prob [D(Is) = Ljb= 1JProb [b= 1]

+ Prob [D(Iy) = 0jb= 0JProb [b= 0]
1(%) " %Prob [D(Ip) = Ojb= 0]
- % " %Prob [D(Ib) = Ojb= O]:

Note that Prob [D(lp) = 1jb= 1] = 1 always holds. Further, Prob [b= 1] =
Prob [b= 0] = 1=2 holds sinceb is chosenrandomly and uniformly from fO0; 1g.
It remainsto compute Prob [D(l,) = Ojb= 0]. For this, we considerthe 4 pos-
sible casesfor the parities of x and y represerted by the disjoint everts Ej;

Eij =f(@]):xy2r jgi= paity(x)”j = paity(y)g
fori;j 2 f0;1g. It follows

Prob [D(Ip) = Ojb= 0]

Prob [D(|b) = Ojb= on Ei;j ]Prob [Ei;j ]

i;j 2f 0;1g
= Prob [D)((l b) = Ojb: on El;l]Prob [El;l]
+ Prob [D(|b) = Ojb: on Ei;j ]Prob [Ei;j ]Z
i;j 2f0;1g
(7)€ (1;1)

36 Note that if the group order jGj is known then its small prime factors can easily be
computed by using well-known factoring algorithms.
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Sincex and y are chosenuniformly and randomly we have Prob [E;; ] = 1=4 for
all i; j 2 f0;1g. Further, we have

Prob [D (1) = Ojb= 0" Ej.1] = Prob [parity(z) = 0] = 34
and fori;j 2 f0;1g;(i;j) 6 (1;1)
Prob [D(Ip) = Ojb= 0™ E;j ] = Prob [parity(z) = 1] = 1=4
Substituting theseresults in the above equations we obtain:
Prob [D(lp) = Ojb= 0] = 1-4(3=4) + 1-4(3=4) = 6=16

and
Prob [D(lp) = bl = 1=2+ 1=2(6=16) = 11=16:

According to our de nitions of the assumptionsin Section4 the adversary'ssuc-
cessprobability for decisionalassumptionsis normalized to (Prob [D(Ip) = b
1=2)2 = 6=16. Thus, with (non-negligible) successprobability 6=16 the distin-
guisher can recognizethe correct DDH tuple.

Remark 7.3. Theorem 7.1 holds also for other variants of the assumption with
respect to the succesgrobabilities perfect, weak and strong.

Remark 7.4. It might look surprising that -DSE (c: ;g:h;f:nsprim) always
holds, i.e., it's a fact, not an assumption. Of course,the crucial aspect is the
rather restricted adversary model (the in the assumption statemert) which
limits adversariesto generic algorithms. Howewer, note that, consequetly, to
break DSE, one hasto exploit deeper knowledgeon the actual structure of the
usedalgebraic groups. In particular, for appropriately chosenprime-order sub-
groupsof | and elliptic or hyper-elliptic curvesno suc exploitable knowledge
could yet be found, and all of currently known e cien t and relevant algorithms
in these groups are genericalgorithms, e.g., Pohlig-Hellman ( ) or Pollard-

( ). Nevertheless, care has to be applied when proving systems
securein the genericmodel ( ).

Remark 7.5. As we will seelater seweral (impossibility) results are proven in
the genericmodel. All theseproofs use similar techniquesto determine bounds
on the amount of information a generic adversary can obtain. For the better
understanding, we describe this below by giving an example for DDH.

First recall that in the genericmodel a group elemen a 2 G is represered
by its encading (x), with x 2 gj, using an encading function () chosen
randomly from the set g of bijective functions jg;! G. The genericad-
versary A is given (1), i.e., the encading of a generator, and it is given access
to oraclesfor performing addition (x + y) +( (X); (y)) and inversions

( x) (x) on group elemerts (seealso Section 3)%7

A decisional problem in this model is formulated as follows: The adversary

A is given the encadings of the secret, solution and random parts where the

37 As we will seelater, for proving the imp ossibility of some reductions A is given access
to additional oracles.
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latter two parts are in random order. Then A hasto decide on the correct
order of thesetwo parts. For DDH it means,A is given (1); (x); (y) and
the elemens f (xy); (c)g in random order. Now, A has to decide which
of the elemenis f (xy); (c)g is the encading of the solution part and which
one corresponds to the encading of the random part. Assuming A makesT
queriesto the addition and inversion oracleswe are interestedin the amount of
information it can obtain. Each time A interacts with theseoraclesit learns
the encading (wi) ofaw; 2 jgj wherew; = P;(x;y;xy;c) is a linear function
P; in x;y;c, and can be determined by using the previous oracle queries. A
has the following possibilities to obtain information on the encaded values:

(@)A learns distinct (random) encading of distinct values. More precisely
for all (i; j) with P; 6 P; we have (w;) 6 (w;j).

(b)A learns a linear relation on the values x;y;xy and c. More precisely
there exists (i; j) sudh that P; 6 P; and (wi) = (w;), meaning that
either Pi(X;y;Xy;c) P; (x; y;xy; c) mod jGj holds or P;(x;y;c;xy)

P; (x; y; c;xy) mod jGj.
In the case(a) the obtained values are independert random valuesand do not
leak any information to A at all. In contrast, case(b) represers the only
way A may obtain information on the valuesx;y;xy andc. If A can nd
such a relation we considerit as successfulin nding the correct order of the
elemens. Hence,we are interestedin bounding the probability of A 's success.
For this purpose, it suces to bound the probability that a pair (i;j) with
i 6 ] existssud that P;i(x;y;xy;c) Pj(x;y;xy;c) mod jGj or P;i(x;y; C;Xy)
P; (x; y; c;xy) mod jGj when given any T distinct linear polynomials and the
random valuesx; y;Xy;c2r jgj. As we will seelater this bound is determined
by exploiting the result of Theorem 7.1.

In the following Theorem we show that also DIE cannot be solved by generic
algorithms if the order jGj of the multiplicativ e group iGj is not divisible by
small primes.

Theorem 7.2
true =) -DIE (c: ;g:h;f:nsprim) 2

Proof. The following lemmaassaiatesthe minimal genericcomplexity of solving
DIE directly to the smallest prime factor of the order of the underlying group
G. Theorem 7.2 immediately follows from this lemmaand Remarks 7.6 and 7.5.
|

Lemma 7.2 Let G be a cyclic group and g a correspnding geneator, let p® be
the smallest prime factor of jGj. Let A be any generic algorithm for groups G
with maximum run time T. Then the following always holds:
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(jProblA (C (G;g);wp,w,) = b
b ®f0;1g; C * U;
Pl SPIg((G;g); PIr  SPlp e (PIS);
Wi (PI publ : PI SO|);
W, (PI publ : PI RSOl)

Proof. Assume,we are giventhe encadings (1), (x) andf (x !); (c)gwhere
X 2 iGj- After T computation stepsthe algorithm A can compute at most

T + 4 distinct linear combinations P; of the elemers 1;x;x ! and ¢, i.e., it
obtains
(Pi(Lix;x Y;0) = (a1 + aiax + &zx * + &40);

where g; are constart coe cien ts. Furthermore, it is not a-priori known to
A which one of the valuesin f a;3; a;4g is the coe cien t for x ! and which one
correspondsto c. A may beableto distinguish (x 1) and (c) by nding rela-
tions (collisions) betweendistinct linear combinations (P;; P;) with i 6 j. This
meansit obtains (Pi(1;x;x 1;0) = (P(L;xx 1;0) or (Pi(L;xcx 1) =

(Pj (1;x;¢;x 1)), implying either Pi(1;x;x 1;¢) Py (L;xx 1;¢) modjGj or
Pi(L;x;c;x 1) P(L;x;c;x 1) mod jGj. Let E denotethis evert. We compute
an upper bound for the probability that E occurs: Thereare T}* = W
possible distinct pairs of polynomials (P;;P;). For ead sud a pair (i;j) we
can bound the number of solutions to P; P; mod p® for any prime power
p® that exactly divides jGj, i.e., p®*! §jGj (Note that uniformly distributed
random values mod jGj are also randomly and uniformly distributed mod p€.)
More precisely we considerthe solutions to the following polynomials

Fij (60 =x[Pi(L;x;x 10 PLxx %c] 0modp®

or

Gij (o =x[PiLix;cx 1) P(Lixcx b 0mod pe:
Here the polynomials F or G are obtained by multiplying both sides of the
congruenceP;  P; mod p® with x and then reordering the resulting congruence.

Hence,we bound the probability that a random tuple (x;¢) 2r e pe IS
a zero of the polynomials F or G mod p° (Note that 5, is the domain of the
secretexponerts of DIE input tuples.)

To do this, we rst bound the number of solutions (x; ¢) to F or G mod p®
where (x; ¢) are randomly selectedfrom ‘2,@: The total degreeof ead of the
polynomials F and G is two. It followsfrom Lemma 7.1that the probability of a
random tuple (x; c) 2 ﬁe to beazeroof F or G mod p® is at most 2(2=p) = 4=p.
There are p®® tuples (x; ¢) in 3. Thus, there are at most p?®4=p= 4p®® ! zeros
for F or G mod pé.

Further, there are (' (p®))* = (p®* p°® ')® tuplesin . pe- Hence, the
probability that such a tuple is a zero of F or G mod p® is upper bounded by
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4p%¢ 1=(p® p°® 1)2. It follows

(T+4Y(T+3) 4p*!
2 (pe pe 1)2
(T + 4T+ 3) qp%e 1
2 p2€+ p2e 2 2p2€ 1

2p

2p 2
7 2 (T+ 4)(T+ 3)ﬁ

Prob [E]

(T+4)T+3)
(T + 4)(T+ S)L'

P2
If the complemenary event E occurs, then A cannot obtain any information

about the bit b except pure guessing. Thus, the successprobability of A for
correctly outputting bis

Prob [A () = b Prob [E] + %Prob [E]

= Prob []+ =P E] Pr2°b [E]
1 N Prot; [E]
LT+ 8T +3)

P 2

NI = NI

Remark 7.6. In the classicalformulation of decisionproblemsthe adversarygets,
depending on the challengeb, either the correct elemen or a random elemert as
input, i.e., in the caseof DIE the adversary gets g* together with g* “ifb=0
and g° (with c2g jG-) if b= 1. The formulation usedin Lemma 7.2 considers
a slightly dierent variant of the decisional problem type: We consider here
an adversary which receiwes, in random order, both the correct and a random
elemen and the adversary hasto decideon the order of the elemers, i.e., the
adversary gets g* and (g* 1;gc) for b= 0 and (g%; g* 1) for b= 1.
This formulation makesthe proofs easierto understand. However, note that

both variants are equivalert.

7.2 DSE versus DDH
7.2.1 High Gran ular

Wolf ( ) shaws the following two results on the relation between DSE and
DDH: DSE can easily be reducedto DDH, however, as Theorem 7.4 shows, the
corversedoesn't hold.
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Theorem 7.3 ( )

o . omes .
-DSE(c: ;g:h;f.0) == 1= O(Iog’G')? -DDH (c: ;g:h;f:0) 2

Proof. Given a DDH oracle Oppy which breaks -DDH(c: ;g:h;f: ), one
can construct an algorithm A®co+ for breaking -DSE(c: ;g:h;f:0) as follows:
ACco+ randomizesits input tuple ((G;g); (g*); (g%)) by choosingr 2g jcj and
constructing the tuple

I = ((G:i9):(g":9"):(g))
where g* = ¢*, g¥ := g**" and g% := ¢?(g*)". The tuple | has the correct
input distribution for Oppy because(i) g := g**" is a random group elemeri

independert of g, and (ii) the last elemen gZ is gXY if and only if ¢ = g**,
and it is a random group elemen otherwise.

Suaess prokability: There is a single call to the DDH oracle with correctly
distributed inputs. Thus, the resulting successprobability is pse = ppH,
and since psg isinvariant, it followsthat ppy is alsoinvariant.

E ciency : Thereis asingleoraclecall, and by applying the squareand multiply
method onerequires O(log jGj) group operations for performing the exponerti-
ations. ]

Remark 7.7. The reduction in Theorem 7.3 also holds for other variants of the
assumption with respect to the succesgrobabilities perfect, weak and strong.

Remark 7.8. In the proof of Theorem 7.3 we selectedrandom elemens from

jcj exploiting that the group order is known. While the group order might not
always be publicly known, there is always a publicly known upper bound B (jGj)
on the group order as mentioned in Section 3 where Parameter 3 is discussed.
If we now considerthe two probability ensenbles

X =fg 1G  SG(1*) ~ g SYG) N x " as(e)d
and
Xe=fg G  SGEI¥) ~ g SgG) » x * giu;

we prove that they are statistically indistinguishable. First, obsene that we
compute in the exponerts implicity modulo jGj. Therefore, it is sucient to
considerthe ensenbles

Yy =fx  (modjGj) =G SG(I) " x * xg(e)9
and

Ye:=fxuG  SG(I*) A x ° g0
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Investigating their statistical di erence , we can derive following inequalities:

X
v v)(k) = jProb [Y, =y] Prob [Yi = y]j
Y2 jgj
. 1.
= jProb [Y, =y] —
y2 o iGj
iGj
X

(ma)SIZ jGj(PrOb [Yk = y]) minyZ jGj(PrOb [Yk = y]))
Y2 joj
= JGj (max2 (Prob [Y, =y]) miny .(Prob [Y, = yI))
d2“B(jGj)5Gje  b2“B(jGj)=jGjc

= 18 x56) FB(G)
- _ 6

FB(G)

1

2k

Clearly, from this it follows that Y and Y (and indirectly X and X ) are
statistically indistinguishable. Given that the behavior of the oracle machine
cannot signi cantly dier on input distributions which are statistically indistin-
guishable from the correct ones| otherwise we would have a computational
and therefore also statistical distinguisher | it is sucient to sample random
exponerts from g (jgj) to make the reduction work also for arbitrary group
families.3®

Remark 7.9. Following Remark 6.2, the result of Theorem 7.3 easily extendsto
the medium-granular variant.

Next theorem states that a DSE oracle, even when perfect, is of no help in
breaking DDH assumptions.

Theorem 7.4 ( )
true =) 1-DDH (c: ;g:h;f:nsprim; Oy.pse (c: ;g:h; finsprim) ) 2

Remark 7.10. More precisely Wolf shows, the probability that any A ‘Ocse
can correctly distinguish correct DDH inputs from incorrect onesis at most
%“—4) where p°is the smallestprime factor of jGj and T is an upper bound
on the algorithm's runtime.

38 A similar argument (but without proof) is given by ) for random self-reducing
of DDH with unknown order. He proposesto sample from g (;gj)2. However, asin virtually

all practical casesB (jGj) is considerably larger than 2K this results in a much more expensive
reduction. Let us consider following (common) example: The computation is done in sub-
groups of |, with prime order g and an obvious upper bound on the group order is p. For
concreteness, let us use the group parameters suggested by ) for
security parameter k = 80, i.e., p and gq having approximately 1460 and 142 bits, respectively.
While our method requires exponentiation with exponents of 1540 bits, Boneh's method would
require exponentiation with exponents of 2920 bits, i.e., a huge di erence!
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Remark 7.11. Theorem 7.4 holds alsofor other variants of the DDH assumption
with respect to succesgrobabilities weak, invariant and strong.

7.3 DIE versus DDH
7.3.1 High Gran ular

In the following we prove that similar relations also hold between DDH and
DIE. We rst prove a reduction from DIE to DDH, and then show in Theorem
7.7 that the corversedoesnot hold in genericmodel. This meansa DIE oracle,
even when perfect, is of no help in breaking DDH assumption.

Theorem 7.5

f(1 1=poly(k)), ,1=poly(k)g-DIE (c: ;g:h;f:nsprim)

0 2 (jGj) 1 . ;0_ et
—ie;— ot =t+ O(log JGJ\)

)
f(1 1=poly(k)), ,1=poly(k)g-DDH (c: ;g:h;f:nsprim)
2

Proof. We prove the following statemert: Given a DDH oracle Oppy Which
breaksf (1 1=poly(k)), ,1=poly(k)g-DDH (c: ;g:h;f:nsprim) with successprob-
ability ppH (k), there exists an algorithm ACco+ which breaksthe assump-
tion f(1 1=poly(k)), ,1=poly(k)g-DIE (c: ;g:h;f:nsprim) with successprobabil-
ity pie(k) ZUEL 5o (k), using a single call to Ocpn and O(logjGj)
group operations.

Suppose, we are given a DIE input tuple ((G;9);(9*);(g?)) with z = x !
or z = cwherec 2gr iGj- We transform the DIE input tuple to a DDH input
tuple ((G;9); (g% ;g9");(g%)) asfollows: Set

X .— ~Xtag. Y .— qa2ztas. Z .— ~a Xtagztag.
gh =g g i=guet; gti=gret st e

where a;;a2;a3 2r  jgj, @4 = @z, a5 = aa; and ag = az + ajaz. Here the
superscript\*" indicates that the corresponding valuesare constructed.

If z= x 1, we get a correct DDH input tuple ((G;g);(g*;g");(g%)) be-
cause(i) X;Y are randomly and uniformly distributed over g; due to the
randomization with a;;az;a3 2r  jgj, and (ii) the following holds

XY

ar)XZ + azgX + axa;Z + aiag

= apXX 1+ agX + ayayz+ aja3
= agX+ apayX '+ ap+ ajas

= a4 + a5X 1 + a6

Z:

The casez = c is more involved. Here we apply the result of Lemma 7.3;
For group orderswith no small prime factors, the (constructed) tuples (X;Y;Z)
are statistically indistinguishable from tuples (X % Y% Z9 chosenrandomly from
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% and therefore, alsoindistinguishable for the DDH oracle. Thus, alsoin this
casewe get a correct DDH input tuple.

Suaessprokability: There is single call to Oppy and, therefore, the resulting
succesrobability is

2 (iGj

pie (k) = Prob [Ex] ppor(K) ( iGi

1) pon (K):

The reasonfor the factor Prob [E] is that the input tuples to Oppy are legal
only if the tuples (X;Y;Z) are randomly and uniformly distributed over g;j,
and this is the caseif the evert Ex occurs.

In the following, we set (k) := 2 j%jGJ) 1 (Note that jGj is a function of
the security parameter k, seealso Lemma 6.5 The type of resulting success
probability pge (k) dependson the type of ppy (k). The proofs are similar
to those of Lemma 6.6. Nevertheless,for completenessthey are given below.

Perfect oracle ( ppn (k) 8, 1): The resulting successprobability cannot be
perfect becausethere is a non-zero error probability when querying the DDH
oracle.

Weak oracle ( ppn (K) 8; 1=poly(k)): The resulting successprobability is
(asymptotically) weak: Since jGj contains no small prime factors, it follows

from Lemma 6.5 that 1 (k) = 21 %) <3 1=poly(k). Thus, we can
write (k) > 1 1=poly(k), meaning that (k) is non-negligible. Further, we
have ppn(K) 8, 1=poly(k). It follows (k) ppwn(K) 8, 1=poly(k) (seealso
Section 2.2) Finally, since p e (k) (K) ppon(k), it follows pie(k) €4

1=poly(k).

Invariant oracle( ppn €41 1): The resulting succesgrobability is (asymptot-
ically) invariant: As shown in the weakcase wecanwrite (k) >3 1 21=poly(k).
More precisely for any 9> 0 there exists a ko such that for all k > ko we have
(k)>1 1 % From ppu(k) 8, 1,it followsthat for any k§ there exists a
ki > kd suchthat ppn (ki) 1. Thus, for any k3 > ko there exists a k; > k§
such that p e (k) 2 where ,:= (1 0) 1. It follows pie(k) 8; 2.

Strong oracle (1 pon (K) 6, 1=poly(k)): The resulting successproba-

bility is (asymptotically) strong: As shown in the weak case, we can write
(k) >1 1 1=poly(k). Further, we have 1 por(K) 6,1 1=poly(k). It

follows from Lemma 6.7 that 1 (k) ppu (k) 61 21=poly(k). Finally, since
piE (K) (k) ppn(k), it follows1l  pie(k) 6, 1=poly(k).
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Lemma 7.3 Let SG be a group sampler of groups whose orders contain no
small prime factors. Further, let Vi and V2 be probability ensemblesde ned as

Vi = f(X;Y;Z):G SG@X) »

(x2) 2r (o) " (as;@:a3) 2R g "

a,=az ™ ag=aa; " ag=a+ ajaz "

X=x+a ™ Y =az+az " Z:=agX+ agz+ ag0;
v = f(X%Y%Z29: G sG(1f) M (X8Y%Z92r o

Then Vi and V0 are statistically indistinguishable. 2

Proof. According to the de nition of statistical indistinguishabilit y (seeSection
2.4) we have to prove that the statistical dierence (v .y o (K) is negligible in
security parameter k (here, for group orders jGj with no small prime factors)

Clearly, Prob [V,?= v] = 1=jGj® holds for all v 2 5, by de nition. Next,
we partition f’Gj in two disjoint setsD and its complemert D = f’Gj nD such
that Prob [Vx = v] 15jGj® for all v 2 D and Prob [V = V] < 15Gj2 for all
v 2 D. Then we can write

X
wvovo(k) = jProb [V = v] Prob [Vk°= v]j
v2 3.
iGj
= jProb [Vx = v] 15Gj3j
v2 3

iGj

= (Prob [V, = v] 15Gj®) +

v2D X
(15Gj®  Prob [V = V]):
v2D
It follows
X
v v (K) Prob [Vx = v] 15Gj® +
v2D X
15Gj®  min,, JsGi(F’rob [Vk = V)
X v2D
= Prob [Vk = v] jDj5Gj® +
v2D

iDj 15Gj*  miny, = (Prob [Vi = V]) :
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P P
We exploit the relations |, Prob [V = v] = 1 v2p Prob [V = v] and
iDj = jGj® jDj, and substitute them in the above inequality:

a
jGI® iDj ,

X
v v o (K) 1 Prob [V = vl 3

v2D
iDj 15Gj®  min,, 2 (Prob [Vi = v])

X
1 min,; 2 (Prob [V =v]) 1+ iDjFGj® +
v2D
jDj 15Gj*  min,, s, (Prob [Vic = v])

j Dj min,, 5 (Prob [Vi = Vv]) +|Dj=jGj* +
jDj 15Gj®  min,, 2, (Prob [V = v])

= 2DjHGj® 2Dj min,; s (Prob [Vi = v])

= 2iDj 15Gj® min,; s (Prob [Vi = v])

2Gj° 14Gj®  min,; : (Prob [Vi = v])

where for the last step we usedthe fact jDj  jGj3. Next, we determine a lower
bound for min,, stj(Prob [Vk = v]). For this, we rst considerthe probability

Prob [V = v] together with the evert Ex := E(Vk) : (1 xz2) 2 icj It follows
Prob [V = v] = Prob [Vx = v Ex] + Prob [Vx = v Ek]
where Ey is the complemen of Eyx. Thus, we can write
min,,, j361(Prob [Vk = V) min,,, i3Gj(Prob [Vk = v~ Ek])
+min,, i:st(Prob [Vk = v EL]):
Sincemin,, j361(Prob [Vk = v~ E(]) O,it follows

min, » j361(Pr0b [Vk =v]) miny, j361(Prob [Vk = v Ek]):
Further, we have

Prob [Vk = v~ Ex] = Prob [V = vjEx]Prob [Ex]
1 '(Gj) (G " (G))

iGj® iGj
1 2 (g
iG® iG]

To seethis, we considerthe probability terms separately:
(i) For all v it holds Prob [V = VjEx] = 15jGj3. This is because,if E (V)
(.e., 1 xz 2 J.Gj) holds then the tuples (X;Y;Z) are uniformly dis-

tributed over f’Gj. One can see this as follows: For any (x;z) 2g
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iGj ij With z 6 x ! and for any (X;Y;Z) 2r 7, there exist
exactly onetuple (a;; az;ag) 2 j3Gj sudh that following equations hold

X =X+a,;, Y =az+az Z:=gX+az+ g4

wherea, = asz, a5 = aya1, a5 = a» + ajaz. We compute az; az from the
rst equationsand set them in the third and obtain:

Z=XY+a axz;al xz)=2Z XY:

The last equation has a solution for a = (Z X Y)(1 xz) !if gcd(1
xz;jGj) = 1,ie,1 xz2 5> Having a computed, we can obtain the
other valuesby computinga; = X xandaz=Y az:

(iiy Prob [Ek] % 1: As x; z are elemerns from iGp there are ' (jGj)
possiblevaluesfor 1 xz which may or may not be relatively prime to jGj.
In the worst case,at most jGj ' (jGj) of them are not relatively prime
to jGj. Thus, in the worst case,the number of possiblevaluesfor 1  xz
relatively prime to jGj is still * (jGj) (G ' (jG))) = 2 (jG)) |Gj.

Therefore, we can write Prob [E¢] 2 (j?(j;)jj G- 2 ]_((1'3‘].5” 1.
It follows
1 2 (jGj

min, sti(Prob [Vk = VM E«]) = GP G

Now, we return to the statistical di erence of the distributions. Substituting
the above results, we obtain

v ;v o (K) 2iGj® 15Gj®  min,, s, (Prob [Vic = v])
Ca 1,2 (jGj
2iGj® 15Gj] — (== 1
iGj° 15Gj JGJ3( iG] )
4Gj® 2 (jGj)
iGj? iGj
' (1G))
iG]

For jGj with no small prime factors, it follows from Lemma 6.5 that

1 % <1 1=poly(k) and consequetly (v .o (k) <1 1=poly(k). This com-
pletesthe proof. [

39The other solutions are all congruence modulo jGj. Note that if d = ged((1 xz);Z XY)
the equation has exactly d solutions for a given (x; z). In this case,we have collisions, i.e., there
exist d dieren t (a1;az;az) tuples and that (X;Y;Z) are in general not uniformly distributed

3
over ...
iGj
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Remark 7.12. The above reduction doesnot hold for perfect succesgrobability
becauseof intro duced non-zeroerror probability. However, for groups of prime
order the reduction also holds for perfect succesgrobability asthe only special
casex = 0 can be explicitly handled, i.e., one can easily test whether g° = 1 is
the input.

Remark 7.13. The reduction in Theorem 7.5 is proven for group orders with no
small prime factors. However, it also holds for all other group orders, provided
the group order is known. Knowing the group order, one can factor out the
small prime factors by well-known factoring algorithms, and then easily solve
the decisional problems DIE and DDH (seealso Remark 7.2). Thus, we have
the following theorem.

Theorem 7.6

f(1 1=poly(k)), ,1=poly(k)g-DIE (c: ;g:h;f: ,0)
=)
f(1 21=poly(k)), ,1=poly(k)g-DDH (c: ;g:h;f: ,0)
2

The following theorem proves(in genericmodel) that a DIE oracle, even when
perfect, is of no help in breaking DDH assumptions.

Theorem 7.7
true =) -DDH (c: ;g:h;f:nsprim; O1.pe (c: ; g:h; f:nsprim) ) 2

Proof. Similar to the proof of Theorem 7.2 we de ne a Lemma which assciates
the minimal generic complexity of solving DIE with the smallest prime factor
of the order of the underlying group G. Theorem 7.7 immediately follows from
Lemma 7.4 and Remark 7.6. ]

Lemma 7.4 Let G be a cyclic group and g a correspnding geneator, let p°
be the smallest prime factor of jGj. Let Op g be a given oracle which solves
DIE tuplesin G and let A ‘°°' be any generic algorithm for groups G with
maximum run time T and oracle accessto Ope. Then the following always
holds:

(jProb[A Oc1E (C(G;g); Wh W) = b
b " f0,1g; C ® U;
Pl SPIpy((G;g)); PIr  SPlp e (PIP);
Wb (PI pubI : PI SO|);
Wb (Pl pubI : Pl RSO|)
—n 2(T+5)( T +4)
1 1=2) 2) =—p—
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Proof. Assume,we are given the encadings (1), (x), (y) andf (xy); (c)g.
After T, computation stepsA ‘©c1e cancompute at most T, + 5 distinct linear
combinations P;(x; y;xy;c) of 1;x;y;xy and c, i.e., it obtains

(Pi(L;x;y;xy;C) = (a1 + a2X + a3y + a&aXy + @sC)

where a; are constart coe cien ts. Furthermore, it is not known to A Op e
which one of the valuesfaj4; @59 is the coe cien t of xy and which one corre-
spondsto c. Further, assumethat A ‘°c'¢ makesT, callsto Op | g.

A Ooie may beableto distinguish (xy) and (c) by obtaining information
from either of the following evens:

Ea: A Ocie nds relations (collision) betweentwo distinct linear combination
(Pi;Pj) with i 8 j. This means,it obtains either (Pi(1;x;y;xy;c)) =
(P (L;xy;xy;0) or  (Pi(L;ix;y;cixy)) = (Pj (1% y;C;xy)).

Ep: A Opie getsat least one positive answer from Op g, i.e., it obtains ei-
ther (Pi(L;x;y;xy;0) = ((P;(1;%y;xy;c) Hor (Pi(L;x;y;c;xy)) =
(P (L y;6xy)) 1)

We compute an upper bound for the probability that either of the everts E,
and E occurs.

CaseE,: In this casewe have Pi(1;x;y;xy;c)  P;(1;%;y;xy;c) mod jGj or
Pi (1;%;y;¢;xy) P; (1;x;y; c;xy) mod jGj. There are Tixs = W
distinct pairs of polynomials (P;; P;). For ead such a pair (i; j) we bound the
number of solutions to P; P; mod p® for any prime power p® that exactly
divides jGj, i.e., p®*! §jGj. (Note that uniformly distributed random values
modjGj are also randomly and uniformly distributed mod p®.) More precisely,
we considerthe solutions to the following polynomials

Fij (X y:0) = Pi(L;x;y;xy;c)  Pj(x;y;xy;c) 0mod p®

or
Pi(1;x;y;c;xy)  Pj(x;y;c;xy) 0mod p®:

Gij (Xy:0):
Each of the polynomials F and G hasthe total degree2. It followsfrom Lemma

7.1 that the probability for a random (x; y;c) 2 ge to be a zero of F mod p®
or G mod pf is at most 2(2=p) = 4=p. Thus, we have

Prob [Ea] (T1+5)(T1 + 4) 4

2 p
2(Ty+ 5)(Ty + 4)
p° '

CaseEy: In this casewe have P; P ' mod jGj. However, it is not pos-
sible to derive this relation betweenthe polynomials P; and P; but only be-
tween their ewvaluations at the points (x;y;c), i.e., when P;(1;X;y;c;xy)

Pi (x; y; c;xy) ! mod jGj (with P; (x; y;c;xy) 6 0 mod jGj)
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Similar to our approach in the caseE,, for eath such a pair (i;j) we can
bound the number of solutions to P;(x;y;Xxy;c)  Pj(X;y;xy;c) ! mod pe or
Pi(x;y;c;xy)  Pj(X;y;c;xy) ! mod pe for any prime power p? that exactly di-
videsjGj. More precisely we considerthe solutions to the following polynomials

Hij (X;y;0) := Pi(1;%y;xy; )P (x;y;xy;c) 1 Omod p®
or

lij (X y;0) := Pi(L; % y;6,xy)P; (x;y;¢;xy) 1 Omod p®:
Here, the polynomial H(Xx;y;c) is obtained by multiplying both sides of the
equation P; (1;x;y;xy;c)  Pj(1;%;y;xy;c) ' 0mod p® with P; (1;; y; xy; ©).
Similarly, we obtain | (x;y; ).

Hence,we bound the probability that a random triple (x;y;c) 2 ge is a zeroof
the polynomials | or H:%° The total degreeof ead of the polynomials H and
| is at most 4. It follows from Lemma 7.1 that the probability of a randomly
chosen(x;y;c) 2r ge to beazeroof H or | is at most 2(4=p) = 8=p.t follows

8 8
PI’Ob [Eb] TZE) Tza)

In total we have
Prob [E] Prob [Ea] + Prob [Ep]
2(T1 + 5)(T1 + 4) 8T2
o° g
2(T + 5)(T + 4)
pO
whereT;+ T, T. If the complemenary evert E occurs,then A ©o'e cannot

obtain any information about the bit b except by pure guessing. Thus, the
succesrobability of A ©c1e for correctly outputting bis

Prob [A ©°1E (i) = b Prob [E] + %Prob [E]

= Prob [E] + %
1 Prob [E]
= oy -
2 2
1, (T+5)(T+4)
2 p° |

40Note that DIE oracle is guaranteed to answer correctly only to the legal inputs, i.e., when
the secret exponents are elements from isj Thus, the answer of DIE oracle is correct if
Pi(x; y;xy;c) and Pj (x; y;xy;c) are elements of iGj" As the DIE oracle can be evil on illegal
inputs, the adversary can obtain fewer information, if any, than in the casewhere the inputs
are legal. Hence, to be on the safe side, we give the generic adversary the advantage that all
values P; (x; y; xy; c) and Pj (x; y;xy;c) are legal inputs to the DIE oracle.
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7.4 DSE versus DIE
7.4.1 High Gran ular

In the next theorem we prove that an oracle breaking 1-DSE(c: ;g:h;f: ) is of
no help in breaking -DIE (c: ;g:h;f: ).

Theorem 7.8
true =) -DIE (c: ;g:h;finsprim; Oy_pse (c: ;gh; finsprim) ) 2

Proof. Similar to the proofs of Theorem 7.2 and 7.7 we de ne a Lemma which
assaiatesthe minimal genericcomplexity of solving DIE directly to the smallest
prime factor of the order of the underlying group G. Theorem 7.8 immediately
follows from Lemma 7.5 and Remark 7.6. [

Lemma 7.5 Let G be a cyclic group and g a correspnding geneator, let p® be
the smallest prime factor of jGj. Let Opsg be a given oracle solving DSE tuples
in G and let A :©cse pe any generic algorithm for groups G with maximum run
time T and oracle accessto Opse. Then the following always holds:

(j Prob[A Oose(C,(G;g); W W) = b
b ®f0;1g; C " U;
Pl SPIe((G;g); Pl  SPlp e (PIP);
Wb (Pl pubI : Pl SO|);
W, (PI publ : PI RSOl)

] 1:2J 2) 2(T +:g( '2|'+3)

Proof. Assume,we are giventhe encadings (1), (x) andf (x !); (c)gwhere
X 2 iGj- After T, computation stepsthe algorithm A ‘©°se can compute at
most T, + 4 distinct linear combinations P; of the elements 1;x; x 1, andg, i.e.,
it obtains

(Pi(Lix;x Y0) = (an+ aiaX + &zX  + &i40);

where @; are constart coe cien ts. Furthermore, it is not a-priori known to
A Oose which of the valuesin fajs;aj4g is the coe cien t for x 1 and which
one correspondsto c. Further, assumethat A ‘°cse makesT, callsto Opse.

A Oose may be able to distinguish (x ) and (c) by obtaining informa-
tion from either of the following everts:

a. A Opse nds a relation (collision) between two distinct linear equa-
tions (Pi;P;) with i 6 j. This meansit obtains (Pi(1;x;x 1;c)) =
(P(Lx;x L0)or (Pi(Lixcx )= (PLixcx ).

Ep: A Opse getsat least one positive answer from Opse with i 6 j, i.e., it
obtains (Pi(L;x;x %) = ((P(L;x;x 1;0)?) or (Pi(L;x;cx 1) =
(P (L;x; & 1)?).
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We compute an upper bound for the probability that either of these everts
occurs.

Case E,: In this casewe have P;(1;x;x 1;0) P, (1;x;x 1;¢) mod jGj or
Pi(Lix;cix 1) P(L;xcx Y)modjGj. There are ';* = AT g
tinct polynomial pairs (P;; Pj). For ead sudh a pair (i; j) we can bound the
number of possiblesolutionsto P;  P; mod p® for any prime power p® that ex-
actly divides jGj, i.e., p°** jGj (Note that uniformly distributed random values
modjGj are also randomly and uniformly distributed mod p®.) More precisely
we considerthe solutions to the following polynomials

Fij (60 =x[Pi(L;x;x 10 PLxx %0 0modp®

or
Gij (x; 0 =x[Piix;cx ) P(Lixcx )] 0mod pe:

Here, F and G are obtained by multiplying both sidesof the congruenceP;

P; mod p® with x and then reordering the resulting congruence.

Hence, we bound the probability that a random tuple (x;c) 2 . pe IS @
zero of the polynomials F or G mod p® (Note that iGi is the domain of the

secretexponerts of DIE inputs.)

To do this, we rst bound the number of solutionsto F or G mod p€ where(x; c)
are randomly selectedfrom ge: The total degreeof ead of the polynomials
F and G is two. It follows from Lemma 7.1 that the probability for a random
tuple (x;¢) 2r jZGj to be a zeroof F or G mod p® is at most 2(2=p) = 4=p.
There are p?® tuples (x;c) in  Z. Thus, there are at most p*®4=p = 4p* !
zerosfor either F or G mod p°.

Further, thereare ' (p°) >= (p° p® )2 tuples (x; ¢) in pe  pe- Hencethe
probability that suc a tuple is a zero of F or G mod p¢ is upper bounded by

4p* 1=(p® p° 1)2. 1t follows

(T+4)(T+3) 4p>*!

Prob [Ea] > o 12
(T + 4T+ 3) qp%e 1
2 p2€+ p2e 2 2p2€ 1
2p

2
(T+4)(T+ 3=

2
(T+ (T +3) 5=

Case Ep: In this casewe have P; sz mod jGj. Howevwer, it is not pos-
sible to derive this relation between the polynomials P; and P; but only
between their ewvaluations at the points (x;c), i.e., when P;(1;x;x 1;c)
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P (L;x;x 10 ! mod jGj. Similar to the caseE,, for eadh pair (i;j), i 6
i, we can bound the number of possible solutions to P;(1;x;x 1;¢)
(P (1;x;x ;0)2mod p® or Pi(L;x;¢x 1) (P (L;x ¢;x 1))2 mod p® for any
prime power p® that exactly divides jGj. More precisely we considerthe solu-
tions to the following polynomials

Hij (o) = x?[Pi(L;x;x L0 (Pi(Lxx Y;¢)? O0modp®

or
iy (0= x[Pi(Lix;x 50 (Pj(Lix;x %;0)? O0mod p®:

Here, we obtain the polynomial H (x; ¢) by multiplying both sidesof the congru-
encePi(1;x;x 1;¢)  Pj(1;x;x 1;c) mod p® with x2 and then reordering the
resulting congruence. Similarly, we obtain | (x; c).

Hence, we bound the probability that a random tuple (x;¢) 2r e pe IS @
zeroof the polynomials H or I mod p€ (similar to the caseE,): The total degree
of eadh of the polynomials H and | is at most 4. It followsfrom Lemma 7.1 that

the probability for a random tuple (x; c) 2r jZGj to bea zeroof H or | mod p®

is at most 2(4=p) = 8=p. Thus, there are at most p?®8=p = 8p*® ! zerosfor

either H or | mod p®.

Further, there are ' (p°) 2= (p° P 1)? tuples (x; c) in e _ pe- Hence,the
probability that (x;c) 2 . pe iS@zeroof H or | mod p® is upper bounded
by 8p%® 1=(p® p° 1)2. It follows

8T2pZe 1 B 8T2p26 1
PrOb [Eb] (pe pe 1)2 - p2e+ p2e 2 2p2€ 1
_ 8T2p
P 2p+l
8T2p _ 8T,
P 2 p 2
8T,
po 2
In total we have
Prob [E] Prob [Ea] + Prob [Ep]
2T+ 4)(Ty +3) 8T
2(T + 4)(T + 3)
po 2

with Ty + T,  T. If the complemenary evert E occurs,then A :©ose cannot
obtain any information about the bit b except by pure guessing. Thus, the
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succesgrobability of A ©ose for correctly outputting b is

Prob [A i9°sE (i) = Prob [E]+ %Prob [E]

- prob [E]+ PP [E] Pr2°b [E]
1 . Prot; [E]
LT+ 8T +3)

o 2

NI = NI

7.4.2 Medium Gran ular

In sharp cortrast to the above mentioned high-granular case,we provein the fol-
lowing theoremthat theseassumptionsare equivalert for their medium-granular
version (other parametersremain unchanged).

Theorem 7.9
f(1 1=poly(k)), ,1=poly(k)g-DSE(c: ;g:m;f:nsprim)

gy 2
0 (iGi) . 10—
IG] !

7
f(1 21=poly(k)), ,1=poly(k)g-DIE (c: ;g:m:;f:nsprim)
-DSE(c: ;g:m;f:nsprim)
0 1ouen 2. ooy

( iG]

-DIE (c: ;g:m;f:nsprim)
2

Proof. We prove the following statemerts:

(a) Given a DIE oracle OpiE which breaks
f(1 21=poly(k)), ,1=poly(k)g-DSE(c: ;g:m;f:nsprim) with successprob-
ability p;e(k), there exists an algorithm AO®cse which breaks
f(1 21=poly(k)), ,1=poly(k)g-DIE (c: ;g:m;f:nsprim) with successproba-
bility pse (k) % 2 p1 e (K), using a single oracle call.

(b) Given an oracle Opsg which breaks -DIE (c: ;g:m;f:nsprim) with suc-
cessprobability pse (k), there exists an algorithm A©°se which breaks
-DSE(c: ;g:m;f:nsprim) with succesgrobability p;g (k) psk (K)

' (iGI) 2 . .
1 U8 °  using a single oracle call.

Case (a): Assume, we are given a DSE input tuple ((G;Qg);(g*); (g?)) where
z is either x? or a random elemern ¢ 2y jcj- Set h:= g*, and pass
((G; h); (hY); (h*?)) to Op e. Here, we usedthe relations g = ht and g? = h?
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where we implicitly assumedt = x 1. This holds only if x 2 iGi which oc-

curs with probability % (Note that DIE oracleis not guaranteed to answer
correctly on illegal inputs, i.e., inputs with secretexponerts from jgjn g;.)

If z= x*then with x = t * wehavez =t 2, and the tuple ((G;h); (h"); (h*"))
has the form ((G;h); (h'); (ht ")) which is with probability ~4Z2 a legal DIE

input tuple. This holds sinceh is a generator with probability : J('GGJ‘) and thus,

ht and ht * are legal public and solution parts of a DIE input tuple.

If z 6 x2 then the tuple ((G;h); (h');(h%#)) is a legal input tuple for DIE oracle
with probability : ](‘GG]') %, This holds because(i) h is a generator with proba-
bility ~432, and thus h' is a legal public part of the DIE input tuple, and (i)
h?! is a legal random part of a DIE input tuple only if z 2 Gj which is true

with probability —USD

j

iGj
Sincetheseeverts areindependert, the probability for both to occur is % 2,
Suaessprokability: We have pse (k) pie (k) % for the correct case

(i.e., z = x?) and pse (k) pie (k) % % for the random case(i.e., z 6
x?). Hence,for the resulting successprobability the following holds

1 'G'
bse @) ) ore (k)
In the following weset (k):= J“GGJJ) ? (Note that jGj is afunction of the security

parameterk, seealsoLemma 6.5). Depending on the succesgrobability of DIE
oracle we have the following cases:

Perfect oracle ( pie(k) 8, 1): The resulting successprobability cannot be
perfect becausethere is a non-zero error probability when querying the DIE
oracle.

Weak oracle ( pie (k) 8, 1=poly(k)): The resulting succesgprobability is also
weak: This holds since % and consequetly (k) is always non-negligible,
and its multiplication with a not negligible function results in a not negligible
function. Thus, we can write (k) pie(k) 8, 1=poly(k). Since pse(k)

(k) pie(k), it follows pse(k) 8, 1=poly(k).

Invariant oracle ( pj g 8, 1): The resulting successprobability is (asymp-
totically) invariant: Since jGj contains no small prime factors, it follows from
Lemma 6.5 that 1 % <, 1=poly(k). More precisely for any °> 0 there

exists a ko such that for all k > ko, 5420 > 1 ° It follows that for all k > ko,

K)>@ 92=1 Owhere %=2° @ Since p (k) 8, 1, for eah
k$ there exists a k; > k3 such that pg(kg) 1. Hence, for ea k3 > ko
there existsk; > kd such that pse(ki) 2 where ,:=(1 9 ;. This means

pse(k) 6; 2.
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Strong oracle (1 pire(k) 6, 1=poly(k)): The resulting successprobability
is (asymptotically) strong: SincejGj contains no small prime factors, it follows
from Lemma6.5that 1 % <3 1=poly(k). Then we canwrite % > 1
1=poly(k) and (k) >; (1 1=poly(k))2 = 1 1=poly(k). Hence,we have 1

(k) >1 1=poly(k). From Lemma6.7it follows1 (k) pie(k) 6, 21=poly(k).
Finally, since 1 pse(k) 1 (k) pie(k) we have 1 pse (k) 64
1=poly(k).

Case (b): Assume, we are given a DIE input tuple ((G;Q);(g*);(g?)) where
X;22 g, and ziseither x ' or arandom elemern c2r ;. Seth:= g* and
pass((G;h); (ht); (h*)) to Opse whereh! = g and h* = ¢g* for somet 2 ISt

If z = x ' thent = x and the tuple ((G;h);(h!);(h)) has the form
((G;h);(ht);(htz)) which is a correct DSE input tuple. This is becauseh is
a generator, and h' is a group elemen with t 2y Gj- Thus, this instance can
be solved by the given DSE oracle. However, the probability for a correct answer
is not neccessarily pse (k) sincethe inputs to the DSE oracle are limited to
those with secretexponerts from iGi whereasits succesgprobability is de ned
over jgj. Let 2ge(k) and Xse (k) denote the oracles’ successprobabilities
under the condition that the random secretexponerts x are chosenfrom

iGj
and from jgjn iGi respectively. It follows
L (iG)) - (G))
= o 1 UG Lo (g USD.
ose (K) iGj ose (K) iGj

By reordering we obtain

pse(k) 1 —ED %0 (k)

%SE(k) = "(iG))
iGj
(G
bse() 1 0 B
(G
pse(k) 1 %

wherein the last inequality weset 2. (k) = 1to lowerbound g (k). Thus,

the oracle answers correctly on the restricted inputs with probability at least
iG]
B se (k) pse(k) (1 %)

If z6 x !thent 6 x and the tuple ((G;h);(h');(h*)) is a correct (random)
DSE input tuple. This is because(i) h is a generator, and (ii) h' and h* are
group elemerns (with x;t 2y J-Gj) represerting legal public and random parts
of the DSE input tuple. However, the inputs to the DSE oracle are limited to
those with secretexponerts (t; z) from . iGj Thus, similar to the correct
case,we candetermine the probability that the oracleanswerscorrectly on these

inputs. This probability is %¢z(k)  pse(k) 1 %2
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Successprotability: We have ¢ ¢ (k) pse(k) 1 % for the correct
case(ie., z=x Y and 9gg(K) pse(k) 1 - J(’GGJJ) ? for the random
case(i.e., z 6 x ). Hence,for the resulting successprobability the following
holds . (iGi)
1G)) 2
(k) ky 1 — "
DIE DSE iGj

In the following weset (k)= - J(’GGJ” ? (Note that jGj is afunction of the security

parameterk, seealsoLemma6.5). Dependingon the successrobability of DSE
oracle we have the following cases:

Perfectoracle( pse(k) 8, 1): The resulting succesgrobability is alsoperfect
becauseDIE instancesrepresen legal inputs to the DSE oracle, and they all
are solved by the perfect oracle.

Weak oracle ( pse(k) 68; 1=poly(k)): The resulting successprobability is
(asymptotically) weak: As shawn in the case(a), for jGj with no small prime
factorswehavel (k) <1 21=poly(k). The subtraction of a negligible function
from a not negligible one results in a not negligible function, i.e., pse(k)
1 (k) 8, 1=poly(k). This implies p e (k) 8, 21=poly(k).

Invariant oracle( pse 8, 1): The resulting successrobability is (asymptot-
ically) invariant: As shown in the case(a), for jGj with no small prime factors
wehavel (k) <; 1=poly(k). More precisely for any Othere existsa kg suc
that for all k > ko, 1 (k) < %holds. Since pse(k) 6, 1, for any k§ there
existsa k; > k§ such that pse (K1) 1. Thus, for any k§ > ko there exists a
ki > k§sudhthat pse(ki) (1 (ki)) 2where ,:= ; 0 Hence,wecan
write. pse(k) (1 (k) 8, 2. Finally, since pie pse(k) (1 (k)
it followsthat pjg 841 2.

Strong oracle (1 pse (k) 6, 1=poly(k)): The resulting successprobability
is (asymptotically) strong: From p g (k) pse(k) (1 (k)) follows 1

pre(k) 1 pse (k) + (1 (k)). As shown in the case(a), for jGj with
no small prime factors we have 1 (k) <1 1=poly(k). Further, we have
1 pse(k) 6; 1=poly(k). Thus, the right side of the above inequality is a not
non-negligible function asit is the sum of a not non-negligible and a negligible
functions. Hence,wecanwrite 1 pse(k)+ (1 (k)) 6, 1=poly(k), implying
1 pie(k) 65 1=poly(k).

Remark 7.14. The reductions in Theorem 7.9 are proven for group orders with
no small prime factors. However, they also hold for all other group orders
provided the group order is known (seealso Remark 7.13 Thus, the following
holds.

Theorem 7.10
f(1 1=poly(k)), ,1=poly(k)g-DSE(c: ;g:m;f: ,0)
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f(1 1;poly(k)), ,1=poly(k)g-DIE (c: ;g:m;f: ,0)
-DSE(c: ;g:m;f: ,0)
( =
-DIE (c: ;g:m;f: ,0)
2

Remark 7.15. The reduction (DIE to DSE) in Theorem 7.9 (7.10 respectively)
doesnot hold for perfect succesgrobability due to the introduced error prob-
ability. However, for groups of prime order the reduction also holds for perfect
oraclesas the only special casex = 0 can be explicitly handled, i.e., one can
easily test whether g° = 1 is the input.

8 Conclusions

In this paper, weidentify the parametersrelevant to cryptographic assumptions.
Based on this we present a framework and notation for de ning assumptions
related to Discrete Logarithms. Using this framework these assumptions can
be precisely and systematically classi ed. Wider adoption of such a terminol-
ogy would easethe study and comparison of results in the literature, e.g., the
danger of ambiguity and mistakesin lengthily stated textual assumptionsand
theorems would be minimized. Furthermore, clearly stating and considering
these parametersopensan avenue to generalizeresults regarding the relation of
di erent assumptionsand to get a better understanding of them. This is the
focus of our ongoing resear®. A parameter in de ning assumptionspreviously
ignored in the literature is granularity. We show (as summarizedin Figure 2)
that varying this parameter leadsto surprising results: We prove that someDL-
related assumptionsare equivalert in one case(medium granular) and provably
not equivalert, at least not in a genericsense,in another case(high granular).
Furthermore, we shaw that somereductions for medium granularity are much
more e cien t than their high-granular versionleadingto considerablyimproved
concretesecurity, in particular asmedium granularit y results in weaker assump-
tions than high-granular ones. However, we note that medium- or low-granular
assumptionsapply in cryptographic settings only when the choice of systempa-
rameters is guaranteed to be truly random. Interesting open questionsremain
to be answered: While for both CDL and CDH it can be shown that their high-
and medium-granular assumptionsare equivalert, this is not yet known for DDH
(also briey mentioned as an open problem by )). Only few rela-
tions can be shown for low-granular assumptionsas no random self-reducibility
is yet known. However, achieving such \full" random self-reducibility seemsvery
di cult in general(if not impossible)in number-theoretic settings ( )
contrary to, e.g., lattice settings usedby ). Finally, high
granularity is almost intrinsic in the generic model and it is not clear how to
extend the genericmodel to medium or low granularity. Our surprising results
also throw some shadav of doubt onto the use of the generic model as a tool
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Figure 2: Summary of our results

to shawv impossibility results. It remainsto be further explored whether these
results are due to the limitations of the generic model or are really intrinsic
di erences betweenassumptionswith medium and high granularity.
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Index
Symbols

C, seeproblem type, computational
DH, seeproblem family, DH
DL, seeproblem family, DL
D, seeproblem type, decisional
Eap= p, seegroup family
GDH(n), see problem
GDH(n)
Gsg(k), Seegroup sibling
IAE, seeproblem family, IAE
IE, seeproblem family, IE
M, seeproblem type, matching
p=qr SEEgroup family
RP(n), seeproblem family, RP(n)
n» Seegroup family
SE, seeproblem family, SE
SG, seegroup sampler
SPI, seeproblem instance sampler
n» Seegroup family
Sg, seegenerator sampler
p» SEegroup family
, Seeassignmei
, see assignmer,
variable
2R, Seeassignmern
, seewild card
G, seegroup
Pl , seeproblem instance
Sl, seestructure Instance
<3 1=poly(k), seenegligible
1 1=poly(k), seenon-negligible
8, 1=poly(k), seenegligible
6, 1=poly(k), seenon-negligible
<1 ,5

family,

R see random

1.9
61 ,5
61 ,5

g, seegroup, generator
k, seesecurity parameter
G, seegroup family

P, seeproblem family
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U, seeuniform distribution of in -
nite binary strings
P15 seeproblem instance
PIP" | seeproblem instance
PI P®! seeproblem instance
PI s seeproblem instance
¢ , seeindistinguishabilit y, compu-
, atonal oo
, seeindistinguishabilit y, statisti-
cal
(:::), seesequence
(::: i), seerandom variable
(:::) 1), seesequence
x:v)(K), seestatistical di erence
G;g, seeencading function
g*, seeexponertiation
log, 5
poly(vy;::i:;Vn), see
mial,multiv ariate
poly(v), seepolynomial,univariate
(), seeencaling function

polyno-

RunTime, see Turing ma-
chine,runtime

f::: 1 119, seerandom variable,
ensenble

fi:i] 19, seeset
f:::g, seeset
jGj, seegroup order
, seealgebraic knowledge
h, seegranularity, high
, seesuccesgrobability, invariant
fct, seegroup family
0, seegroup family
Iprim, seegroup family
[, seegranularity, low
m, seegranularity, medium
nsprim, seegroup family
n, seecomplexity, non-uniform
=, seeassignmer
1, seesuccesrobability, perfect
prim, seegroup family
[ ], seerandom variable
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(1 21=poly(k)), seesuccesgprobabil-
ity, strong

0, seegroup family

u, seecomplexity, uniform

1=poly(k), see successprobability,

weak
A
adversary, 15
generic, 17
specic, 17

algebraic knowledge, 17
assignmet, 4
assaiative, 7

B

black-box reduction, 25

C

complexity, 15
non-uniform, 16
uniform, 16

cryptographic assumption, 11{ 26
parameter, 11{ 19

D

DH, seeDi e-Hellman

Di e-Hellman (DH), 3

Discrete Logarithm (DL), 3, 7

distinguisher, 7

DL, seeDiscrete Logarithm

DL-based assumption, see crypto-
graphic assumption

E

ecient, 6
encaling function, 17
exponertiation, 7

G

GDH, see Generalized Die-
Hellman

GeneralizedDi e-Hellman (GDH),
3

generator, seegroup, generator
sampler, 10
generic model, seealgebraic knowl-
edge
granularity, 3, 18, 274 29
high, 18
low, 18
medium, 18
group, 7
cyclic, 7
elemen, 7
order, 7
family, 9, 14
nite, 7
generator, 7
identity elemen, 7
inverse,7
operation, 7
order, 7
factorization, 14
sampler, 9
sibling, 9

IAE, see Inverted-Additive Expo-
nent
IE, seelnverseExponert
indistinguishabilit y
computational, 7
statistical, 7
InverseExponert (IE), 3
Inverted-Additiv e Exponert (IAE),
3

M
Matching Di e-Hellman, 3

N

negligible, 5
not, 5
non-negligible, 5
not, 6

O

oracle, 6
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probability spaceinstance (PSl), 18 espr Y
problem invariant, 19
family, 8, 11 perfect, 19
DH ' 15_ strong, 19
DL, 12 weak, 19
GDH(n), 12 T
IAE, 12
IE, 12 Turing machine, 6, 16
RP(n), 12 polynomial-time, 6
SE, 12 runtime, 6
hard, 6 U
instance, 8
sampler, 10 uniform distribution of in nite bi-
type, 13 nary strings, 6

computational, 13
decisional, 13
matching, 13

PSI, seeprobability spaceinstance

R

random self-reducibility, 15
random variable, 4

ensenble, 5
Represenation Problem (RP), 3
RP, seeRepresetation Problem

S

sampler
generator, see generator sam-
pler
group, seegroup sampler
problem instance, see problem
instance sampler
SE, seeSquareExponert
security parameter k, 5
self-reduction
random, see random self-
reducibility
semartic security, 13

w
wild card, 20
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A Deriving Formal Assumptions

The \mechanics" of deriving the formal assumption statemert from its short
form $s-$t8P %2(c:$c;0:$9;f:$G) | asdescribed in Section 4 the $X's are place-
holders of the parametersde ned in Section3 | is asfollows:

1. Group and problem family: Just x the group, generatorand problem
instance sampler SGg, Sg, and SPI p corresponding to group family $G
and problem family $P, respectively. In the context of genericrelations, $G
doesnormally not x a particular group family and samplerbut givesjust
somespeci ¢ constraints on group families, e.g., groups with large prime
factors indicated by \lprim". In such a caseSGg denotesan arbitrary
sampler for an arbitrary group family ful lling the given constraints on
the group family and the constraints on samplersgiven in Section 2.7.4

2. Problem type: Prepare the assumption formula $F as the probability
statemert $P de ned as\ Prob [". $Ppeq .\ 1" $Pger \]". The : denotes
the string-concatenation operator and the variables $P yeq and $P ger are
the probability predicate and the probability spaceinstance de nition,
respectively. They are de ned depending on the problem type $t asfollows
(where SPI p is the problem sampler xed in item 1 above and where the
sourceof Sl is explained in item 3 below):

$t = C: Initialize $P get to \ PI SPI p (SI);" (the problem instance
to solve) and add\C * U;" (the random coins for the adversary) to
it. Dene $Ppeq as\A(C; SI;PI PPy 2 py o,

$t = D: Initialize $Pqer to the concatenationof \b * f0;1g;" (the
random bit used as challenge), \ Pl ¢ SPIp(SI);" and \PI
SPIp (SI);" (the real problem instance and an auxiliary problem in-
stancefor the random public part), \sole ® PI,%°';" (one possibleso-
lution), and\C ® U;". $P preq is de ned as\A(C; SI; PI P ; sol,) =
b'. Additionally, the probability statemert $P is normalized to
\2  jProb [$Ppred D $Pger] 05"

$t = M: Initialize $P 4o to the concatenationof \b ® f0;1g;" (the
random bit used as challenge), \ Pl ¢ SPlp (SI);" and \PI
SPIp(SI);" (the two problem instancesto match), \soly * Pl %"
and \sol; ® PI,%" (two corresponding solutions), and \C ® U;".
$P prea is de ned as\A(C; SI; Pl o' ; Pl ;P! soly; soly) = b'. Ad-
ditionally, the probability statemert $P is normalized as above to
\2 jProb [$Ppred . $Pdef] 025j".

3. Gran ularit y: Depending on the granularity value $g do the following
(where SGg and Sg are the group and generator sampler xed in item 1):

41|n practice, only the later application of this relation using speci ¢ assumptions implied
by a cryptographic systems will determine the concrete choices of group family and sampler.
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$g=I: Prepend\G  SGg(1);", \g  Sg(G);" (for asmany i 2
as required by the problem family, e.g., one generator for DL and n
generatorsfor RP(n)), and\SlI  (G;gz;:::);" t0 $P ges.

$g= m: Prepend\8G 2 [SGg(1¥)]; to $F. Prepend\g  Sg(G);"
and \ SI (G;01;:::);" 1o BP ges.
$g = h: Prepend\8G 2 [SGs(1¥)];", \8g 2 [Sg(G)];", and \SI
(G;g1;:::)" to $F.
4. Computational complexit y and algebraic knowledge: Depending
on the computational complexity $c do the following:

$c= u: Prex $F with \8A 2 UPTM ;", \9kg;", and \ 8k > ko;".

$c=n: Prex $F with \8(A; ji 2 )2 NPTM ;" \9ko;", and
\8Kk > ko;". In $Ppreq replace\ A" by VA"

If the consideredassumptionis in the genericmodel ($a = ) then replace
everywhere\A", UPTM andNPTM by\A ", UPTM andNPTM |,
respectively. Furthermore, append\ " g4;" (the choiceof the random
encading function) to $P ge.

5. Success probabilit y: Depending on the successprobability $s do the
following to nish the formal assumption statement:

$s= 1: Append\< 1" to $F, i.e., immediately after $P.

$s = (1 1=poly(k)): Append \9d;;" immediately after the all-
quanti er on adversary algorithms in $F. Append\< (1 1=k%)"
to $F.

$s= : Append\< " to $F.
$s = 1=poly(k): Append\8d;;" immediately after the all-quanti er
on adversary algorithms in $F. Append\< 1=k%" to $F.

Evaluating $F by expanding the variables , i.e., $P, $Pyeq and $Pger, and
applying the string-concatenation operator givesnow the desiredpreciseformal
assumption statemert.
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