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Abstract. The security of many cryptographic constructions relies on
assumptionsrelated to Discrete Logarithms (DL), e.g., the Di�e-Hellman,
SquareExponent, InverseExponent or Representation Problem assump-
tions. In the concrete formalizations of these assumptions one has some
degreesof freedom o�ered by parameters such as computational model,
the problem type (computational, decisional) or successprobabilit y of
adversary. However, these parameters and their impact are often not
properly consideredor are simply overlooked in the existing literature.
In this paper we identify parameters relevant to cryptographic applica-
tions and describe a formal framework for de�ning DL-related assump-
tions. This enables us to precisely and systematically classify these as-
sumptions.
In particular, we identify a parameter, termed granularit y, which de-
scribesthe underlying probabilit y spacein an assumption. Varying gran-
ularit y we discover the following surprising result: We prove that two DL-
related assumptionscan be reduced to each other for medium granularit y
but we also show that they are provably not reducible with generic algo-
rithms for high granularit y. Further we show that reductions for medium
granularit y can achieve much better concrete security than equivalent
high-granularit y reductions.

Keyw ords: Complexit y Theory, Cryptographic Assumptions, Generic Algorithms,
Discrete Logarithms, Di�e-Hellman, Square Exponent, InverseExponent.

1 In tro duction

Most modern cryptographic algorithms rely on assumptions on the computa-
tional di�cult y of someparticular number-theoretic problem. One well-known
class of assumptions is related to the di�cult y of computing discrete loga-
rithms in cyclic groups [1]. In this classa number of variants exists. The most
prominent ones besidesDiscrete Logarithm (DL) itself are the computational
and decisional Di�e-Hellman (DH) assumptions [2, 3, 4] and their generaliza-
tion [5, 6]. Lessknown assumptionsare Matching Di�e-Hellman [7, 8], Square
Exponent1(SE) [10, 11], and the InverseExponent (IE) [12], an assumptionalso
1 This problem is called Squaring Di�e-Hellman in [9]
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implicitly required for the security of [13, 14]. Several papers have studied rela-
tions among theseassumptions,e.g., [15, 16, 17, 18, 9].

In the concrete formalizations of these assumptionsone has various degrees
of freedom o�ered by parameters such as computational model, problem type
(computational, decisionalor matching) or successprobabilit y of adversary. How-
ever, such aspectsare often not preciselyconsideredin the literature and related
consequencesare simply overlooked. In this paper, we address these aspects
by identifying the parameters relevant to cryptographic assumptions.Basedon
this, we present an understandableformal framework and a notation for de�ning
DL-related assumptions.This enablesus to preciselyand systematically classify
theseassumptions.

Among the speci�ed parameters,we focuson a parameter we call granularity
of the probabilit y spacewhich underliesan assumption.Granularit y de�nes what
part of the underlying algebraicstructure (i.e., algebraicgroup and generator) is
part of the probabilit y spaceand what is �xed in advance:For high granularit y
an assumption has to hold for all groups and generators;for medium granular-
it y the choice of the generator is included in the probabilit y spaceand for low
granularit y the probabilit y is taken over both the choice of the group and the
generator.Assumptionswith lower granularit y areweaker than thosewith higher
granularit y. Yet not all cryptographic settings can rely on the weaker variants:
Only when the choiceof the systemparametersis guaranteed to be random one
can rely on a low-granularit y assumption.Consider an anonymous payment sys-
tem wherethe bank choosesthe systemparameters.To basethe security of such
a system a-priori on a low-granularit y assumption would not be appropriate. A
cheating bank might try to choosea weak group with trap doors (easy problem
instances) [19] to violate the anonymit y of the customer. An average-caselow-
granular assumption would not rule out that in�nitely many weak groups exist
even though the number of easyproblem instancesis asymptotically negligible.
However, if we choosethe system parametersof the payment system through a
random yet veri�able processwe can resort to a weaker assumption with lower
granularit y. Note that to our knowledge no paper on anonymous payment sys-
tems doesaddressthis issueproperly. Granularit y was also overlooked in di�er-
ent contexts, e.g., [3] ignores that low-granular assumptions are not known to
be random self-reduciblewhich leadsto a wrong conclusion.

In this paper we show that varying granularit y can lead to surprising results.
We extend the results of [9] to the problem class IE, i.e., we prove statements
on relations between IE, DH and SE for both computational and decisional
variants in the setting of [9] which correspondsto the high-granular case.Wethen
consider medium granularit y (with other parameters unchanged) and show the
impact: We prove that the decisional IE and SE assumptionsare equivalent for
medium granularit y whereasthis is provably not possiblefor their high-granular
variants, at least not in the generic model [15]. We also show that reductions
betweencomputational IE, SE and DH can o�er much better concretesecurity
for medium granularit y than their high-granular analogues.
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2 Terminology

2.1 Algebraic Structures

The following terms are related to the algebraic structures underlying an as-
sumption.

Group G: All consideredassumptions are based on cyclic �nite groups. For
brevity, however, we will omit the \cyclic �nite" in the sequeland refer to them
simply as\groups". The order of a group is associated with a security parameter
k which classi�es the group according to the di�cult y of certain problems (e.g.,
DL).
Group family G: A setof groupswith the \same" structure/nature. An example
is the family of the groupsusedin DSS[20], i.e., unique subgroupsof

� �
p of order

q with p and q prime, jqj � 2k and p = rq + 1 for an integer r su�cien tly
large to make DL hard to compute in security parameter k. Other examplesare
non-singular elliptic curvesor composite groups

� �
n with n a product of two safe

primes.
Generator g: In the DL settings, we also need a generator g which generates
the group G, i.e., 8y 2 G 9x 2

�

jGj : y = gx .
Structure instance SI : The structure underlying the particular problem. In
our casethis meansa group G together with a non-empty tuple of generators
gi . As a convention we abbreviate g1 to g if there is only a single generator
associated with a given structure instance.

2.2 Problem Families

The following two de�nitions characterize a particular problem underlying an
assumption.

Problem family P: A family of abstract and supposedlydi�cult relations. Ex-
amplesareDiscreteLogarithm (DL), Di�e-Hellman (DH), or the Representation
Problem (RP). Note that the problem family ignoresunderlying algebraicgroups
and how parametersare chosen.Further, note that in the de�nition of problem
families we don't distinguish betweendecisionalor computational variants of a
problem.
Problem instance PI : A list of concrete parameters fully describing a par-
ticular instance of a problem family, i.e., a structure instance SI and a tuple
(priv ; publ; sol) where priv is the tuple of secret valuesused to instantiate that
problem, publ is the tuple of information publicly known on that problem and
sol is the solution of that problem instance.This presentation achievesa certain
uniformit y of description and allows a generic de�nition of problem types. For
convenience,we de�ne PI SI , PI P , PI publ , PI priv and PI sol to be the projection
of a problem instance PI to its structure instance, problem family and public,
private and solution part, respectively. When not explicitly stated, we can as-
sumethat priv consistsalways of elements from

�

jGj and publ and sol consists
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of elements from G. Furthermore, the structure instance SI is assumedto be
publicly known.
If we take the DH problem for integersmodulo a prime p asan example,PI D H is
de�ned by the tuple (((

� �
p; p); (g)) ; ((x; y); (gx ; gy ); (gxy ))) with PI D H

P := DH ,
PI D H

SI := ((
� �

p; p); (g)), PI D H
priv := (x; y), PI D H

publ := (gx ; gy ), PI D H
sol := gxy ,

respectively.

3 Parameters of DL-based Assumptions

In formulating intractabilit y assumptionsfor problems related to DL we identi-
�ed the following orthogonal parameters which su�ce to describe assumptions
relevant to cryptographic applications.2

Note that the labels of the following sublists (e.g., \u" and \n" for the �rst
parameter) are usedlater in Section4 to identify valuescorresponding to a given
parameter (e.g., \Computational capability of adversary" for above example).

1. Computational capabilit y of adv ersary: Potential algorithms solving a
problem have to be computationally limited for number-theoretic assump-
tions to be meaningful (otherwise wecould never assumetheir nonexistence).
Here, we only consider algorithms (called adversary in the following) with
running times bounded by a polynomial. The adversary can be of
u (Uniform complexity): There is a singleprobabilistic Turing machine (TM)

A which for any given problem instance from the proper domain returns
a (not necessarilycorrect) answer in expected polynomial time in the
security parameter k.

n (Non-uniform complexity): There is an (in�nite) family of TMs fA i g with
description sizeand running time of A i bounded by a polynomial in the
security parameter k.

To make the de�nition of the probabilit y spacesmore explicit we model
probabilistic TMs always as deterministic machines with the random coins
given as explicit input C chosenfrom the uniform distribution U.
Finally, a note on notation: In the casea machine A has accessto some
oraclesO1; : : : ; On we denote that as A O 1 ;::: ;O n .

2. \Algebraic kno wledge": A secondparameter describing the adversary's
computational capabilities relatesto the adversary'sknowledgeon the group
family. It can be one of the following:
� (Generic): This meansthat the adversary doesn't know anything about

the structure (representation) of the underlying algebraic group. More
precisely this means that all group elements are represented using a
random bijectiveencoding function � (�) :

�

jG j ! G and group operations
can only be performed via the addition and inversionoracles� (x + y)  
� + (� (x); � (y)) and � (� x)  � � (x) respectively, which the adversary
receivesas a black box [15, 22, 23].

2 For this paper we slightly simpli�ed the classi�cation. Further parameters and values
and more details can be found in the full paper [21].
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If we use � in the following we always mean the (not further speci�ed)
random encoding used for generic algorithms with a group G and gen-
erator g implicitly implied in the context. In particular, by A � we refer
to a genericalgorithm.

(mark ed by absence of � ) (Speci�c): In this casethe adversary can also
exploit special properties (e.g., the encoding) of the underlying group.

3. Success probabilit y: The adversary's successprobabilit y in solving prob-
lem instances(for a given security parameter k and probabilit y distribution
D) can either be
1 (Perfect): The algorithm A must solve all problem instancesfrom D.
1� 1=poly(k ) (Strong): The algorithm A must be successfulwith over-

whelming probabilit y, i.e., at most a negligible (in k) amount of instances
in D can remain unsolved.

� (Invariant): The algorithm A must answer at least a constant fraction �
of the queriesfrom D successfully.

1=poly(k ) (Weak): The algorithm A must be successfulwith at least a non-
negligible amount of queriesfrom D.

An assumption requiring the inexistenceof perfect adversariescorresponds
to worst-casecomplexity, i.e., if the assumptionholds then there are at least
a few hard instances. However, what is a-priori required in most casesin
cryptography is an assumptionrequiring even the inexistenceof weak adver-
saries,i.e., if the assumption holds then most instancesare hard.

4. \Gran ularit y of probabilit y space": Depending on what part of the
structure instance is a-priori �xed (i.e., the assumption has to hold for all
such parameters) or not (i.e., the parameters are part of the probabilit y
spaceunderlying an assumption) we distinguish among following situations:
l (Low-granular): The group family (e.g., prime order subgroupsof

� �
p) is

�xed but not the speci�c structure instance (e.g., parameters p, q and
generatorsgi for the example group family given above).

m (Medium-granular): The group (e.g., p and q) but not the generatorsgi

are �xed.
h (High-granular): The group as well as the generatorsgi are �xed.

5. Problem family : Following problem families are useful (and often used)
for cryptographic applications. As mentioned in Section 2.2 we describe the
problem family (or more precisely their problem instances)by an (abstract)
structure instance SI (G; g1; g2; : : : ) and an (explicit) tuple (priv ; publ; sol):
DL (Discrete Logarithm): PI D L := (SI ; ((x); (gx ); (x))).
DH (Di�e-Hellman): PI D H := (SI ; ((x; y); (gx ; gy ); (gxy ))).
GDH (GeneralizedDi�e-Hellman): PI GD H := (SI ; ((x i j1� i � n ^ n � 2);

(g
�

i 2 I x i j8 I � f 1; : : : ; ng); (g
� n

i =1 x i ))).
SE (Square-Exponent): PI SE := (SI ; ((x); (gx ); (gx 2

))).
IE (Inverse-Exponent): PI I E := (SI ; ((x); (gx ); (gx � 1

))).
Note that priv (x) has to be an element of

� �
jGj here, contrary to the

other problem families mentioned where priv contains elements of
�

jG j.
RP (Representation Problem): PI RP := (SI ; ((x i j 1 � i � n ^ n � 2);

(
Q n

i =1 gx i
i ); (x i j 1 � i � n))).
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6. Problem typ e: Each problem can be formulated in three variants.
C (Computational): For a given problem instancePI the algorithm A suc-

ceedsif and only if it can solve PI , i.e., A (PI publ ; : : : ) = PI sol .
D (Decisional): For a given problem instance PI , a random problem in-

stance PI R and a random bit b the algorithm A succeedsif and only
if it can decide whether a given solution matches the given problem
instance, i.e., A (PI publ ; b� PI sol + �b� PI R

sol ); : : : ) = b.
M (Matching): For two given problem instancesPI 0 and PI 1, and a ran-

dom bit b the algorithm A succeedsif and only if it can correctly
associate the solutions to their corresponding problem instances, i.e.,
A (PI 0

publ ; PI 1
publ ; PI b

sol ; PI �b
sol ; : : : ) = b.

7. Group family : We distinguish between group families with the following
genericproperties. The factorization of the group order contains
lprim large prime factors (at least one)
nsprim no small prime factor
prim only a single and large prime factor

4 De�ning Assumptions

Using the parameters and corresponding values de�ned in the previous section
we can de�ne intractabilit y assumptionsin a compact and preciseway. The used
notation is composedout of the labels corresponding to the parameter valuesof
a given assumption. This is best illustrated in following example:3 The term

1=poly(k)-DDH � (c:u; g:h; f:prim)

denotesthe decisional(D) Di�e-Hellman (DH) assumptionin prime-order groups
(f:prim) with weaksuccessprobabilit y (1=poly(k)), limited to genericalgorithms
(� ) of uniform complexity (c:u), and with high granularit y (g:h).

The formal assumption statement automatically follows from the parameter
values implied by an assumption term. For spacereasonswe restrict ourselves
again to an example as explanation: To assumethat above-mentioned assump-
tion 1=poly(k)-DDH � (c:u; g:h; f:prim) holds informally meansthat there are no
genericalgorithms of uniform complexity which are asymptotically able to dis-
tinguish a non-negligibleamount of DH tuples from random onesin prime-order
subgroupswhere the probabilit y spaceis de�ned according to high granularit y.
Formally this assumption is given below. To give the reader a better feel for
the newly intro duced parameter granularit y we specify also the corresponding
assumptionswith medium and low granularit y.

A few explanations to the statements: SG , Sg and SPI are the probabilis-
tic algorithms selectinggroups, generatorsand problem instances,respectively;
ExpectRunTime givesa bound on the expected run time of the algorithm and
Prob [S :: PS] gives the probabilit y of statement S with the probabilit y taken
over a probabilit y spacede�ned by PS. Furthermore, remember that PI D H is
(SI ; ((x; y); (gx ; gy ); (gxy ))), PI D H

publ is (gx ; gy ) and PI D H
sol is (gxy ).

3 A more thorough treatment is omitted here due to space reasonsand will appear
in [21].
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1. Assumption 1=poly(k)-DDH � (c:u; g:h; f:prim), i.e., with high granularit y:

8p1; p2 > 0; 8A � 2 TM; 9k0; 8k > k0;
8G  SG (\prime-order groups"; 1k ); 8g  Sg(G); SI  (G; g);
ExpectRunTime(A � (C; G; g; PI D H )) < kp2 ;
(j Prob [A � (C; G; g; PI D H

publ ; b� PI D H
sol + �b� PI R

sol ) = b ::
b R f 0; 1g; C R U;
PI D H  SPI (DH; SI ); PI R  SPI (PI D H

P ; PI D H
SI );

]- 1=2 j � 2) < 1=kp1

2. As above except now with medium granularit y
(1=poly(k)-DDH � (c:u; g:m;f:prim) ):

8p1; p2 > 0; 8A � 2 TM; 9k0; 8k > k0;
8G  SG (\prime-order groups"; 1k );
ExpectRunTime(A � (C; G; g; PI D H )) < kp2 ;
(j Prob [A � (C; G; g; PI D H

publ ; b� PI D H
sol + �b� PI R

sol ) = b ::
b R f 0; 1g; C R U;
g  Sg(G); SI  (G; g);
PI D H  SPI (DH; SI ); PI R  SPI (PI D H

P ; PI D H
SI );

]- 1=2 j � 2) < 1=kp1

3. As above except now with low granularit y
(1=poly(k)-DDH � (c:u; g:l; f:prim) ):

8p1; p2 > 0; 8A � 2 TM; 9k0; 8k > k0;
ExpectRunTime(A � (C; G; g; PI D H )) < kp2 ;
(j Prob [A � (C; G; g; PI D H

publ ; b� PI D H
sol + �b� PI R

sol ) = b ::
b R f 0; 1g; C R U;
G  SG (\prime-order groups"; 1k ); g  Sg(G); SI  (G; g);
PI D H  SPI (DH; SI ); PI R  SPI (PI D H

P ; PI D H
SI );

]- 1=2 j � 2) < 1=kp1

To expressrelations among assumptionswe will usefollowing notation:

A =) B means that if assumption A holds, so does assumption B , i.e., A
(B ) is a weaker (stronger) assumption than B (A). Vice-versa,it alsomeans
that if there is a (polynomially-b ounded)algorithm A B breaking assumption
B then we can build another (polynomially-b ounded) algorithm A A B

A with
(oracle) accessto A B which breaks assumption A.

A ( ) B meansthat A =) B and B =) A, i.e., A and B are assumptions
of the same(polynomial) complexity.

Furthermore, if we are referring to oracle-assumption,i.e., assumptions where
we give adversaries accessto auxiliary oracles, we indicate it by listing the
oracles at the end of the list in the assumption term. For example, the as-
sumption 1=poly(k)-DDH � (c:u; g:h; f:prim; O1-DSE (c:u; g:h; f:prim) ) corresponds to
the �rst assumption statement given above except that now the adversary also
getsaccessto an oraclebreaking the assumption1-DSE(c:u; g:h; f:prim) . Finally,
if we use� for a particular parameter in an assumption term we mean the class
of assumptionswhere this parameter is varied over all possiblevalues.
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5 The Impact of Gran ularit y

It would go beyond the scope (and space)of this paper to discussall previously
identi�ed parameters and we will focus only on granularit y. Before stating the
actual results, let us �rst brie
y repeat the practical relevanceof granularit y as
alluded in the intro duction. Assumptions with lower granularit y are weaker and
are so more desirable in principle. However, which of the granularit y variants
is appropriate in cryptographic protocols depends on how and by whom the
parameters are chosen. A priori we have to use a high-granular assumption.
Yet in following situations we can resort to a weaker lessgranular assumption:
The security requirements of the cryptographic system guarantee that it's in
the best (and only) interest of the chooser of the system parameters to choose
them properly; the system parameters are chosenby a mutually trusted third
party; or the system parameters are chosen in a veri�able random process.4

Furthermore, care has to be taken for DL-related high and medium granular
assumptionsin

� �
p and its subgroups.Unlesswe further constrain the set of valid

groupswith (expensive) tests asoutlined by [19], we require, for a given security
parameter, considerably larger groups than for the low granular counterpart of
the assumptions.

6 Computational DH, SE and IE

Maurer and Wolf [10] prove the equivalencebetweenthe computational SE and
DH assumption in their uniform and high-granular variant for both perfect and
invariant successprobabilities.

We brie
y review their results, extend their results to medium granularit y
and prove similar relations betweenIE and DH.

6.1 CSE versus CDH

Theorem 1 ([ 10]).
� -CSE(c:u; g:h; f:� ) ( ) � -CDH(c:u; g:h; f:� ) 2

More concretely, they show the following: Let 0 < � 1 < 1, 0 < � 2 < 1 be
arbitrary constants and let G be a cyclic group with known order jGj. Then

(a) given an oracle OC D H which breaks � -CDH(c:u; g:h; f:� ) in G with success
probabilit y at least � = � 1, there exists an algorithm A O C D H that breaks
� -CSE(c:u; g:h; f:� ) in G with successprobabilit y at least � = � 1.

(b) given an oracle OC SE which breaks � -CSE(c:u; g:h; f:� ) in G with success
probabilit y at least � = � 2, there exists an algorithm A O C S E that breaks
� -CDH(c:u; g:h; f:� ) in G with successprobabilit y at least � = � 2

3.

From thesereductions the theorem immediately follows.
4 This can be done either through a joint generation using random coins [24] or using

heuristics such as the one used for DSS key generation [20].
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Remark 1. Maurer and Wolf showed the reduction for invariant successprob-
abilit y. However, the results easily extend also to all other variants related to
successprobabilit y, i.e., weak, strong and perfect. �

Above relation also holds for medium granularit y as we show next.

Theorem 2.
1=poly(k)-CSE(c:u; g:m;f:� ) ( ) 1=poly(k)-CDH (c:u; g:m; f:� ). 2

Proof (sketch). The proof idea of Theorem 1 can alsobe applied in this case.The
only thing we have to show is that the necessaryrandomization in the reduction
steps can be extended to the medium granularit y variants of CDH and CSE.
This can be done using standard techniques and is shown in the full version of
this paper [21]. The rest of the proof remains then the same as the proof of
Theorem 1.

Remark 2. Reduction proofs of a certain granularit y can in general be easily
applied to the lower granularit y variant of the involved assumptions.The nec-
essarycondition is only that all involved randomizations extend to the wider
probabilit y spaceassociated with the lower granularit y parameter.
Remark 3. In all the mentioned problem families the necessaryrandom self-
reducibilit y existsfor medium granularit y and aboveremark alwaysholds, i.e., we
can transform proofs from a high-granular variant to the corresponding medium-
granular variant. However, it doesnot seemto extend to low-granular variants.
This would require to randomize not only over the public part of the problem
instance PI and the generator g but also over the groups G with the same
associated security parameter k; this seemsimpossibleto do in the generalcase
and is easily overlooked and can lead to wrong conclusions,e.g., the random
self-reducibility as stated in [3] doesn't hold as the assumptionsare (implicitly)
given in their low-granular form. �

6.2 CDH versus CIE

In the following we prove that similar relations asabovealsoexist for CIE. In the
high-granular casefollowing theorem holds. Here as well as in following results
related to IE we will restrict ourselves to groups of prime order. The results
also extend to more general groups but the general caseis more involved5 and
omitted in this version of the paper for spacereasons.

Theorem 3.
1=poly(k)-CDH (c:u; g:h; f:prim) ( ) 1=poly(k)-CIE (c:u; g:h; f:prim) 2

More concretely, we show the following: Let G be a cyclic group with known
prime order. Then
5 Due to the di�erence in input domains between IE and other assumptions we have

to deal with the distribution of
� �

j G j over
�

j G j. This results, e.g., in the success
probabilit y being reduced by a factor of ' (jGj)=jGj.
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(a) givenan oracleOC D H which breaks� -CDH(c:u; g:h; f:prim) in G with success
probabilit y at least � = � 1(k), there exists an algorithm A O C D H that solves
CIE (c:u; g:h; f:prim) in G with successprobabilit y at least � 1(k)O(log jGj) .6

(b) given an oracle OC I E which breaks � -CIE (c:u; g:h; f:prim) in G with success
probabilit y at least � = � 2(k), there exists an algorithm A O C I E that solves
CSE(c:u; g:h; f:prim) in G with successprobabilit y at least � 2(k)3.

(c) following (b), there exists also an algorithm A O C I E that, with successprob-
abilit y at least � 2(k)9, breaks 1=poly(k)-CDH (c:u; g:h; f:prim) in G.

From thesereductions and Remark 4 the theorem immediately follows. The
complete proof can be found in [21].

Remark 4. For strong and perfect successprobabilities, i.e., � 1(k) is either 1 or
1� 1=poly(k), the resulting successprobabilit y in case(a) canalwaysbe polynomi-
ally bounded becauseO(log jGj) = O(poly(k)) and there always exist constants
c and c0 such that for large enoughk it holds that (1 � 1=kc0

)O(poly(k )) � 1=kc.
However, for the weak and invariant successprobabilit y, i.e., � 1(k) is either �
or 1=poly(k), the resulting error cannot be bounded polynomially. This implies
that above reduction in (a) doesnot work directly in the casewhere the oracle
OC D H is only of the weak or invariant successprobabilit y 
a vor! The success
probabilit y of OC D H has �rst to be improved by self-correction [15] to strong
successprobabilit y, a task expensive both in terms of oracle calls and group
operations. �

Next, we prove above equivalence also for medium granularit y. Similar to
Theorem 2 wecould arguethat due to the existenceof a randomization the result
immediately follows alsofor the medium granularit y case.However, we will show
below that the reduction can be performed much more e�cien tly in the medium
granular casethan in the caseabove; thereby we improve the concretesecurity
considerably.

Theorem 4.
1=poly(k)-CSE(c:u; g:m;f:prim) ( ) 1=poly(k)-CIE (c:u; g:m;f:prim) . 2

Proof. \ ) ": We construct A O C I E as follows: Assume we are given a CSE in-
stancegx with respect to generatorg. We set h := gx and t := x � 1, passgx (= h)
and g(= ht ) to OC I E . Assuming the oracleansweredcorrectly we get the desired
solution to the CSE problem: ht � 1

= (gx )(x � 1 ) � 1
= gx 2

.
\ ( ": Conversely we can exploit the identit y ((gx )(x � 1 )2

= (gx )x � 2
= gxx � 2

=
gx � 1

to construct A O C S E solving CIE with a single call to OC SE .

Remark 5. For each direction we need now only a single oracle call. If we take
also into account that with a single oracle call 1=poly(k)-CSE(c:u; g:m;f:prim)
can be reducedto 1=poly(k)-CDH (c:u; g:m; f:prim) we achieve a reduction from
1=poly(k)-CIE (c:u; g:m; f:prim) to 1=poly(k)-CDH (c:u; g:m; f:prim) while retain-
ing the successprobabilit y of the oracle.
6 The exponent O(log jGj) stems from a square and multiply used in the reduction.



Assumptions Related to Discrete Logarithms 253

Remark 6. Above observation also implies that, contrary to the high-granular
(Remark 4) case,this reduction directly appliesto the invariant and weaksuccess
probabilit y variant of the assumptions,i.e., no self-correction is required. �

In particular the Remark 5 is of high signi�cance. The reduction we get in the
medium-granular caseis much more e�cien t than the corresponding reduction in
the high-granular case:With a single instead of log(jGj) (very expensive) oracle
calls and O(log (jGj)) instead of O(log (jGj)2) group operations we achieve a
successprobabilit y which is higher by a power of O(log (jGj))!

7 Decisional DH, SE and IE

7.1 Di�cult y in the Generic Mo del

We state �rst a Lemma which plays an important role for later proofs in the
context of genericalgorithms:

Lemma 1 ([ 25, 15]). Let P(X 1; X 2; � � � ; X n ) be a non-zero polynomial in
�

pe [X ]
of total degree d � 0 (p 2

�

; e 2 � ). Then the probability that P(x1; x2; � � � ; xn ) �
0 is at most d=p for a random tuple (x1; x2; � � � ; xn ) 2R

� n
pe . 2

Using Lemma 1, Wolf [9] shows that there exists no genericalgorithm that
can solve DSE (and consequently also DDH) in polynomial time if the order
of the multiplicativ e group is not divisible by small primes, as summarized in
following theorem:

Theorem 5 ([ 9]).
true =) 1=poly(k)-DSE� (c:u; g:h; f:nsprim) 2

Remark 7. More precisely, Wolf shows that the probabilit y that any A � can cor-
rectly distinguish correct DSE inputs from incorrect onesis at most (T +4)( T +3)

2p0

where p0 is the smallest prime factor of jGj and T is an upper bound on the
algorithm's runtime.
Remark 8. It might look surprising that 1=poly(k)-DSE� (c:u; g:h; f:nsprim) al-
ways holds, i.e., it's a fact, not an assumption. Of course, the crucial aspect is
the rather restricted adversarymodel (the � in the assumptionstatement) which
limits adversariesto genericalgorithms. However, note that this fact meansthat
to break DSE onehasto exploit deeper knowledgeon the actual structure of the
used algebraic groups. In particular, for appropriately chosenprime-order sub-
groups of

� �
p and elliptic or hyper-elliptic curvesno such exploitable knowledge

could yet be found and all of currently known e�cien t and relevant algorithms in
thesegroups are genericalgorithms, e.g., Pohlig-Hellman [26] or Pollard-� [27].
Nevertheless,care has to be applied when proving systemssecurein the generic
model [28]. �

In the following theorem we show that also DIE cannot be solved by generic
algorithms if the order of the multiplicativ egroup is not divisible by small primes.
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Theorem 6.
true =) 1=poly(k)-DIE � (c:u; g:h; f:nsprim) 2

The proof is similar to the proof of Theorem 5 and can be found in [21].

7.2 DSE versus DDH

Wolf [9] shows following two results on the relation of DSE and DDH: DSE can
easily be reduced to DDH but the converse doesn't hold; in fact, Theorem 8
shows that a DSE oracle, even when perfect, is of no help in breaking DDH
assumptions.

Theorem 7 ([ 9]).
1=poly(k)-DSE(c:u; g:h; f:� ) =) 1=poly(k)-DDH (c:u; g:h; f:� ) 2

Remark 9. Following Remark 2, this result easily extends also to the medium-
granular variant. �

Theorem 8 ([ 9]).
true =) 1=poly(k)-DDH � (c:u; g:h; f:nsprim; O1-DSE (c:u; g:h; f:nsprim) ) 2

Remark 10. More precisely, Wolf shows that the probabilit y that any A � ;O D S E

can correctly distinguish correct DDH inputs from incorrect ones is at most
(T +5)( T +4)

2p0 wherep0 is the smallest prime factor of jGj and T is an upper bound
on the algorithm's runtime. �

7.3 DIE versus DDH

In the following we prove that similar relations also hold among DDH and DIE:
We show a reduction from DIE to DDH and prove that a DIE oracle,even when
perfect, is of no help in breaking DDH assumptions.

Theorem 9.
1=poly(k)-DIE (c:u; g:h; f:prim) =) 1=poly(k)-DDH (c:u; g:h; f:prim) 2

Theorem 10.
true =) 1=poly(k)-DDH � (c:u; g:h; f:nsprim; O1-DIE (c:u; g:h; f:nsprim) ) 2

Both proofs follow similar strategies than the proofs of Theorem 7 and 8 and
can be found in [21]. One twist is that the input domains between IE and DH
are di�eren t and the DIE-oracle cannot answer correctly to the queriesnot from
its domain. However, since this limits the use of a DIE-oracle in solving DDH
even further, this doesnot a�ect the desiredresult.
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7.4 DSE versus DIE

In the next theorem we prove that an oracle breaking 1-DSE(c:u; g:h; f:� ) is of
no help in breaking 1=poly(k)-DIE � (c:u; g:h; f:� ).

Theorem 11.
true =) 1=poly(k)-DIE � (c:u; g:h; f:nsprim; O1-DSE (c:u; g:h; f:nsprim) ) 2

Proof. Similar to the proofs of Theorem 6 and 10 we de�ne a Lemma which
associatesthe minimal genericcomplexity of solving DIE directly to the smallest
prime factor of the order of the underlying group G. Theorem 11 immediately
follows from Lemma 2 and Remark 11.

Remark 11. In the classicalformulation of decisionproblemsthe adversary gets,
depending on the challenge b, either the correct element or a random element
as input, i.e., in the caseof DIE the adversary gets gx together with gx � 1

if
b = 0 and gc if b = 1. The formulation used in the Lemma considersa slightly
di�eren t variant of the decisionalproblem type: We considerhere an adversary
which receives, in random order, both the correct and a random element and
the adversary has to decideon the order of the elements, i.e., the adversary gets
gx and (gx � 1

; gc) for b = 0 and (gc; gx � 1
) for b = 1.

This formulation makesthe proofs easierto understand. However, note that
both variants can be shown equivalent. �

Lemma 2. Let G be a cyclic group and g a corresponding generator, let p0 be the
smallest prime factor of n = jGj. Let OD SE be a given oracle solving DSE tuples
in G and let A � ;O D S E be any generic algorithm for groupsG with maximum run
time T and oracle access to OD SE . Further let x0, x1 be random elementsof

� �
jG j, b 2R f 0; 1g a randomly and uniformly chosen bit and C R U. Then it

alwaysholds that

Pr ob[A � (C; (G; g); gx 0 ; gx b
� 1

; gx �b
� 1

) = b] �
(T + 4)(T + 3)

2p0 2

Proof. For given � (1), � (x), f � (x � 1); � (c)g, assumethat the algorithm A � ;O D S E

computes at most T1 + 4 (images of) distinct linear combinations Pi of the
elements 1; x; x � 1, c with Pi (1; x; x � 1; c) = ai 1 + ai 2x + ai 3x � 1 + ai 4c such that

� (Pi (1; x; x � 1; c)) = � (ai 1 + ai 2x + ai 3x � 1 + ai 4c);

where aij are constant coe�cien ts. Furthermore, it is not a-priori known to
A � ;O D S E which of the (known) values in f ai 3; ai 4g is the coe�cien t for x � 1 and
which one corresponds to c. Assume that A � ;O D S E makes T2 calls to OD SE .
A � ;O D S E may be able to distinguish the coe�cien t by obtaining information
from either of the following events:

Ea : A � ;O D S E �nds a collision betweentwo distinct linear equations(Pi ; Pj ) with
i 6= j , i.e.,

� (Pi (1; x; x � 1; c)) = � (Pj (1; x; x � 1; c)) ) Pi (1; x; x � 1; c) = Pj (1; x; x � 1; c)
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Eb: A � ;O D S E getsat least onepositive answer from OD SE for a non-trivial query
with i 6= j , i.e.,

� (Pi (1; x; x � 1; c)) = � ((Pj (1; x; x � 1; c)2):

Let E be the union of the events Ea and Eb. Now we compute an upper bound
for the probabilit y that either of theseevents occurs.

CaseEa : Consider Pi and Pj as polynomials. There are
� T1 +4

2

�
= (T1 +4)( T1 +3)

2
possibledistinct pairs. The probabilit y of a collision for two linear combinations
Pi ; Pj is the probabilit y of (randomly) �nding the root of polynomial x(Pi �
Pj ) � 0 mod pe for any prime factor p of jGj with pejjGj. Due to Lemma 1 this
probabilit y is at most 2=pe (� 2=p0), becausethe degreeof x(Pi � Pj ) is at most
two.7 It follows that Prob [Ea ] � (T1 +4)( T1 +3)

2
2
p0 = (T1 +4)( T1 +3)

p0 .

CaseEb: For i 6= j it is not possible to derive a relation Pi = Pj
2 except that

Pi and Pj are both constant polynomials (6= 0), meaning that the polynomial
x2(Pi � Pj

2) � 0 mod pe for x 6= 0. The total degreeof the polynomial x2(Pi �
Pj

2) is at most 4 and the probabilit y for Eb is at most 4
p0 T2.

In total we have

Prob [E ] � Prob [Ea ] + Prob [Eb] =
(T1 + 4)(T1 + 3)

p0 + T2
4
p0 �

(T + 4)(T + 3)
p0 ;

with T1 + T2 � T . The successprobabilit y of A � ;O D S E therefore is:

Prob [A � ;O D S E (::) = b] = Prob [E ] +
1
2

Prob [ �E ] =

Prob [E ] +
1 � Prob [E ]

2
=

1
2

+
Prob [E ]

2
�

1
2

+
(T + 4)(T + 3)

2p0 :

In sharp contrast to the above mentioned high granular case,we prove in
the following theorem that these assumptionsare equivalent for their medium
granular version (other parametersremain unchanged).

Theorem 12.
1=poly(k)-DSE(c:u; g:m; f:prim) ( ) 1=poly(k)-DIE (c:u; g:m;f:prim) . 2

Proof. \ ( ": Assume we are given a DIE tuple I D I E = (g; gx ; gz ) where gz is
either gx � 1

or a random element of group G. Set h:= gz then g = ht and gx = htx

for some (unknown) t 2
� �

jG j. After reordering the components we obtain the
tuple (h; ht ; hxt ).
7 Note that Pi ; Pj are also functions of x � 1 ; x 6= 0 and thus one can virtually think of

the polynomial x(Pi � Pj ) by multiplying both sides of the equation Pi = Pj with
x. Furthermore, uniformly distributed random values modn are also randomly and
uniformly distributed modpe.
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If z = x � 1 then t = x and the tuple (h; ht ; hxt ) will have the form (h; ht ; ht 2
)

which represents a DSE tuple and can be solved by the given DSE oracle. The
probabilit y distribution is correct, sinceh is a group generatorand ht is a random
element of G.
If z 6= x � 1 then t 6= x and hxt is a random group element (x is a random element
of

� �
jGj) and the elements h; ht ; htx are independent.

\ ) ": Assume, we are given a DSE tuple (g; gx ; gz ) where gz is either gx 2
or a

random group element. Set h := gx then g = ht and gz = htz for some(unknown)
t 2

� �
jGj. After reordering the components we obtain the tuple (h; ht ; htz ).

If z = x2 then we have8 x = t � 1 and z = t � 2 meaning that the tuple (h; ht ; hxt )
has the form (h; ht ; ht � 1

) representing a DIE tuple. Its probabilit y distribution
is correct becauseh is a group generator, ht is a random element of G and the
last element ht � 1

has the correct form.
If z 6= x2 then hzt is a random group element, since t is a random element of

� �
jG j, and further the elements h; ht and htz are independent.

8 Conclusions

In this paper, we identify the parametersrelevant to cryptographic assumptions.
Basedon this we present a framework and notation for de�ning assumptionsre-
lated to Discrete Logarithms. Using this framework these assumptions can be
precisely and systematically classi�ed. Wider adoption of such a terminology
would easethe study and comparisonof results in the literature, e.g., the danger
of ambiguit y and mistakesin lengthly stated textual assumptionsand theorems
would be minimized. Furthermore, clearly stating and consideringtheseparam-
eters opens an avenue to generalizeresults regarding the relation of di�eren t
assumptions and to get a better understanding of them. This is the focus of
our ongoing research and is covered to a larger extent in the full version of the
paper [21].

A parameter in de�ning assumptionspreviously ignored in the literature is
granularit y. We show (as summarized in Figure 1) that varying this parameter
leadsto surprising results:weprovethat someDL-related assumptionsareequiv-
alent in one case(medium granular) and provably not equivalent, at least not
in a generic sense,in another case(high granular). Furthermore, we also show
that somereductions for medium granularit y are much more e�cien t than their
high-granular version leading to considerablyimproved concretesecurity, in par-
ticular as medium granularit y results in weaker assumptionsthan high-granular
ones.However, we note that medium- or low-granular assumptionapply in cryp-
tographic settings only when the choice of system parameters is guaranteed to
be truly random.

In this paper we only scratched the topic of granularit y and interesting open
questionsremain to be answered:While for both CDL and CDH it can be shown

8 This is becausehx = gx 2
= htz which implies hx = htx 2

, x = tx 2 and t = x � 1 .
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Fig. 1. Summary of our results

that their high- and medium-granular assumptionsare equivalent, this is not yet
known for DDH (also brie
y mentioned asan open problem in [29]). Only few re-
lations can be shown for low-granular assumptionasno random self-reducibility
is yet known. However, achieving such \full" random self-reducibility seemsvery
di�cult in general(if not impossible) in number-theoretic settings [30] contrary
to, e.g., lattice settings usedin [31].
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